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cross-border enforcement networks.
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The Commissioner (left) and Henry Chang, Informati
International Conference of Data Protection and Privacy

PROTECTION AND PRIVACY COMMISSIONERS

BULENT WORLD

T

INTERNATIONAL CONFERENCE OF DATA
PROTECTION AND PRIVACY COMMISSIONERS

The Commissioner attended the 35th International Conference of Data
Protection and Privacy Commissioners, held on 23-26 September
2013 in Warsaw, Poland, where a total of 68 jurisdictions were
represented. As usual, the conference was the mega-event of the year
for Privacy Commissioners from around the world.

In line with the conference's objective to promote and enhance
personal data protection and privacy rights internationally, it concluded
with a declaration and seven resolutions on various subjects.

The Warsaw Declaration noted the ubiquitous nature of mobile applications
(apps), recognised the privacy and data protection challenges posed by
the increased use of these apps, and expressed a clear commitment on
the part of the privacy commissioners to address them.

Among other things, the Privacy Commissioners defined the roles
and responsibilities of various actors -- users, app developers,
and providers of operating systems -- in ensuring a better privacy
experience in the use of apps. In short, users should remain in charge
of their own data; app developers should embrace privacy to build user
trust and gain a competitive advantage, and providers of operating
systems should bear responsibility for building privacy protection into
the platforms on which apps are used.

The seven resolutions of the conference related to (1) profiling, (2) the
strategic direction of the conference, (3) enforcement coordination, (4)
anchoring data protection and the protection of privacy in international
law, (5) openness of personal data practices, (6) digital education, and
(7) webtracking.
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on Technology Advisor of the PCPD attended the 35th
Commissioners, held in Warsaw, Poland.
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APEC ELECTRONIC COMMERCE STEERING
GROUP DATA PRIVACY SUBGROUP

The PCPD was represented at the 28th and 29th meetings of the
APEC Data Privacy Subgroup, which took place, respectively, in
June 2013, in Medan, Indonesia, and in February 2014, in Ningbo,
China. The meetings focused on the implementation of the Cross-
Border Privacy Rules (“CBPR”) System. The United States and
Mexico continued to participate in the CBPR System, while Japan
expressed its official interest in participating. TRUSTe became the first
accountability agent recognised under the CBPR System.

Working jointly with representatives from the European Union
(“EU”), the Subgroup finalised a document entitled “Referential on
Requirements for Binding Corporate Rules Submitted to National
Data Protection Authorities in the EU and Cross Border Privacy Rules
Submitted to APEC CBPR Recognized Accountability Agents”. The
referential contains elements common to the CBPR System and
Binding Corporate Rules, as well as additional blocks of requirements
unique to each. It thereby facilitates the design and adoption of
personal data protection policies by organisations compliant with each
of the systems.

The referential was endorsed by APEC Senior Officials at their meeting
on 27-28 February 2014. The Article 29 Working Party of the EU also
adopted an opinion on it on 27 February 2014.

Two new privacy enforcement authorities were added to the APEC
Cross-Border Privacy Enforcement Arrangement (“CPEA”) during the
year, making a total of 24 participants. The PCPD has participated in
the CPEA since 2010. During the year, the PCPD received a complaint
referred by the Office of the Privacy Commissioner of Canada, a CPEA
participant, and resolved amicably the privacy concerns raised by the
complainant.

Electronic Commerce Steering Group _
Data Privacy Sub-Group (ECSG-DPS) Meeting

Ningbo, China | 18 February 2014

RERESFEBMEEE -

Ningbo, China.

NEBEREMIPER HEEHEIZERBITNE 29 B

Brenda Kwok, Chief Legal Counsel of the PCPD,
attended the 29th APEC subgroup meeting in
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ASIA PACIFIC PRIVACY AUTHORITIES

The Asia Pacific Privacy Authorities (“APPA”) is the principal forum for
privacy authorities in the Asia Pacific region to form partnerships and
exchange ideas about privacy regulations, new technologies, and the
management of privacy enquiries and complaints.

The Commissioner attended the 39th Asia Pacific Privacy Authorities
Forum on 15-16 July 2013 in Auckland, New Zealand. He led two
discussion sessions, one on the Privacy and Technology with an
update on APPA’s Information Repository and Collaboration and a
discussion on Google’s Privacy Policy Change and the transparency
of mobile apps’ privacy policies; and the other on the protection of
data in public registers. The meeting also discussed a wide range of
privacy topics including updates on global and regional developments,
children’s privacy, privacy impact assessment, the data brokerage
industry, Big Data, ethical issues, and the potential for interoperability
between Europe and APEC's privacy rules.

As a side-event to the APPA meeting, the APEC Privacy Enforcement
Workshop was held on 17-18 July 2013. The Commissioner delivered
a presentation to explain his experience of using publicity to maximise
the deterrent effect of enforcement.
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The APEC Privacy Enforcement Workshop in Auckland, New Zealand.
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The 40th Asia Pacific Privacy Authorities Forum in Sydney, Australia.
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The Commissioner also took part in the 40th Asia Pacific Privacy
Authorities Forum in Sydney, Australia from 26 to 27 November 2013.

Delegates discussed a wide range of common privacy issues over
the two days, including cross-border transfer of personal information,
cross-border enforcement, regulatory tools, education and awareness
campaigns. The meeting also covered special topics such as state
surveillance, drones, ‘privacy engineering’ and ‘privacy by design’.
As convener of the Technology Working Group, the Commissioner
reported on the work of the group for the past six months and drew
the attention of the meeting to the results of the survey in Hong Kong
on the transparency of privacy practices of smartphone apps. The
meeting was also briefed by representatives from Apple Inc. and
Facebook on their personal information handling practices.
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DREFBEERLE (rEsc2BIEFY)
APPA members (listed in alphabetical order)

HX /&

Country/region

vl

Australia

MER

Canada

SHmLtae
Colombia
BB

Hong Kong
w2

Korea

YRS

Macao

== P af
Mexico

Peru

ESTpIIIbS
Singapore
B |

New Zealand
=

United States

TLARSHR

Privacy authorities

BMNEREEAE

Office of the Australian Information Commissioner, Australia
BNFTEERIEEMNLEAE

Information and Privacy Commission, New South Wales
BN BB EREENE

Office of the Northern Territory Information Commissioner
PNBELITHEEERNEENE

Office of the Information Commissioner, Queensland
BMELF D ELEEENE

Office of the Victorian Privacy Commissioner

MEALBEELE

Office of the Privacy Commissioner, Canada

IEREHEERLLBEENE

Office of the Information and Privacy Commissioner, British Columbia
S tbEn T ARl

Superintendence of Industry and Commerce of Colombia
HHEAERLEEEAE

Office of the Privacy Commissioner for Personal Data, Hong Kong
BEBEZER

Korea Internet & Security Agency

ZEBEAERREAE

Korea Personal Information Protection Commission
BEFEAERRERAE

Office for Personal Data Protection, Macao
EFENAFRLESRER

Federal Institute for Access to Information and Data Protection, Mexico
WEBAERNREZES

National Authority for Data Protection, Peru

FMELREESNE
Personal Data Protection Commission, Singapore

FMORLEEEAE

Office of the Privacy Commissioner, New Zealand
XEBPEZEES

Federal Trade Commission, United States
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CROSS-STRAIT QUAD-REGIONAL FORUM ON
PERSONAL DATA PROTECTION

The Commissioner attended the Cross-strait Quad-regional Forum
on Personal Data Protection hosted by the Office for Personal Data
Protection, Macao and the Associacéo de Estudo de Direito Criminal
de Macau on 21 June 2013 in Macao. Representatives from the
regulatory and enforcement bodies as well as the academia from the
Mainland, Taiwan, Macao and Hong Kong were invited to speak. The
Commissioner delivered a presentation entitled “Current State and
Future Development of the Personal Data Protection System in Hong
Kong” with an emphasis on the latest amendments to the Ordinance.
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Cross-Strait Quad-Regional Forum on Personal Data Protection, Macao.
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THE THIRD ASIAN PRIVACY SCHOLARS
NETWORK CONFERENCE

The Third Asian Privacy Scholars Network Conference was hosted
by the University of Hong Kong in Hong Kong on 8-9 July 2013.
It was attended by legal professionals and university scholars from
Australia, Bangladesh, Belgium, China, Hong Kong S.A.R., Indonesia,
Japan, Macao S.A.R., New Zealand, Singapore, Switzerland, Taipei,
Thailand, the United States and United Kingdom, as well as Privacy
International (United Kingdom). The Commissioner delivered a
keynote speech entitled “Balance between Access to Public Sector
Information and the Protection of Personal Data”, in an attempt to
dispel the myth that personal data collected from the public domain
is open to unrestricted use.

F=ERMALBENEE -
The Third Asian Privacy Scholars Network Conference.
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GLOBAL PRIVACY ENFORCEMENT NETWORK
(GPEN) INTERNET PRIVACY SWEEP EXERCISE

Global results of the Sweep

The PCPD, together with 18 other privacy enforcement authorities,
took part in an international Internet Privacy Sweep exercise ("Sweep")
to assess privacy issues related to the fundamental principle of privacy
practice transparency in websites and smartphone applications

("apps").

The Sweep was coordinated by the Global Privacy Enforcement
Network ("GPEN"), a network of privacy enforcement authorities
from around the globe working together to protect the privacy rights
of individuals. The Sweep took place in May 2013 and replicated the
consumer experience by checking 2,186 selected websites and apps
against a set of criteria, including availability, accessibility, readability
and relevancy of their privacy policy statements ("PPS").

Common concerns

The global Sweep identified significant shortcomings:

e 23% of the websites and mobile apps surveyed displayed no privacy
policy.

e Some websites provided brief over-generalised statements about
privacy, while offering no details on how the organisations were
collecting, using or disclosing customer information.

e 33% of the privacy policies raised concerns with respect to relevance
and readability, and many of them simply quoted verbatim from the
applicable legislation.
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The privacy policies of apps lagged behind those on websites:

e 92% of app privacy policies reviewed in the Sweep raised one or
more concerns with respect to how they present information about
their privacy practices.

* 54% displayed no privacy policy at all.

e Some organisations simply provided links to privacy policies for their
websites, which did not specifically address the collection and use of
information for their apps.

The Commissioner commented on the results, “Privacy has become
an international issue in the Internet and mobile world, and requires
an international response. The challenges are global, so the solutions
need to be global as well. The Sweep brought the issue of online
privacy transparency to the forefront. It shone a spotlight on the
importance for organisations to be open and transparent about how
they collect, use and disclose personal data, so that individual users
can make meaningful decisions in exercising control over their personal
data. Transparency is especially important in the online environment,
where personal data is sometimes used in ways in which individuals
may not expect.”
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ESE / Rt E RECEPTION OF OVERSEAS/MAINLAND
DELEGATIONS
E2013F 14 5E  AESEFUTREE: In 2013-14, the PCPD received the following delegations:-

201442 A 10 H — BHEMBREBER OB E
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10 February 2014 — Privacy dialogue with the
Centre for Information Policy Leadership.

R/ FHABYHALE
Office of the Privacy Commissioner
for Personal Daty, Hong Kong

FE2014F 2 ARERAREARBEES A privacy dialogue co-chaired by the Commissioner and Professor
T S5EBELBREARRE  EANT John BACON-SHONE took place in Hong Kong in February 2014
BREZXR  B—EREFELERENRELE between the Hong Kong privacy community and an overseas
ErERBEREERL  shBsREEEM - delegation of privacy professionals led by the Centre for Information
R M E T AR  BIREARBIRDHT Policy Leadership: a global privacy and information security think
BHBEERBE - BABRERL LERR tank. Views were exchanged on a variety of privacy issues such as
BRI - Big Data and analytics, the latest technological developments, the
de-identification of personal data, privacy risk management, and the
Internet of Things.
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EERBHE
Meeting participants

B

Overseas

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership, UK

Mr Manuel MAISOG, Partner, Hunton & Williams, UK

Ms Laura Juanes MICAS, Director of International Privacy, Yahoo!, US

Mr Mikko NIVA, Director of Privacy, Nokia, Finland

Ms Christina PETERS, Chief Privacy Officer, IBM, US

Mr Luca PROBST, Attorney, Asia Pacific Legal, UPS, US

Ms JoAnn STONIER, Chief Information Governance & Privacy Officer, MasterCard, US
Mr Huey TAN, APAC Privacy and Compliance, Accenture, UK

Mr Scott TAYLOR, Vice President and Chief Privacy Officer, Hewlett-Packard, US

EiEkRM

Hong Kong and Macao

BBEAERLRBEEBERLE

Mr Allan CHIANG, Privacy Commissioner for Personal Data, Hong Kong
BEEREAGREMERORELAENKBREFEZEGHEARRIR

Prof John BACON-SHONE, Director, Social Sciences Research Centre, The University of Hong Kong, and
Member of the Standing Committee on Technological Developments, the PCPD

AEENR R REMARRER L

Dr Henry CHANG, Information Technology Advisor, the PCPD

BEREEREERBIRRERNIR

Prof Anne S'Y CHEUNG, Professor, Faculty of Law, The University of Hong Kong

BEREA AR ERBBELABNRBREBEEGREFRMBL

Dr K P CHOW, Associate Professor, Department of Computer Science, The University of Hong Kong, and
Member of the Standing Committee on Technological Developments, the PCPD

BBRXKREEEZSZ B HIR Prof Stuart HARGREAVES

Prof Stuart HARGREAVES, Assistant Professor, Faculty of Law, The Chinese University of Hong Kong

BB TR EEGINANEHREREMERRAE XL L

Mrs Philomena LEUNG, Principal Assistant Secretary, Constitutional and Mainland Affairs Bureau, Hong Kong
SAR Government

BEARBEEELEENE MR R OB EEHER Dr Marcelo THOMPSON

Dr Marcelo THOMPSON, Assistant Professor of Law, Deputy Director, Law and Technology Centre, Faculty of
Law, The University of Hong Kong

FLIEMTERERERILEE

Mr Kenny WONG, Senior Consultant, Mayer Brown JSM

B BIITE R EABRMRERAZTRI T ESRFLE

Mr Ken YANG, Deputy Coordinator of the Office for Personal Data Protection, Macao SAR Government
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Local and overseas privacy experts exchanged views on a variety of privacy issues relating to the latest technological developments on

10 February 2014.
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10 July 2013 — A group of law students from
Peking University, led by the Hong Kong Bar
Association, visited the PCPD. PCPD staff gave
them an account of the PCPD’s work and a
briefing on the Ordinance.

20134 10 A 2 B—@EEERFPOEE—E
HAEAMERREL  ERBEAB NI BT
HEBERNARREZHAE - BEEALAER
fPIN B AT R TAE R FLBIREY -

2 October 2013 — The Asian Legal Resource
Centre organised a visit to the PCPD by a
delegation of law students, legal professionals =
and NGO personnel from the Mainland. The
Corporate Communications team briefed
the delegation on the PCPD’s work and the [}
Ordinance.

20134 11 B 22 H—# R Z2BENARFBRAZBENMENR S ENALEZRE -
22 November 2013 — Korea Internet & Security Agency visited Hong Kong to discuss with PCPD staff privacy issues relating to
information technologies.

2013F 12 B 4 A—BEERAZHREERBEKE (£—) @ EHNREAEHRERESERE () MERAR () 2R
B -

4 December 2013 — The Commissioner and the Chief Corporate Services Manager of the PCPD (far left) met the Chairman (second
from right) and Policy Director (far right) of Singapore’s Personal Data Protection Commission to share their regulatory experience.





