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The Corporate Communications Division promotes the
Ordinance through the media, PCPD publications, and
public-education programmes; organises and conducts
training for organisations on the requirements under the
Ordinance; and manages media and stakeholder relationships.
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ENGAGING ORGANISATIONS IN PRIVACY
PROTECTION

What the PCPD has done to promote
Privacy Management Programme “PMP”

To promote PMP and to acknowledge the support of the pledging
organisations, the PCPD organised a series of activities between
December 2013 and February 2014.

17 December 2013 - CEO Breakfast Meeting on Privacy and

Data Protection

Mr Richard THOMAS, the former UK Information Commissioner, was
invited to share his views on the importance of data protection from a
corporate-governance perspective. The talk was well attended by some
70 CEOs and senior executives of local organisations in different sectors,
such as government, banking, insurance, telecormmunications, public
utilities, chambers of commerce and professional bodies. Also among

them were members of the Executive Council and Legislative Council.

Richard Thomas () BEE—R1T
REES AR

Mr Richard Thomas (right) shared with CEOs and senior executives his
experience in privacy protection in corporate governance.

T

- . — -

TEREEREREBEEN D LS RHEBEZEG TR FRRELHEHE -
Among the attendees were Executive Council member the Honourable Bernard Chan and Chairman of the Legislative Council Panel on

Constitutional Affairs the Honourable Tam Yiu-chung.
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17 January 2014 - Briefing to Department Heads of the HKSAR
Government

The Commissioner delivered a presentation at a meeting of
Government’s Department Heads chaired by the Chief Secretary.

11 February 2014 - International Conference on Privacy Protection
in Corporate Governance

Local and international privacy practitioners and consultants spoke at
the Conference and provided the best-in-class tools and templates
for implementing PMP using the accountability-based approach.
Insights and experience on implementing successful PMPs were also
shared by representatives of local and multinational corporations.
Over 250 government administrators, as well as legal and compliance
professionals, picked up practical advice from speakers on how to
build and maintain PMPs in their organisations.

International Conference
on Privacy Protection in
Corporate Go

1 Februsry 2014

2EWETE 250 BREATEMITEAS » ERMRETEMER HFE
The conference attracted the participation of over 250 administrators, data protection officers and consultants from various sectors.
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=%+ 1F Moderator

Mr Malcolm CROMPTON, Managing Director, Information Integrity Solutions Pty Ltd, Australia and Former Australian
Privacy Commissioner

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership at Hunton & Williams, UK
BEABNEE SREEER BHEELE

Mr Chris CHENG, Senior Group Legal Adviser, HKT Group, Hong Kong

JNEBZERBRAR 1TBMRR REZERE

Mr Sunny CHEUNG,Chief Executive Officer, Octopus Holdings Limited, Hong Kong

RESHEBB AT FEEER (B5) EXRELL

Mrs Elaine CHONG, General Counsel-Hong Kong, CLP Power Hong Kong Limited, Hong Kong

Mr J Trevor HUGHES, President and CEO, International Association of Privacy Professionals (IAPP), US

Ms Karinna NEUMANN, Certified Privacy Professional, Nymity, Canada

F1sAEH& Panel Speakers

Mr Mikko NIVA, Director, Privacy, Nokia Corporation, Finland

Ms JoAnn STONIER, Executive Vice President, Chief Information Governance and Privacy Officer, MasterCard
Worldwide, US

Mr Scott TAYLOR, Vice President and Chief Privacy Officer, Hewlett-Packard Company, US

International Conference
on Privacy Protection in
Corporate Governance

1F~ ~y201 b

Privacy
\/anagement

Programme

i SOBIMLBREE R MAAT S EANE L RIETLREERR -
Local and overseas privacy professionals exchanged views on how to build and maintain a PMP in organisations.
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'RSHLEESERMEABTEE - FHNER THREMENIER - SiSHR
#FZl e .

“Let me add my thanks to the Commissioner for the wonderful event... | was
very impressed with the quality of the programme, the organisation, and the
strong attendance.”

Mr J Trevor HUGHES, President and CEO, International Association of Privacy
Professionals (IAPP), US

ro-BADRSE  KREANLEEEREASENRETENR - BILEIH
¥ EERBENEE -
w

“... These are all invaluable moments of sharing and mutual learning,
that really do build bridges and common best practices in data privacy
management and compliance.

We all thoroughly enjoyed the conference and thought it was superbly
organised and executed, with excellent content both from local and foreign
speakers...”

Ms Bojana BELLAMY, President, Centre for Information Policy Leadership at Hunton &
Williams, UK

rEFAEE SR - SHABNES - BRERGSERRNBN - HHANBSHE
BT - |

“Thank you for being such a wonderful host while we were in Hong Kong.
| am very happy to hear that the conference was a success and that our
session was well received.”

Ms JoAnn STONIER, Executive Vice President and Chief Information Governance and
Privacy Officer, MasterCard Worldwide, US
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TERANEEE  FEER JHIRE -
“(The meeting) It’s very informative, useful and well-organised.”

FrIIEMmITERBAERILSE
Mr Kenny WONG, Senior Consultant, Mayer Brown JSM

Mr (FLBREE ) ARERMTEMNES  FEMNRR - BIEEENERUREAREN
EIF% - BLHETRLMEDR -,

“l was very impressed by so many things - your (the Commissioner's)
influence amongst the business and political leadership, the scope of your
activities, the emphasis on consumer satisfaction, the enthusiasm of your
staff...”

Mr Richard THOMAS, Former Information Commissioner, UK

201428 12H - I\EBEEFLEE 12 February 2014 - Professional Workshops on Privacy Impact
R Assessment (“PIA”)

REAERTLERRER  siERNLEEE More than 120 people attended two workshops delivered by Mr

8
Malcolm CROMPTON M E I » & Malcolm CROMPTON, a data privacy strategies consultant and former
120 A2 - Australian Privacy Commissioner.

SINETHERP IR ETEEE -
Participants analysed PIA cases in the workshop.
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20142 A 18 H - IAEEBRHEREDR 18 February 2014 - Privacy Management Programme Pledge
Ceremony
EHFERT - SERBERSMEEEME  With the tremendous support of the HKSAR Government, the Hong
BEMNBORET  BBFIITHRERFE Kong Federation of Insurers, and the Communications Association of
25 ARREAR ~ WEERABAABHEMIT Hong Kong, pledges to implement PMPs were made by the HKSAR
ENME  EGEIETRELBERS - B Government bureaux and departments, 25 companies from the
BEAMEREANREHEARNMSEERIR insurance sector, nine companies from the telecommunications sector
RERITHEEFFERE ° and five organisations from other sectors. The pledge ceremony was
officiated by Mr LAU Kong-wah, Under Secretary for Constitutional and
Mainland Affairs.

—_—
| ——== —_—

Privacy
Management

Programme

PLEDGE CEREMONY

LEEEREFREN - BBRBREFSNEBBNEMS B HREETLREERMR -
The Commissioner acknowledged the help and support provided by HKSAR Government, the Hong Kong Federation of Insurers and
Communications Association of Hong Kong in advocating the implementation of PMP.

I P B Privacy 4 From Cl)l!”ll‘ldn(‘(é 3
Managemery (o Accountability

Programme

PLEDGE CEREMON

ETRLREERRSIREERBENSBITRABNKNZR -
CEOs and senior executives from the insurance industry showed unstinting support for the implementation of PMPs.
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EBRBEBENEBBEAEHSNRREESS  DIRIF - AEHEERFEEERFIRAMEERER

Representatives from the Hong Kong Federation of Insurers and the Communications RZEPTZESRY ~ BTNEE ~ BEBMER

Association of Hong Kong attended the ceremony to show their support. SREXEFAEFETLEEERRNEAAF
K&KREHR -

Group photo of the Commissioner;
officiating guest Mr Lau Kong-wah,
Under Secretary for Constitutional
and Mainland Affairs; the Honourable
Charles Mok; Representatives from the
Communications Association of Hong
Kong; and the pledging companies in the
telecommunications industry.

TERBEMFRANAR BB FGEETLREERR -
Five major organisations from other sectors also pledged to implement PMPs.

2014 2 B - #HHILEEBRFAEIL February 2014 - Launch of the Privacy Management Programme
(www.pcpd.org.hk/pmp) Website (www.pcpd.org.hk/pmp)

NEFRFHENVALBEERMLIP > X5  The PCPD established an online platform to acknowledge the
AHETH IR LEEERROEE - Wi organisations which have pledged to support or implement PMPs.

H—RINER B ERETEAZERRR - Organisations are also welcome to refer to the resources on the
website when formulating their PMPs.
' ' RERERKD  BRETBERASHANEEE(E SRECS TR TEENENUE - EBE
FERBMIWBHZEEREN  TEHRMBEEKRNEE

Among the various activities related to the PMP organised this year, the preparation for the International
Conference on Data Privacy in Corporate Governance deeply
impressed me. We were proud to have invited experts from all
over the world to share their experience in implementing PMP
with over 250 participants. In retrospect, close cooperation
among my colleagues was the key to the success of the event.
The Conference helped foster a culture of respect for privacy
in the community, which proved that our efforts during the year
were worth it, and our hard work was recognised.

SEEZRBENZRE "TLREERRE RIEHT > M TRELREGKESHFEE K
FRIEES © BFIRESE - BERZIR ARSI BREFE » B8 250 REGALTHZKER - 5

BREI 3 e (S EE 1T EBNIE
Kavin CHEUNG

Administrative Assistant, Corporate Communications Division
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Promoting understanding of the new requirements of
the regulatory regime on direct marketing activities

The new provisions on the regulation of direct marketing activities
came into force on 1 April 2013. To facilitate compliance with the new
requirements in relation to direct marketing activities, eight seminars
were conducted in partnership with the following organisations:

e Chinese Manufacturers’ Association of Hong Kong

* Hong Kong General Chamber of Commerce

e Hong Kong Information Technology Federation and the Hong Kong
Association of Interactive Marketing (in conjunction with Legislative
Councillor (IT) Honourable Charles Mok)

e Hong Kong Productivity Council SME One

¢ Hong Kong Retail Management Association

e Hong Kong Trade Development Council SME Centre

(See Appendix 3 for details)

26 professional workshops on direct marketing were also held including
two executive workshops on the topic from a legal practitioner’s
perspective. Participants included data protection officers, compliance
officers, legal practitioners, marketing practitioners and personnel from
the banking, insurance, telecommunications and retail industries, as
well as members of the public and other private sector firms.

BN ERSRTMF SEEREEHEBEINITRE
Seminars were conducted in partnership with various organisations to promote understanding of the new requirements of the regulatory
regime on direct marketing.

HE/NEFH PCPD ANNUAL REPORT 2013-14
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TROREIR (HIBEMEERISRTL ) WERER  EEHEHRINTRESEERMAY - (RESINE
MXRBEE B hMHARENFEEREER - o

“Please accept our heartfelt gratitude for your (Ms Carol Chan, Corporate Communications
Manager) inspiring presentation. Our members have definitely learnt a lot about the new law
from you. The exchange between you and seminar participants is believed to help clarify
worries and queries regarding the new regulation.”

BRREEBER kP E AR AR L

Mr Watson CHAN, Senior Director, Policy & China Business, Hong Kong General Chamber of Commerce

MR (HIBEMEERIEI LT ) MIRREHEE -ERMEN -SNMERTNESZEEERDRS -
IHEREHENEHIRREREEESHNRE - 4

“Your (Ms Carol Chan, Corporate Communications Manager) speech was most informative
and enlightening. The participants have no doubt benefited immensely from your words of
wisdom and gained valuable insight into data collection and use for direct marketing.”

BRNEREB S SKEARLE

Mr Hilson YAN, General Manager, The Chinese Manufacturers’ Association of Hong Kong

e nEEREX BEREE/EA Seminar on Developing Mobile Apps with Privacy

&rl, FEEE Protection in Mind

ERREEARERNL K » 2013 F 5 BAEH Mobile apps have become ubiquitous and have transformed business
& 60 HEARLN  #HEFAREMMUFBIEKR  operations and our lives. As revealed in the Hong Kong Sweep of
ZHELTEAE  AENRZMBHELE 60 apps in May 2013, transparency, in terms of privacy policy, was
E2014F 18 REABEAMEME generally inadequate. The PCPD has stepped up its educational efforts
mrmEREERAEN BERREGRAEN by conducting seminars entitled "Developing Mobile Apps with Privacy
B ERERESTEEEMESR - Protection in Mind", targeting app developers since January 2014. The

initiative was supported by 10 professional associations.

o HEBMEHS * Communications Association of Hong Kong

o HEEKEE e The Hong Kong Computer Society

o HBOEHEHE » Hong Kong Association of Interactive Marketing

o BREMERMEE » Hong Kong Information Technology Federation

o HAEBRREEE e Hong Kong Wireless Technology Industry Association

o HENEXEWS ¢ Internet Professional Association

o BEOEEWE * Internet Society Hong Kong

o BAEBREENRLWS * Professional Information Security Association

° BIERMEEAMENHS (PREENS) ¢ Information Systems Audit and Control Association (ISACA),

China Hong Kong Chapter Limited
o HEITEMET - EMRE2EB ¢ Hong Kong Institution of Engineers - IT Division
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Professional compliance workshops

To provide in-depth knowledge on how to comply with the Ordinance,
the PCPD has been conducting professional compliance workshops on
a regular basis since April 2011. During the year, 89 workshops were
held with over 2,810 participants. The workshops were supported by
28 professional organisations and trade associations, and featured the
following topics:

e Legal Workshop on Data Protection

e Data Protection and Data Access Requests

e Data Protection in Banking/Financial Services

e Data Protection in Direct Marketing Activities

¢ Data Protection in Human Resource Management
e Data Protection in Insurance

¢ Data Protection in Internal IT Management
e The Latest ICT and Data Protection

In-house seminars

To meet the growing demand resulting from the commencement of
the new requirements under the Amendment Ordinance, the PCPD
delivered 85 tailor-made training sessions for 61 organisations in the
public and business sectors during the year.

(See Appendix 4 for details of organisations to which PCPD delivered
talks)
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members at the welcome reception on 2 May 2013.

VATCness W

[coming Reception cum S

2 Ve 2013

-l

ABEEME 201345 A 2 HETHREEN TAHSEIE C3GE -
The Commissioner delivered a welcome speech to the DPOC

m RAEHRESE PROMOTING DATA PROTECTION AWARENESS

Data Protection Officers’ Club (“DPOC”)

The PCPD established the DPOC in 2000 to provide practising data
protection officers with a platform for advancing the knowledge and
practice of data privacy compliance through experience sharing and
training.

During the year, PCPD held four briefing sessions for DPOC members
in relation to the latest privacy protection issues and the implementation
of the Amendment Ordinance.

DPOC membership reached 557 by the end of March 2014 with
a 60% increase compared to that of last year. The individual and
organisational members have backgrounds in compliance, legal affairs,
regulatory fields, law enforcement and customer relations, in both the

public and private sectors.

REENTEHSEDS -
Welcome reception for DPOC members.

2B "HBEKREBAAERBRRILBERERTEYR , FET
BN

Discussion at the “Workshop on Preparing Personal Information
Collection Statements and Privacy Policy Statements”.
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During the "Privacy Campaign
for the Retail Industry", the PCPD
attracted 1,245 practitioners
from over 110 organisations
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Industry-specific privacy campaign

Frontline retailers are frequently required to handle the personal
data of their customers and co-workers in their daily duties. In
view of this, the PCPD collaborated with the Hong Kong Retail
Management Association (“HKRMA”) in June 2013 to launch an
industry-specific campaign, called “Driving Retail Excellence through
Privacy Assurance”. The purpose of the campaign was to promote
understanding of data-protection requirements under the Ordinance
and share good privacy practices among industry members. Also, a
working group was set up for retailers to discuss compliance issues in
various business environments and other concerns. Members of the
working group included Ms Veronica FAN, Manager of the HKRMA,;
Ms Carol POON, Senior Manager-Talent Management & Development
of the HRA Division of Convenience Retail Asia Ltd; Ms Liane LIU,
Marketing Manager of Pizza Hut Hong Kong Management Ltd; and Ms
Rachel DAI, Legal Counsel of Maxim’s Caterers Ltd.

Since retailers in their business operations collect and handle
personal data for various purposes (e.g. membership applications and
promotional activities), the working group suggested focusing on these
data practices. The collaborative effort resulted in the organisation of a
“Retail Operation Seminar”. The working group also planned a series of
training programmes to enhance compliance among retail workers with
different job types. During the year the PCPD organised 19 seminars
and professional workshops.

FERFERREALBEH

AR ERE &
25.06.2013

£ 20134 6 A 25 HETH "TEXRELEETE, FRER -
The kick-off ceremony of the "Privacy Campaign for the Retail Industry" was
held on 25 June 2013.

Aiming to help frontline staff in the retail sector do their job efficiently
without violating the Ordinance, the PCPD has also developed an
online assessment tool to explain the stipulations set out in the
Ordinance, together with some useful tips, using common scenarios
involving personal data processing by retailers.

HE/NEFH PCPD ANNUAL REPORT 2013-14
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The Commissioner and Chairman of the Hong Kong Retail
Management Association Ms Caroline Mak (right) officiated at
the kick-off ceremony of the "Privacy Campaign for the Retail
Industry".
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The PCPD developed an online assessment tool to explain the
stipulations set out in the Ordinance, together with some practical
tips, useful for frontline retail practitioners.
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(XARKPEBNERARZEMERETAEFLL () RAE
R EME SRR R L L RIS E R -

Industry representative Mrs Elaine Chong, General Counsel, CLP,
and Ms Carol Chan(right), Corporate Communications Manager of
the PCPD, responded to questions on the spot.

Privacy Compa

s D I

CUFERAREBTFNTE

NERTERBERBITREMNBE -
ENEB T REPINRTE

The PCPD organised a series of training programmes to
enhance compliance among the retail workers with different
job types.

EMESTERS Tt E6N T - FEItFIEBT

“Our participants enjoyed the sharing, application examples as well as the videos played. The seminar
definitely increased their understanding on the Ordinance and facilitated their exercise on job role

responsibility.”

Ay PR B H)I| B 38 B AR R R 22+

Ms Anna CHAN, Learning & Development Team, The Dairy Farm Company, Limited
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Speaking engagements

To foster the inculcation of a privacy-respectful culture in organisations,
the Commissioner and his team delivered 26* speeches during the
year, engaging a broad range of stakeholders, in particular senior
executives, to encourage them to incorporate a corporate-wide privacy
strategy in their organisations. The PCPD believes that the strategic
importance of privacy-friendliness is that it helps an organisation to
be truly customer-centric, and achieve an enduring and higher level of
business success.

* (including a speech for the industry specific campaign 2013)

Speaking engagements by the Commissioner Mr Allan Chiang:

2013.04.11 AEEEBEONRBHBEAEZREEEFE  Guest lecture to journalism students on the topic How to
MNELERERFEEBEZBE  Strike a Balance between Privacy Protection and Press

B,

Freedom, organised by Hong Kong Baptist University

2013.05.24 EEEREHSSNBEEFELSSE Tak on Data Protection: 6 Principles and 10 Myths,
F&E¥REE : 6 IFRAIER 10 EXB,  at the Annual General Meeting luncheon of the Employer

Federation of Hong Kong

2013.05.27 EYEEEERELBEHEZHE  Delivered speech at the closing ceremony of the Privacy

2@

Campaign for the Property Management Industry

The Hong Kang Assaciation of Property Management Companies

Data Protection: 6 Princ’ a‘s and 10 Myths

2013.06.06 EEEREBESREHZEMN "R The Commissioner appealed to senior executives and the
BERE BEHHHA BARERIE  Hong Kong Association for Customer Service Excellence
h BEEEREEESHENT > A (“HKACE”) Executive Committee to embrace privacy
EEETESREEAERBZMWE and data protection as part of corporate governance
FIRABERENREMADLEEEE responsibility at the HKACE Executive Leaders Forum

Fzh

T g

cum Launch Ceremony “Excel Beyond Limits — Starts with
Service Appreciation”
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2013.06.21

2013.06.22

2013.07.08

2013.07.11

2013.09.12

2013.11.11

2014.01.17

2014.03.31
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IAPP ASIA

Talk on the Current State and Future Development of
the Personal Data Protection System in Hong Kong
at a forum on "Cross-strait Personal Data Protection”
organised by Office of Personal Data Protection, Macao and
the Associacéo de Estudo de Direito Criminal de Macao

Discussion of the Amendment Ordinance at a seminar
entitled Privacy Law’s Impact on the Mass Media,
organised by Hong Kong News Executives' Association

Keynote presentation on the Balance Between Access
to Public Domain Information and the Protection
of Personal Data at the Third Asian Privacy Scholars
Network Conference, organised by the Faculty of Law,
The University of Hong Kong

Speech at the Deloitte Touche Tohmatsu Networking
Event “Would Cybersecurity be Your Worst Nightmare”

Talk on Myths about Privacy and Data Protection at a
British Chamber of Commerce luncheon

Talk on Myths about Privacy and Data Protection at a
Rotary Club of Happy Valley dinner gathering

Talk on Embrace Privacy and Data Protection as part
of Corporate Governance at a Government Heads of
Department Meeting (attended by Bureau Secretaries and
Heads of Departments)

Talk on Embrace Privacy and Data Protection as part of
Corporate Governance at the International Association of
Privacy Professionals Asia Privacy Forum 2014
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Other occasions:

2013.04.11

2013.04.24

2013.056.28

2013.06.04

2013.06.05

2013.07.06

2013.08.12

2013.08.30
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IT Advisor Dr Henry Chang delivered a talk on Protecting
Data Privacy and Preventing Data Leakage at Build a
Secure Cyberspace 2013 - "Secure Your Business Against
Security Threats” Seminar, organised by Hong Kong
Computer Emergency Response Team Coordination Centre,
the Office of the Government Chief Information Officer and
Hong Kong Police Force

IT Advisor Dr Henry Chang delivered a talk on What You
Need to Know about Privacy at the 30th Web Analytics
Wednesday, organised by Hong Kong Digital Analytics
Association

IT Advisor Dr Henry Chang delivered a talk on Issues of
Privacy & Mobile Apps Development at the SME 2.4
Conference Going Social, Mobile & Cloud for Business Success,
organised by Hong Kong Information Technology Federation

IT Advisor Dr Henry Chang delivered a talk on eCommerce -
from Policies to Practices at eCMO Conference 2013,
organised by the Hong Kong Association of Interactive
Marketing

Senior Legal Counsel Ms Sandra Liu gave a briefing on New
Regime on Data Protection in Direct Marketing to the
Wholesale and Retail Task Force

IT Advisor Dr Henry Chang delivered a talk on Keeping
on top of the Cloud - Compliance from a Regulator's
Perspective at Up in the Cloud: Conference on Legal and
Privacy Challenges in Cloud Computing, organised by the
Law and Technology Centre of the Faculty of Law, The
University of Hong Kong

Senior Legal Counsel Ms Sandra Liu gave a seminar on the
Personal Data (Privacy) (Amendment) Ordinance 2012
to the Hong Kong Information Technology Federation and
the Hong Kong Association of Interactive Marketing

Dr Henry Chang, IT Advisor, together with Legal Counsel
Ms Margaret Chiu spoke at a seminar on Privacy Policy
Transparency for Smartphone Apps, organised by
the Office of the Honorable Charles Mok, Legislative
Councillor (IT)
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Senior Legal Counsel Ms Sandra Liu was invited by the
Democratic Party to give a seminar on the Personal Data
(Privacy) (Amendment) Ordinance 2012

Senior Legal Counsel Ms Sandra Liu spoke at the 3rd
Asia Annual Counsel-to-Counsel Exchange on The New
Requirements on Use of Personal Data in Direct
Marketing, organised by InnoXcell Limited

IT Advisor Dr Henry Chang delivered a talk on The Data
Privacy Challenge at the 4th Finance Innovation Forum
2013 Hong Kong, organised by Enterprise Innovation

IT Advisor Dr Henry Chang delivered a talk on Issues of
Privacy & Mobile Apps Development at the SME 2.5
Conference "Going Social, Mobile & Cloud for Business
Success", organised by the Hong Kong Information
Technology Federation

IT Advisor Dr Henry Chang delivered a talk on Notification
of data leakage on website at a conference on data
protection in the public sector, organised by the Office for
Personal Data Protection, Macao

IT Advisor Dr Henry Chang delivered a talk on Are you
keeping on top of the Cloud - What are the right
questions to ask at Cloud Security Forum 2014,
organised by Computer World & Kornerstone
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REACHING OUT TO THE COMMUNITY

Privacy Awareness Week

The PCPD continued to promote privacy awareness in the region,
together with members of the Asia Pacific Privacy Authorities, by
organising Privacy Awareness Week 2013 (“PAW 2013”) from 28 April
to 4 May. The theme of PAW 2013 in Hong Kong was “Think Privacy!
Be Smart Online”. It was supported by 44 partner secondary schools
and over 400 members of the Data Protection Officers' Club. With
the growing popularity of social networks and smartphones, there has
been a significant rise in the number of complaints related to privacy
intrusion in this area. The use of social networks and smartphones
has no doubt transformed our lives and generated immense personal
convenience, but the downside of this is the risk of privacy intrusion
online. Data subjects should take care to protect their personal data to
avoid exposing themselves to potential nuisance and harm. The PCPD
appealed to people from all walks of life to support PAW 2013 and take
action to protect their personal data online.

PRINVACYS

A W A REMNESS

TEEERI RGN EBRAIBRIIEL 20134F 4 A 28 AETHHREN LFE—BL 224 R "TBHILRES 2013,

BRFE -

Mr Allan Chiang, the Commissioner and Mr Lau Kong-wah, Under Secretary for Constitutional and Mainland Affairs, along with 150
students, launched Privacy Awareness Week 2013 at the Inauguration Ceremony held on 28 April 2013.
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NEFBRBEERILEESD  BRME Businesses were encouraged to organise privacy awareness activities
BENEBRELEBNES - REENEE in the workplace during PAW 2013. New members of the PCPD’s
BMEMNFEBEEL A 2 BNANSHERES Data Protection Officers' Club had the opportunity at the Welcome
BENKHRENTMERN  BEARRITHEM Reception on 2 May 2013 to get updated information on legal
HENREREBRRERAAERN R R compliance and share their experience in personal data protection with
Mg © members from other industries and organisations.

TECHNOLOGY @ changing...

online

.0 are © PRIVACY RISKS

166,801 =

; B8 =

5 cloing@NOUR PRIVACY? -~

DABRILEHES HREEE - REHREENR EENETARES) 2013 HIf - ERYXEEARARDZEN—HANAMEDIERE

KBATTENRN - BTRERERE - REEAERNDE
Asia Pacific Privacy Authorities jointly produced Hang Yick Properties Management Limited was one of the companies which
this infographic to raise awareness of privacy risks proactively promoted personal data protection during PAW2013.

in the digital age, with the rapid advancement of
information technology.

NERFEBEIMERSERAORGEELE () BREECEYT
AR T E IR R E -

Mr Francis Fong, Chairman of the Hong Kong Association of
Interactive Marketing Limited (left), was invited to address the
topic “Using Social Networks for Business”.

AR
\. -

FZREHERE| T ZE2RENEDEBIATERST -
The seminar was well received by participants from different organisations.
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RIEFLREB2E X EETE Student Ambassador for Privacy Protection Programme
NEEEBE-FRTRELEBEREE - The PCPD has run the Student Ambassador for Privacy Protection
ZEtEl7E 2013 FRePEAFEMELLE - & Programme for three consecutive years. A learning Project Competition
BRE 44 BR2ABNF P —EHAREL was held in 2013 under the Programme. Over 400 form one to form
M2 FE TEAEREEEESE, . six students from 44 secondary schools participated in the competition

TERRRERLE , A1 TARFmERLE in teams to study the topics "Personal Data and Direct Marketing",
—(ERRE o thoh  ABIREFPEEITHERE - "IT and Privacy" and "Public Interest and Privacy". To support the
IT=TREBAESH o competition, staff of the PCPD visited schools and delivered talks to

almost 3,000 students.

50%

SEREA A S0
Number of students
increased

FrE A\ES2 B AR LB ER e -

All the finalists were invited to attend the award-presentation ceremony.

g;gﬁﬁlﬂﬁl a4
i = \

R Rt mi2013 0 Nu: 2 %Fqgrgém
& 3 B3 !

%EEHE

’A%ﬂﬁé%k ??mﬁi () EALLET TEERAMERE—MNSEFR -

B IWEEELRESEEMERS - The Panel of Judges examined the entries.
Dr Lee Tsz-ngong of the Baptist University of

Hong Kong (middle) was invited to judge the

competition and to share with students the

skills of report writing.

RIETLRREAE R FEETE 2013- RELE
AR ENE BB

Poster of the Student Ambassador for
Privacy Protection Programme 2013 —
Learning Project Competition.
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tRBECRR SEERG R

kAN BB

ABLH R EEBME B RE NIRRT » B OISR REERSE R ESRE -
The two champion teams were offered training in editing and typesetting to turn their winning entries into front-page news.

| m—
o
1 2013 B

4 jf: o

BAERGHERBANEERELBNEENS
Student Ambassadors shared with their peers on their school campuses or in classes the important message of privacy protection.
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University Privacy Campaign

The PCPD organised educational programmes for university students
in October 2013, visiting the campuses of ten local universities. The
campaign explained how personal data privacy is protected under
the Ordinance, and shared practical tips for online privacy protection
through a series of talks and interactive booth games. The PCPD also
took the opportunity to explain to university staff what obligations they
had as data users under the Ordinance, and how to properly handle
the personal data of students and staff. Over 22,500 students and staff
members participated in the campaign.

60%

BERAHESH

AEE
Students and staff
members participated in
the campaign increased

University students get tips on protecting personal data on smartphones through an

interactive game.

RN REERAEE
AERBERLRAE - AHRBRENE
BAEEGZ AN ENMATEEE
BRI - Bollt - AEREEITY 29 BREME
BIAPIfEA AL -

ERMENARER  SRERNTIRER
SHBRENEREEHLLABEES &
PREEEEXGS . BIRESRRETD
g (PEEESE) ME LRBAEmE R
ShHREE  BRABE - LB TRET
NRBE > HZAAERFLETRERRE
FERERABRRLE

Public awareness seminars

The PCPD proactively reached out to the community to ensure that
individuals were aware of their rights under the Ordinance as data
subjects and how to exercise those rights.The PCPD organised 29
free introductory seminars on personal data protection for the general
public during the year.

Rapidly changing technologies and increasing access to the Internet
with mobile devices such as smartphones and tablet computers
present particular challenges. Monthly seminars were held in public
libraries across Hong Kong, Kowloon and the New Territories, with the
support of the Internet Professional Association, Information Systems
Audit and Control Association China Hong Kong Chapter Limited, and
Online Service Providers Alliance, to educate the public on the proper
use of communication technologies in daily life.

HE/NEFH PCPD ANNUAL REPORT 2013-14
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NRYBKERE Public education roadshow

NER2013F 12 BE 2014 £ 3 B8/  The PCPD hosted a data privacy exhibition roadshow from December
BHEHNERE  BYTRABBBEHFTHEE 2013 to March 2014 to enhance public awareness and understanding
HEABRABRE  LIRTBIEFIESTHE  of individuals® privacy rights under the Ordinance and explain the
HHELEENRE mR2BREVERY impact recent amendments to the Ordinance have on everyday life.
BHREEAERNLT  BENFAEERERE It provided practical tips for data protection in daily activities, such as
{Es8 58 - MEAEEBEMERMWRE - B responding to direct marketing approaches, and using smartphones
BETEMEBERFESE BEBMBEL  and social networks. The roadshow attracted over 64,000 visitors in

T HIRS| Y81 64,000 AZH - seven locations, including government offices, shopping centres and

MTR stations.

100%

RESEH ABEM
Roadshow visitors
increased

oJ Things
We Can Do

Only provide the appropriate datn offer privileges and rawards to thair
*Thees is no such thing as a fres lunch, customers, To become a member, you
You thould understand the purpose and usually need to complete a membarship
wsa of tha colected porsona dat betom form requiring your personal data, which
providing . Do nal hesitals to refuse may be used for direct markating. There
M you da nat want 10 provide it You i "
Al priidn e Sl aiscibiat is alao A chance that your data will be
Senrstivg ot suich w8 your rthciey, & transferred to othar parties. 1s it worth
et nocessary for markeling PUposes. giving up your privacy for the membership
Endcating your age group or morth of benefits?
it 3 i,
Say “no” anytime
=il @ company sends you & notification
s2atirg it i Wants 0 56 YOUr persons marketing
Lt L R il call or omail addrossing you by name?
= You can ask the caliers to o q:lan how et
. got hoid of your personal data and
foll thom the following: “You may hino
contravensd the Ordinance bedauske you
il ot msk for or got my consent bafors
using my personal data In this direct
rmarketing 2

essags’
i mm;‘?m pie dn::(mm N * You can make your opt-out request
ﬂm Py rht boﬂ: b werbally, but & written requsst = mars
s S v [ i
comply with your request commits a e v T :
criming oferce.

_\‘_*"'”m'

EREATEMIESEBTEE « BSTEELET  WEBNHMA
The exhibitions took place in seven locations, including government
offices, shopping centres and MTR stations in Hong Kong, Kowloon,
the New Territories.
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Privacy awareness survey of Facebook users

In view of the wide use of Facebook, the PCPD interviewed 1,016
Hong Kong Facebook users aged from 15 to 70 to find out their
experience in using Facebook and their awareness of the privacy risks
associated with using the social network. The findings showed that
Facebook users are generally aware of the need of privacy protection
in social networks, but few take action:

* 55% of the respondents expressed concern over whether the use of
Facebook could lead to privacy intrusion, yet only a small proportion
of them took action (such as creating multiple accounts or friend
groups) to limit the extent of information sharing.

e While the majority of respondents (85%) knew that they could
control access rights to their posted information, less than half of
them (37%) made use of this privacy setting.

¢ Only 39% of respondents who upload photos to Facebook sought
permission from friends before uploading their friends’ photos.

When asked about privacy risks when using Facebook, 55% of the
respondents expressed concern, but the age group from 15 to 20
showed the least concern, revealing that young people from 15 to 20
had the lowest level of awareness of the risk of losing control over their
personal data on social networking sites.

To step up promotion and education in this regard, the PCPD published
a new version of its "Protecting Online Privacy — Be Smart on Social
Networks" leaflet to explain to the public how to protect their personal
data, when registering for social networking sites, using privacy settings,
and posting personal data, as well as other practical tips.
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BBARIKE HERARN MAXIMISING IMPACT THROUGH THE MASS
MEDIA
HEEGE R Press conferences and interviews

KEER > ABRHET 27 BFER (HFRK During the year, the PCPD issued 27 media statements (see Appendix
5 FA) 0 BIFETY 182 EERGRAIANEAERR 5) and responded to 182 media enquiries about the Ordinance and
EEENEESH - other data privacy issues.

NEZEHMPEREESY 39 AEEHENE The Commissioner and his team gave 39 media interviews. In addition,
e BAN ABEFENBITY AXREFBERM  the PCPD hosted five press conferences to announce compliance and
g AMHEREBNASHER  UAERS investigation reports, as well as the year-end work report.

FELIERE -

W BE - BRE
A L IRBenvRE H RS

Published in newspapers
and magazines, or
broadcast on radio,

television and the Internet HI stories

L2 A PN 229 2 § B2

Office of the Privacy Commissioner
for Personal ), Hong Keng

EEMERME NS EEZREERE -

Press conferences and interviews were used to broadcast about cases and amplify reach.
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HHEHE

Press conferences

2013.04.09

NERE BT E.Aﬁ]/&{% REIDUBANRFEF R EDTREABERMFERRHEBRATRSE - RRFERBEMAK
ERAMEERS

The PCPD released an investigation report on Hong Kong Preventive Association and Aegon Direct Marketing

Services Insurance Broker regarding collecting personal data for use in direct marketing by arguably deceitful means

and an inspection report on the MTR’s CCTV system.

2013.08.13

AEZEER " Glorious Destiny Investments Limited ELfEIZIGEHIRAT @ BBERGEFHER TERE, MALHE
WNLBIHATHENARALIFARBEEER ) AERS » LEE " 2RV EHERERS ) 2IAE1TE - 2
1 60 REABRBNE e TFRERENNALBBERZERERTHER

The PCPD released an investigation report “Glorious Destiny Investments and Brilliant United Investments Limited
Publicly Disclosed Litigation and Bankruptcy Information Collected from the Public Domain to Their Customers Via
Smartphone Application ‘Do No Evil”, and published survey results on the transparency of privacy policies of 60
smartphone apps developed by Hong Kong entities as part of the Sweep.

2013.10.24

NEMEFRBHATRL  BEBREIMRERIIMNEEYR (DRIESEBRABBRERCEMNR TEHRLERS
RRBFRITHBAE L ) PEREKES - REBRREAENZRELBEEMIBER ABXNEBREEREERES
BRARCHNBERAEERKES  MEERBHATEN - HOERIAIERSE - 59 AEAMMREREEER
BRI Foxy RERHRBINBRMREABNSHNASTHER - BESHBRAREL  MEBEEAERMERE

REERIGH -

The PCPD served an enforcement notice on the Hong Kong Police Force ("HKPF") following its breach of the
Ordinance relating to protection of personal data against accidental loss in two incidents which involved loss of police
notebook and loss of fixed penalty ticket respectively. The PCPD also served an enforcement notice on Hospital
Authority following its breach of the Ordinance for improper disposal of hospital waste containing the personal data
of patients. Moreover, the PCPD publicized an investigation report of two data breach incidents caused by Foxy and
concluded that they were attributed to human error and did not constitute a contravention of the Ordinance on the
part of the data user, the HKPF.

2013.12.05

NEFFRB California Fitness @M H ANEBENEBEAERNHAEHRS -

The PCPD released an investigation report on the excessive collection of personal Data from membership applicants
by California Fitness.

2014.01.23

NEBETFEHELES  ANREX 2L EYRSEEAERNARARERES, -

The PCPD hosted the year-end press conference and released an inspection report: Personal Data System of the
Student Financial Assistance Agency.
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Public education enhanced over controversial issue

Listed among all the PCPD’s messages conveyed throughout the
year that aroused the most public attention and debate was the
Commissioner’s decision to serve an enforcement notice on a
database operator for supplying individuals' litigation and bankruptcy
data it had obtained from the courts and other public resources to
the smartphone application "Do No Evil" ("the App"). In response, we
enhanced our efforts in public education and communicating with the
[T industry through the following activities:

" #E{RIE 4

 and Vivian Lam, D-Law/GDI

Did No Evil® g 1"‘.‘?‘- a In-depth with Allan Chiang,

00O =08
g 5 23 B 0 4 AppIh [ REJEE | 42 7

ITRRTI% -
EURREL

2y
Do No vy

i =

B Harbour Times 124t ©
Photo courtesy of Harbour Times.

FHERARRLL -
Photo courtesy of Apple Daily.

U\ FHANEEA ¥

Office of the Privacy Commissioner

for Personal Data, Hong Kong

REEEREERENENEREER "TRIFE ) ERNZE - EALRENEABRMDAR (BABR (RE) GE) HRE -

The Commissioner conveyed the main lesson drawn from the “Do No Evil” case to the media and IT industry that personal data
obtained from the public domain is still subject to the regulations by the Ordinance.
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BH / &S AE
Date/ Activity Content

2013.08.13
MERMAE

Press conference

2013.08.13
FHTESI

Issue of Guidance Notes

2013.08.14
FIEE=
Article

2013.08.15
FIENE
Article

2013.08.22
S
Article

2013.08.24
HEBRES

Media interviews

2013.08.30
SHRENREANEE
Seminar with the

[T industry

2013.10.18
R

Media statement

2013.10
FIENE
Article

2013.11.06
RAREGIX
Paper submitted to the
Legislative Council

2014.01.03
e

Seminars

B GAE®ES  FHRER TERE) BEERIBEAERLE) -
The PCPD released the Investigation Report “Smartphone Application ‘Do No
Evil’ Seriously Intruded on Personal Data Privacy”.

NEFH (ERIEAKLEHEEHEAERTES) -
The PCPD published “Guidance on the Use of Personal Data Obtained from the
Public Domain”.

LREENER (ERARGBEENERE/AER BNTE) TIZRER -
An op-ed article by the Commissioner entitled “Safeguard balance between
access to public domain information & the protection of personal data” was
published in the Hong Kong Economic Journal.

LEREENER (REAHEFIMEAERLGER) HIENEERR -
An op-ed by the Commissioner entitled “Guarding against abuse of personal data
in the public domain” was published in the SCMP.

MEEEHIRENE (BEFRENNEMKEEAER AR HIBNEERR -
A letter to the editor from the Commissioner entitled “Phone app should not
exploit disclosure of personal information” was published in the SCMP,

FREE - KRS RERNET - TIBRER
A dialogue between the Commissioner and Legislator Councillor (IT) Honourable
Charles Mok was published in the Hong Kong Economic Journal.

NERFHBILEEZEE (BB ) ENNARERRIEEELHHERE - FRE
FERRERER - W EIEHESERIEM -

PCPD representatives attended a seminar arranged by Legislative Councillor
(IT) Honourable Charles Mok for practitioners in his constituency to explain the
legal requirements highlighted in the case and answer queries raised by the
participants.

CfEEEREH - BRAAERE "RIAE, EHNERMAE -
The PCPD provided a response to media enquiries regarding the PCPD’s
investigation into the “Do No Evil Case”.

FBEE XS HIZR Hong Kong Lawyer(2013 4 10 BhR ) °

An article by the Commissioner entitled “Drawing the line: Differentiating between
access to public domain information and protection of personal data” was
published in the October 2013 issue of Hong Kong Lawyer.

ZEOEEHHEEN 2013 F 10 A 18 BiEHFESRT (BAER (RE) ©KE)

SINAHEFNER R (RABENXHERTIEERHEHREES) -

A paper was submitted to the Legislative Council’s Panel on Constitution Affairs
in response to Legislator Councillor (IT) Honourable Charles Mok'’s letter, dated
18 October 2013, proposing to introduce a public domain exemption under the
Personal Data (Privacy) Ordinance.

BTRRER "THERBEREN BRREFAAER ) #BEE & 10 BEERARR
RERXE -

Two seminars on “Developing Mobile Apps with Privacy Protection in Mind” were
held with the support of 10 professional associations in the IT sector.
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ATRIERERS Mass media campaign

MR EAREEER SEEEN 20134£4 A A “Think Privacy! Be Smart Online” advertising campaign was
EEFHR G ReARHENLLENLERENE launched in late April 2013 as a public-education exercise to enhance
#o BRIEEOESHES HREES M public awareness of online data privacy risks. The campaign, which
HERBEARNEEES  BENREE™ encompassed TV commercials, print ads in newspaper, web banners
RRBAENZEM (www.pcpd.org.hk/ on websites, and mobile apps, aimed to encourage people to visit
besmartonline ) @ EEUGEHENLKERER the PCPD’s thematic site (www.pcpd.org.hk/besmartonling) for up-to-
BB Tl LR R ER CME date information and useful resources, which were provided to help
AEREFLE - AENEREEEHTE 2013 people protect their personal data and privacy when engaged in online
F7ARBE- activities. A TV APl was broadcast on the same theme in July 2013.

BRESE 2014 F 3 BRMEFIEANER - The TV commercial was re-run on MTR trains in March 2014.

é "0
J:*L\Baﬁgf%

Think PRIVACY Be SMART Online

WA FEFR-8aF  TARNER - SHIKEDN - R4S -
G ‘M, - A RARRTASN VRSN LRE FEAIHSS
WARN - MR IANCLE - BN S ERT RS NE - 15 Ean
FENEA T - SR N BRI -

BUN MELBEAN, SHER
pre ] g | e manies - ET
EEREL M bl ot Ll T T TR

HwENTEES - ANEREER © TNEERERTFH  VRBBRE ! 7.
Print advertisement for newspapers. The PCPD launched a video entitled “Using a Smartphone
Carelessly May Compromise Your Privacy.”

BENNMENARIT47 3144
IR e Y ey |

EAME

ZoRBNERESENCENEER - BERESDMEIEANER -

TV commercial for the campaign launched on KMB Roadshow. TV commercial re-run on MTR trains.
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Steps to be taken Before Repair or Disposal of Smartphones Using Mobile Apps Smartly
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The PCPD engaged the public through multiple channels, including for the first time in 2013, a dedicated YouTube Channel.
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“l loved the short video on downloading apps. It was so realistic!”

Mr David TAYLOR, Director Privacy Awareness, Office of the Victorian
Privacy Commissioner, Australia
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Y=k The Commissioner’s Blog

LEFEEFREBNEREDE AR For the first time, the Commissioner added blogging as a convenient
EPIRLEERE channel to talk to the many stakeholders and the general public on
hot privacy topics.
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“Your (the Commisioner's) blog is just fabulous! ... | will be an ardent HK PCPD blog follower and will
make sure all our members know that it is where to go for cutting edge news on HK privacy.”

Ms Emma HOSSACK
President, The International Association of Privacy Professionals - Australia and New Zealand (“iappANZ”)
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Website

PCPD’s main website

During the year, the site attracted 907,085 visits, or an average of
around 75,000 visits a month. The high traffic shows that there is
growing interest in privacy issues and that people find the website
a convenient platform to obtain privacy information and other online
resources.

Launch of two new additional thematic websites

Apart from the PCPD’s main website (www.pcpd.org.hk), in April 2013
we launched two additional thematic websites to tie in with the theme
of PAW 2013 -- “Think Privacy! Be Smart Online”.

The campaign’s specific objective was to address the privacy
challenges posed by rapidly changing technologies and the increasing
use of social media. These two additional websites — “Think Privacy!
Be Smart Online” and “Youth Privacy Portal” — provide practical tips
on privacy protection online (including social networks), and explore
privacy issues that are of concern to young people, respectively.

During the year, “Think Privacy! Be Smart Online” recorded 40,870
views, and “Youth Privacy Portal” attracted an even higher 117,982
views.
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www.pcpd.org.hk/besmartonline
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“Think Privacy! Be Smart Online” provides tips on the smart use of
mobile apps and Wi-Fi.
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“Youth Privacy Portal” is a one-stop portal for youngsters to learn about personal data privacy and for teachers to prepare related
teaching materials.
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“Some great bilingual resources there! The youth website looks great.”

Mr Charles MABBETT, Communications Adviser, Office of the Privacy
Commissioner - Te Mana Matapono Matatapum, New Zealand
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R T4 Our Publications
NEEARRBNFOELRY T 26t To provide our sector stakeholders with guidance and advice, the
85| fEEBRE PCPD published a range of publications during the year, including:

&#}1558] Guidance Notes

BB B A BB MALRERERES] (20134 7H)

Guidance on Preparing Personal Information Collection Statement and Privacy Policy Statement (July 2013)

R AHEEIENEAERES] (201348 H)
Guidance on Use of Personal Data Obtained from the Public Domain (August 2013)

R{E{TE=7 55| Best Practice Guide

AEEERRRETEANES (201445F2 8)
Privacy Management Programme: A Best Practice Guide (February 2014)

LEHESEAEH ALK IMEER Leaflets for Data Subjects

TR FEIE R ERL B RAE AHME (201344 1)
Protecting Online Privacy — Be Smart on Social Networks (April 2013)

BAERME BOfFEEE (20134 128)
Have My Say on Personal Data Privacy (December 2013)

?Protect Your What iz personal data
Personal Data 227

Under fhe Ordinance, you have
the fiollowing rights:

On Pé-rsonal- DERIyEE
Data Privacy i

[El& Infographic

TS EE  BIREE | (FERERIER | | B (201344 8)
An infographic: It is Your Choice to Accept Direct Marketing. You Can Opt Out Anytime (April 2013)
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Revamped newsletter

The semi-annual PCPD News is another effective channel we employ
to keep the public abreast of our privacy-protection efforts. Based on
the results of a readers’ survey we conducted in 2013, we launched
a new and improved PCPD News, with both a new design and richer
content. Our goal was to produce a useful, informative magazine
and provide readers with up-to-date reports, recommendations and
resources from the PCPD. The e-edition of the bilingual newsletter is
available on the PCPD's website. The newsletter has a circulation of
2,500 in print and about 2,000 online subscribers.
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The PCPD News improved with a new design and richer content.





