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The Operation Division, comprising the Complaint Screening
Team and the Investigation Team, formulates operational
policies and procedures to implement the provisions of the
Ordinance. We investigate and resolve complaints efficiently, in
a manner that is fair to all parties concerned, and proactively
investigate areas where privacy risks are significant.
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Apart from criminal sanction that may be imposed on a data user who
has contravened a requirement under the Ordinance, an individual
who suffers damage, including injury to feelings, by reason of such
contravention, may seek compensation from the data user through civil
proceedings. The Commissioner may, pursuant to section 66B of the
Ordinance, grant legal assistance to the aggrieved individual who
intends to institute proceedings to seek compensation.
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COMPLAINT INVESTIGATIONS

Data privacy complaints received

A total of 1,888 complaint cases were received in 2013-14, a 53%
increase over that of the previous year. The upsurge can be explained
by the substantial number of complaints related to the new provisions
of the Personal Data (Privacy) (Amendment) Ordinance 2012 governing
the use of personal data in direct marketing, which took effect on
1 April 2013. (Figure 3.1)

Figure 3.1: Number of complaint cases received
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AKEEBRLHERMBRILFLEHE 5 During the year, the majority (78%) of the complaint cases were against
1475 5R 1§ 78% ; BF 224 RERKFA private-sector organisations (1,475 cases); 12% were against public-

EHE (BIBUNERFIS AL ) (5 12%; sector organisations (224 cases), including government departments
K 189 REZEEFEA » 15 10% - (B 3.2) and public bodies; and 10% were against individuals (189 cases).
(Figure 3.2)
3.2 #IREREER Figure 3.2: Types of parties complained against
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HEREWETT  BITATEEEEERSZ  The private-sector organisations generating the most complaints
Wi EARYEETBLEBN - MetWEF  were in banking and finance, followed by property management and
B BE%EmNEFRER KEEREF  telecommunications. The majority of the complaints made
RERKZKOGEHMEEEHEMIENXNE against companies in the telecommunications and

Bt - (E33) financial sectors were related to alleged breaches of
the new direct marketing provisions of the Ordinance.
(Figure 3.3)
3.3 HFERIBRIIER Figure 3.3: Complaints against private-sector

organisations
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WFRAEHBNEZRP - KEDEK The majority of complaints made against public-sector organisations
involved allegations of:

o NKEENMEANEESZAREMER e use or disclosure of personal data beyond the scope of the

HIFEEAER (32%) collection purpose and without the consent of the individual (32%);
o BMEIANFWMEBAER (31%) e excessive or unfair collection of personal data (31%);
e REEETERMENERIKNEERER ¢ non-compliance with data access or correction requests (19%); or
(19%) ;=%
o RRREEBAERMNREE’ (12%) o * lack of security measures to protect personal data (12%).

BRER / BERE - EBRREBNIKF Hospital/health service organisations, the police force and universities
&% - ([83.4) generated the most complaints. (Figure 3.4)

3.4 HAEHIERIRER Figure 3.4: Complaints against public-sector
organisations
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The 1,888 complaint cases received in 2013-14 involved a total of 2,360
alleged breaches of the requirements under the Ordinance. Of these,
1,697 (72%) were alleged breaches of the data protection principles (not
a criminal offence) and 663 (28%) were alleged contraventions of the
provisions of the Ordinance.

With regard to the nature of complaints, the cases involved mostly the
use of personal data without the consent of the individual concerned
(705 alleged breaches), followed by complaints about the purpose and
manner of data collection (670 alleged breaches), direct marketing (5627
alleged breaches), data security (186 alleged breaches), compliance
with data access or correction requests (136 alleged breaches), and
accuracy and period of data retention (131 alleged breaches). (Figure 3.5)

Figure 3.5: Nature of complaints
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EREENRE BRFBRBAEENERZRA
RAEHERRENTEXHKER - BT
122013 £ 14 FERERMERRE
HMIRERH 527 = - B EFEEM
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It is worth noting that the substantial increase in the total number of
complaints was attributable mainly to the implementation of the new
provisions governing direct marketing. A total of 527 complaints
related to direct marketing were received in 2013-14, an
increase of 357 cases (210%) over that of the previous
year. On average, 44 such cases were received per
month in 2013-14. Specifically, in April 2013 the number of complaints
related to direct marketing received hit a record 109 cases. This was
largely a response to the massive number of customer notifications sent in
late March 2013 and early April 2013 by many organisations on the use of
personal data for direct marketing as part of the transitional arrangements
to cope with the new direct marketing requirements. With enhanced
familiarisation of the new direct marketing regime by both data users
and data subjects, the number of incoming complaints began to level off
starting in September 2013. Subsequent complaints focused on the direct
marketing activities carried out by data users.

BREPIMERT R ERRE - BEEREHENRFERKE LA - FREREME  ERERFE
£ —HHBZRNENEFANTERBNGEXNRTE  FFLARECERBEEAENKS
ReMMEEHERPRESFEAERNNES - HRERBIIMAABRFEREND - ZEN
BEAREUMEST MBI TEE - MREERNE - HEBET  AFMZENEER <&

BAE L THEBE AP EE M ATR G ©

Since the amendment of the Ordinance, the number of complaint cases about direct marketing has increased sharply.
When handling complaint cases, on the one hand, | have to clearly explain the new provisions to the data subjects,
and on the other hand, | have to use the opportunity to educate the data users on the importance and methods of
protecting their customers’ personal data in direct

marketing activities. As | joined the PCPD’s Complaint
Screening team shortly after the amendments took
effect, it was really a big challenge for me to handle the
increase in workload that followed. However, through
cooperation with my colleagues, | feel the PCPD team
spirit and determination to overcome any difficulties

along the way.

DR pEEABH T

Natalie YUNG Assistant Personal Data Officer
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Of the 527 complaints related to direct marketing
in 2013-14, 289 (55%) concerned data users’ failure
to comply with opt-out requests; 178 (34%) related
to data users’ failure to take specified action before
using their data subjects’ personal data for direct
marketing, and 31 (6%) complained about data users’
providing personal data to others for use in direct
marketing without the data subjects’ written consent.

Figure 3.6 shows the breakdown of complaints by topics. In particular,
with the ubiquitous use of smartphones and the Internet nowadays,
the number of Internet-related complaints in 2013-14 soared 84%
(118 cases) over that of the previous year (64 cases). Of these Internet-
related complaints, 52 concerned disclosure or leakage of personal
data on the Internet, 37 related specifically to social networks, 24 were
about smartphone applications, three involved cyber bullying and two
related to other sub-topics.

Figure 3.6: Complaints by topics
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EAFEE ABEETY 3R RHLFES
TR L EENET  FARS
BRI 2,281 R EIELERERS - 1,952
(86%) ERFHPACKTIHE  MBETH
329 (14%) B ZE2014E 3 831 8>
H7ERIE o

FERFHE

In addition to the new complaints received, the PCPD handled 393
complaints carried forward from the previous year, bringing the total
number of complaints handled during the year to 2,281. Of these, 1,952
(86%) cases were completed during the reporting year, and 329 (14%)
cases were in progress on 31 March 2014.

Summary of complaints handled in the year

FEERNES
Complaints carried forward
BRER

Complaints received
BRI

Total complaints processed
S e

Complaints completed
RITHERVIZER

Complaints outstanding

2013-14 2012-13 2011-12 2010-11
393 381 376 240
1888 1233 1507 1225
2281 1614 1883 1465
1952 1221 1502 1089
329 393 381 376
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Outcome of complaint handling

Of the 1,952 cases completed during the reporting period, 193 (10%)
were resolved through conciliation during preliminary enquiries, with
the problems raised by the complainants remedied by the parties
complained against, and the Commissioner provided advice and/
or recommendations to 163 organisations involved in these cases;
115 (6%) were resolved after formal investigation (of which 53 (46%)
were resolved through conciliation (see below “Results of formal
investigations”) ); and 19 (1%) were transferred or reported to the Hong
Kong Police Force. (Figure 3.7)

Please refer to Figure 3.10 for the breakdown and categorisation of
remedial actions taken by the parties complained against in conciliation.

Among the other cases which were not investigated:

e 797 cases (41%) involved mostly complaints where the matter at
issue had been dealt with by relaying the complainants’ concern to
the parties complained against, or the complainants did not respond
to the Commissioner’s inquiries after being invited to provide
evidence to support the allegations;

e 262 cases (13%) were found to have no prima facie case of
contravention;

e 214 cases (11%) were withdrawn by the complainants during the
preliminary enquiries;

e 191 cases (10%) were outside the jurisdiction of the Ordinance; and

e 161 cases (8%) were found to be unsubstantiated after enquiries
with the parties complained against.

Figure 3.7: Outcome of complaint handling
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RESULTS OF INVESTIGATIONS OF COMPLAINT
CASES

Results of formal investigations

The PCPD completed 115 formal investigations during the
reporting period. In 30 cases (26%), it found a contravention of the
requirements under the Ordinance (including contravention of Data
Protection Principles and legal provisions); in eight cases (7%), either
no contravention was found or no contravention was established
due to insufficient evidence. 53 cases (46%) were resolved through
conciliation during investigation (the remedial actions taken by the
parties complained against are categorised in Figure 3.10), and the
remaining 24 cases (21%) were discontinued for various reasons, such
as the complainant having decided not to pursue the matter further
during investigation (Figure 3.8).

Of the 53 formal investigations resolved though conciliation, the
Commissioner issued warning notices to the parties complained
against in 27 cases.

Figure 3.8: Results of formal investigations
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Nature of contravention

Of the 30 cases where the requirements under the Ordinance were
found to have been contravened, a total of 34 contraventions were
involved. Among these, 24 cases involved a contravention of one or
more of the Data Protection Principles; one involved contravention of a
Data Protection Principle and provisions about compliance with data-
correction requests; and five involved contravention of the requirements
under the main body of the Ordinance relating to compliance with
data-access requests. The classification of the nature of all the
contraventions involved in these cases could be found in Figure 3.9.

Figure 3.9: Nature of contravention
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Enforcement action

The PCPD takes enforcement action in cases of contravention.

Of the 30 cases found to have contravened the requirements under
the Ordinance, the Commissioner issued enforcement notices
to the parties complained against in 18 cases to stop or prevent
contraventions. In the remaining 12 cases, the Commissioner issued
warning notices to the parties complained against after they had taken
measures to remedy the contraventions.
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Outcome of cases resolved through conciliation

During the reporting period, 246 cases were resolved through
conciliation (193 during the preliminary enquiries and 53 during formal
investigations), with the problems raised by the complainants remedied
by the parties complained against. The remedial action taken by the
parties complained against are categorised as figure 3.10 (note that
more than one type of remedial action may have been taken by the
party complained against in some cases):

e Revision of operational practices by the parties complained against
to prevent recurrence of a similar breach in the future (121);

e Proper guidance given by the parties complained against to the staff
concerned to ensure their compliance with the Ordinance (100);

e Deletion of personal data unnecessarily collected by the parties
complained against or disclosed to third parties (75);

e Undertakings made by the parties complained against to cease the
malpractice leading to the complaint (59);

e The supply of personal data by the parties complained against as
per the complainants’ data access requests, or reduction in the fee
for complying with the data access requests (26); or

e Other remedial action taken which met the complainants’
expectations (15).

Figure 3.10: Outcome of cases resolved through
conciliation
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CASE STUDY: GUIDING DATA USERS TOWARDS
COMPLIANCE

The Commissioner may decline to investigate a complaint or decide to
terminate an investigation under section 39 of the Ordinance. In such
cases, the Commissioner’s decision and recommendation can still
have a positive impact by helping data users understand in practice
how to enhance personal data protection in order to comply with the
requirements of the Ordinance.

The following cases in the reporting year illustrate how the data user
being complained against improved its data protection practices by
taking appropriate measures under the Commissioner’s guidance.

An employer should not disclose the personal
data of a domestic helper in a discussion
forum — DPP3

The Complaint

The Complainant was once a post-natal care worker for the party
complained against (“the Former Employer”), but her contract was
terminated early as the Former Employer was not satisfied with
her performance. The Complainant subsequently found that the
Former Employer had expressed views (“the Views”) in respect of her
performance in an online discussion forum (“the Discussion Forum”).
In the process, the Complainant’s name and identity card number
(“the Data”) were disclosed. The Complainant therefore lodged a
complaint against the Former Employer for disclosure of her personal
data on the internet without her consent.

In response to the PCPD’s enquiry, the Former Employer admitted
disclosure of the Data of the Complainant in the Discussion Forum.

Outcome

Generally speaking, the collection of an employee’s personal data
by an employer should be related only to employment and human
resource management. The disclosure of the Data on the internet
after the Complainant had left the job exceeded the original purpose
of the collection of the Data.

Under the recommendation of the Commissioner, the Former
Employer deleted the Views and the Data, wrote to the administrator
of the Discussion Forum to request deletion of the Data and the
Views, and made an undertaking to the PCPD that there would
be no further disclosure of the personal data of others (including
persons employed by the Former Employer).
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A travel agency should not indiscriminately
collect passport copies of its package tour
customers - DPP1(1)

The Complaint

The Complainant joined a tour organised by a travel agency. In the
course of registration, the travel agency required the Complainant
to provide a copy of the complainant’s passport. The Complainant
considered it unnecessary for the travel agency to collect a copy of his
passport, so he lodged a complaint with the PCPD.

The travel agency explained to the Commissioner that it collected
copies of travel documents (e.g. identity card, Home Visit Permit or
passport) from package tour customers to fulfil the requirements of
airlines, hotels and administrative organisations of some overseas
scenic spots.

Outcome

As the travel agency could not show how its justification applied
to the Complainant’s case, and as there was in fact no need to
indiscriminately collect copies of the travel documents of all of its
package tour customers, the Commissioner held that the travel agency
had contravened DPP1(1).

In the course of responding to the PCPD’s enquiry, the travel agency
stopped the practice of indiscriminate collection of travel document
copies of all package tour customers, except under the following
circumstances: (i) for the operation units of certain modes of transport
arranged in the tour (e.g. high-speed rail in the Mainland); (ii) for
customers who want to enjoy special discounts offered to senior
citizens by service providers (e.g. airlines); or (iii) for customers who
want to authorise the travel agency to apply for entry visas for them.
Moreover, the travel agency destroyed all travel document copies
and images collected in the past. After the enquiry, the Commissioner
decided to issue a warning to the travel agency to remind it to comply
with the Ordinance in the collection of customer data.
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A photography and video recording service
company should not display a video of a client
for promotional purposes without the client’s
consent — DPP3

The Complaint

The Complainant engaged a company (“the Company”) to provide
wedding photography and video recording services. The Complainant
subsequently learnt that an edited video (“the Video”), which contained
his images and those of his guests on his wedding day, was being
displayed publicly in the Company’s shop. The Complainant filed a
complaint with the PCPD against the Company for disclosing his
personal data through the display of the Video without his consent.

The Company explained that it had previously received a complaint
(“the Complaint”) from the Complainant in relation to the contents
of the Video taken during his wedding ceremony. Its staff (“the
Staff”) then copied the Video to a USB device (“the USB”) in order
to examine the video. However, when the analysis was complete,
the Staff forgot to remove the Video from the USB. Since this was
also the USB the Company used to display video files at its shop for
promotional purposes, the Video copied to the USB was inadvertently
displayed. The Company confirmed that after having being informed
by the Complainant of the matter, it had immediately deleted the Video
from the USB. Moreover, the Company had destroyed all copies
of the photographs and videos in its possession in relation to the
Complainant’s wedding after providing the Complainant with the final
edited photographs and videos.

Outcome

Given that the Company’s original purpose of collection of the
Complainant’s personal data contained in the Video was for handling
matters related to its services provided to the Complainant, the
Commissioner held that the subsequent public display of the Video
by the Company without the Complainant’s prior consent had
violated DPP3.

The Company accepted the Commissioner’s recommendations
and issued guidelines to its staff reminding them not to copy any
photographs or videos to USB devices for complaint-handling
purposes, and to check the contents of USBs before using /
displaying the video files therein in order to prevent the recurrence of
a similar incident.
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LESSONS LEARNT FROM FORMAL
INVESTIGATIONS INTO COMPLAINTS

Complaint Case 1

Excessive collection of personal data from job
applicants’ referees - DPP1(1)

The Complaint

In its job application form, a law enforcement agency required job
applicants to provide the names of two referees and the referees’
Hong Kong Identity Card (“HKID Card”) numbers. The HKID Card
numbers were to be used for identity verification during subsequent
interviews with the referees.

Outcome

The Commissioner took the view that the referee’s contact
information was sufficient to contact the referee for an interview, and
the agency could verify the identity of the referee by cross checking
his details in the application form with his HKID Card during the
interview. Therefore, it was not necessary for the agency to collect
the referees’ HKID Card numbers in advance to verify their identity.
The Commissioner therefore found that the law enforcement body
had contravened Data Protection Principle 1(1) of the Ordinance
by collecting excessive personal data of the referee and issued an
enforcement notice to the law enforcement body directing it to cease
the malpractice and to destroy the data previously collected.
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Complaint Case 2

Collection of callers’ date of birth when
answering public calls - DPP1(1)

The Complaint

The Complainant complained that a government department had
required him to provide his Chinese and English name and date of birth
when answering his complaint call. The Complainant alleged that the
collection of his date of birth by the department was excessive.

The department explained to the Commissioner that the date of birth
was collected to ensure that the interview with him or the statement
taken from him was in compliance with the procedural manual and
other requirements of the department; that is, if a complainant is
aged under 16, his statement should be taken in the presence
of his parents or guardian (“the Requirements”). Therefore, when
the department receives a complaint, it has to ascertain whether
the complainant is aged 16 or above. The department added that
before collecting complainants’ personal data, its staff would inform
them that the provision of personal data is voluntary. Even if the
complainant refuses to provide his date of birth, the department will
not stop handling the complaint and will not reject it immediately.

Outcome

The Commissioner opined that the purpose of the Requirements
was to ascertain whether the complainants were aged 16 or above,
and that the focus was not on the actual age and date of birth.
For complainants who were aged 16 or above, the Requirements
were not applicable. Moreover, the department could not verify the
correctness of the date of birth provided on the phone. Its staff could
briefly tell complainants on the phone that they must be aged 16,
otherwise they would have to make the complaint in the presence
of a parent or guardian. In fact, in order to ensure compliance with
the Requirements, the department could request the complainants
to present their identity cards for verification when it took statement
from them in an interview.

The Commissioner concluded that the collection of the
Complainant’s date of birth was excessive and that the department
had contravened DPP1(1). The Commissioner served an
enforcement notice on the department, directing it to cease
collecting complainants’ date of birth in hotline conversations and
to destroy the records of date of birth previously collected by such
means. The department complied with the enforcement notice.



LG 3% {RFEE % ENFORCING DATA PROTECTION

FER{EZE 3

—RIEEERHEEIN —REIRTS
EREFNEEEHERRMKIEHE
CUEERZEK

REFAE
BFAR—HEEENEBREEEER
H(TZWE, ) - thBRFEESHERR
Tm—EERIT ( TZIRTL ) NEAFIK
FOTZEP )M TERFFRAL - M
REBA—ERR ( THERERER, ) °
BRAREBH IR RZIRFNNE R
FTARERFFRA - g% EZXRFHR
ST 0 tSRW 18 5% 0 AR RER IR Y
ERFFAER UAREEERKE
EHRIEEHNENR  BREEREZSFA
BN -

BF AR (2) ZEEEREERB AL
ZEPTATEEI N ERLERE . (o) ZEEEHR
WS BEZREAISE 23010 BRE M
AIEBRMHNEERBMAZEEER S
EHEANRT (" ZEEART, ) &7
HERENER & © ZBTRAZEEE
BB Z SN ERER -

BR

ZEEER S

LEEERR  BARAZEEERKBR
HEREHNEEERE  BERENREE
EERHEES L AAERMS @ HEX
RIT - DREESBAGFEERHBENSE
SEHERREEBHEDNENBRIES
BRNERF  AHEXEEER/EER
HERREERE 2(1)(2) & (o) A -

N LEEERRZEEERNBBNE
RILBRBIZE 23(1)(c) RAREERRAE
2 MRE - ZEEEREBRRZE
BERRTEEERFAELEZNEEHRFH
RERBRFNEERS T2 E g
BIMFRGRHER » R AT AERRN - ZE
EERBB IR ERBEHAEREE

Complaint Case 3

A credit reference agency and a bank failed to
ensure the accuracy of a customer’s credit data and
failed to comply with his data correction request

The Complaint

The Complainant obtained a copy of his credit report (the “Report”)
from a credit reference agency (the “CRA”). He found that he was
erroneously shown as the “Principal” of a credit card account (the
“Account”) of a bank (the “Bank”) with a certain past due amount
(the “Inaccurate Data”). The Complainant and his mother were
the supplementary and principal card holders of the Account,
respectively. He alleged that he could not possibly be named as a
Principal of the Account as he was under the age of 18 when the
Account was opened. Later, he made a data correction request (the
“DCR?”) to the CRA asking it to correct the Inaccurate Data.

The Complainant was dissatisfied that (a) the CRA had failed to
ensure the accuracy of the data received from the Bank; (b) the CRA
had not supplied a copy of the corrected data to the banks (the
“Enquiring Banks”) that had previously made enquiries with the CRA
in relation to his credit applications, as required by section 23(1)(c) of
the Ordinance; and (c) the Bank had provided the Inaccurate Data to
the CRA.

Outcome

The CRA

The Commissioner considered that the primary responsibility for
ensuring accuracy in the data provided to the CRA rested with
each credit provider, i.e. the Bank in the present case. It was noted
that the credit database of the CRA was equipped with automatic
screening functions and procedures to identify abnormalities. He
therefore found that the CRA had not contravened DPP2(1)(a) and (b).

However, the Commissioner was of the view that the CRA still had
to comply with the requirements under section 23(1)(c) and DPP2(1)
(c) of the Ordinance. It was not acceptable for the CRA to have
assumed that the Enquiring Banks, in considering the Complainant’s
subsequent credit applications, would have relied solely on the
most updated credit report and wholly disregarded the results in
his previous applications. The CRA could not say it had no reason
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to believe that the Enquiring Banks had ceased using the
Inaccurate Data and thus refused to supply the Enquiring

Banks with a copy of corrected data. Hence, the CRA
contravened the requirements under section 23(1)(c) and DPP2(1)
(c). An enforcement notice was served on the CRA directing it to
supply the Enquiring Banks with a copy of the corrected data.
The CRA complied with the enforcement notice accordingly and
also upgraded its system and revised its working procedures by
giving the notification under section 23(1)(c) whenever correction to
personal data is made pursuant to a DCR.

The Bank

During the course of the investigation, the Bank submitted that
even though the Complainant was a supplementary card holder, he
would also be liable for all sums payable in respect of the transaction
instructions given by him after he ceased to be a minor. As the
Complainant was no longer a minor when the charges payable
under the payment fell due and remained unsettled, the Bank
contributed the negative credit data of the Complainant to the CRA
by choosing the most applicable code pursuant to the contribution
format prescribed by the CRA. The Bank eventually reported a code
indicating that the Account was an “Individual Account” for which
the Complainant was solely responsible, and it was translated into
“Principal” in the Report by the CRA.

The Commissioner took the view that as a supplementary card
holder, the Complainant was not solely responsible for the
outstanding amount under the Account and that the code chosen
by the Bank did not accurately describe the actual status of the
Complainant. If no code provided by the CRA could accurately
describe the status of the Complainant, the Bank should have
either liaised with the CRA to create a new code or refrained from
contributing the Complainant’s credit data to the CRA until there
was an appropriate solution. Hence, the Commissioner found that
the Bank had contravened DPP2(1)(a) and clause 2.5 of the Code
of Practice on Consumer Credit Data Code. Since the CRA had
deleted the Inaccurate Data from the Report, and according to the
current industry practice, the Bank contributed only the credit data
of the principal card holder to the CRA, the Commissioner opined
that the contravention on the part of the Bank had ceased and that
similar contraventions would be unlikely in the future. Hence, the
Commissioner decided not to serve an enforcement notice, but a
warning was issued to the Bank.
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Complaint Case 4
No indiscriminate collection of clients’ identity
card numbers by a veterinary hospital - DPP1(1)

The Complaint

The Complainant brought his cat to a veterinary hospital (“the Vet
Hospital”) for a consultation. Upon his arrival, the Complainant was
required to complete a registration form which required his Hong
Kong Identity card number (“HKID Card Number”) or no consultation
would be provided.

In response to the PCPD’s enquiry, the Vet Hospital explained that
in addition to ensuring the correct attribution of medical records
to the pet being brought for a consultation, it collected the pet
owners’ HKID card numbers to comply with the requirements under
regulations 3(1)(d) and 7 of the Dangerous Drugs Regulations (Cap
134A) (“the Regulations”), which require a registered veterinary
surgeon to keep a register specifying the name, HKID Card Number
and address of any person to whom dangerous drugs are prescribed
and delivered.

Outcome

It transpired in the course of the Commissioner’s investigation that a
registered veterinary surgeon is required under the Regulations only
to collect the HKID Card Number of a person to whom dangerous
drugs prescribed are to be delivered. However, the Vet Hospital
collected the Complainant’s HKID Card Number at the outset without
knowing whether dangerous drugs would be prescribed for his pet.
Therefore, the Vet Hospital contravened DPP1(1).

In the course of investigation, the Vet Hospital ceased the practice of
collecting pet owners’ HKID Card Numbers unless dangerous drugs
were prescribed for their pets, and it destroyed the records of HKID
Card Numbers previously collected from pet owners whose pets had
not been prescribed any dangerous drugs. In the circumstances, the
Commissioner decided to put the Vet Hospital on warning instead of
serving an enforcement notice on it.



HRIBE 48(2) ERRMHATIHE

AEHRE  BRFREREXRTA
FhReENSEANGRRREEER -
BERILEFATBIFR

MEEEROREFIBMEEKRERR
/A8 M Glorious Destiny Investments Limited
RAENAE -

2012 & > BERKRERRAR ( "ER, ) #
H—ERR T RIRE NERFHRERERN
(TZiX,) - ZEXBRE_GERE
F MEFRARERFNCEEAPES -
RAEAFTBAERALMURSR  EUERRZ
AWfCE: - BSHRBETZANES - B2
BB - it OREER BRI
EMEME NERHT - ZEXRFHPR
BREET - RBEYFEABUABMERZMET
ERESAEREE

7

fa

PUBLICATION OF INVESTIGATION REPORTS
UNDER SECTION 48(2)

Investigation Report: A smartphone application enabled
its users to search the litigation and bankruptcy records
of individuals at will, which seriously invaded the
privacy of the target persons.

The Commissioner initiated a formal investigation against Brilliant
United Investments Limited and Glorious Destiny Investments Limited
in respect of four complaints.

In 2012, Brilliant United Investments Limited (“BUI”) launched a
smartphone application known as “Do No Evil” (“the App”). The App
allowed users to search a database which claimed to have two million
records of civil and criminal litigation, as well as bankruptcy cases. Users
could search a target person’s record simply by using the person’s name
as the search criterion. The search results could reveal the target person’s
name, partial identity card number, address, court type, action number,
nature of case, and more. The App enabled users to carry out due
diligence and background checks for decisions involving offering a job to
a potential employee; signing a tenancy agreement with a potential tenant;
or signing a contract with a business partner.

FE/AEF#H PCPD ANNUAL REPORT 2013-14
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The PCPD’s investigation revealed that the App had had more than
40,000 downloads and more than 200,000 search requests after one
year of the launch of the App. In fact, BUI did not own the database,
but obtained the records from its business partner, Glorious Destiny
Investments Limited (“GDI”). The litigation and bankruptcy records
were collected by GDI to build a database for performing due diligence
reviews and background checks on target persons by its professional
customers in the legal and accounting industries. In order to expand its
business to include all smartphone users in Hong Kong, GDI entered
into a profit-sharing partnership agreement with BUI. According to the
agreement, BUI was responsible for developing the App and would bear
the development costs involved, whereas GDI would provide and update
the litigation, bankruptcy and company directors’ records from different
public sources, including the Judiciary, the Government Gazette, the
Official Receiver’s Office (“ORO”) and the Companies Registry.

Since the records were collected, compiled and controlled by GDI,
GDI was the “data user” in this case within the definition under the
Ordinance. BUI, on the other hand, was no more than a smartphone
application developer and administrator, and did not qualify as a “data
user” under the Ordinance.

While an individual’s personal data may be open for access or viewing
in the public domain, this does not mean that the individual has
given blanket consent for use of the information for other purposes.
Anyone who uses the information in the public domain is required to
follow the requirements of Data Protection Principle 3 (“DPP3”) [on
Data Use] under the Ordinance. Hence, the purpose of use of the
records obtained by GDI from the Judiciary, the ORO and Companies
Registry must be consistent with the original purpose of collection
of the records by these organisations, as well as their purposes
for making the records publicly available. For example, the main
purpose of ORO in publishing a the specific bankruptcy notice in the
Government Gazette is to let the public know when the named person
was adjudicated bankrupt or discharged, and that all debts due to the
bankrupt should be paid to the trustee during the bankruptcy period.
Hence, bankruptcy records can be used only for the purposes of
the specific bankruptcy cases concerned. However, the App did not
restrict the use of the bankruptcy data obtained via the App from the
relevant bankruptcy case. The App went far beyond the restriction by
letting any person freely search the bankruptcy records of an individual
for any purpose, a practice inconsistent with the purpose of disclosing
the bankrupts’ data by the ORO, thereby contravening DPP3.
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The App obviously exceeded the reasonable expectation of the data
subjects on the public disclosure of their litigation and bankruptcy data
as it brought about the following privacy risks:

* The App aggregated the litigation information from different courts
and the bankruptcy data published in the Government Gazette,
allowing users of the App to view all this multi-sourced data of a
target person in one go simply by entering the individual’'s name.
The aggregation of such fragmented information increases the
severity of the privacy intrusion.

e The App enabled users to access others’ litigation and bankruptcy
data at any time without the data subjects’ consent or knowledge.

e GDIimposed hardly any restrictions on the use of the personal data,
thus allowing the potential for misuse of the data accessed.

e Where the target person involved in litigation cases was finally
acquitted or the claim was not substantiated, the App would
not always update or clarify the situation, thus misleading users.
Moreover, the search result inevitably returned all persons in the
database with the same name, which could lead to an innocent
person being mistaken as litigants or bankrupts with the same name
as that of the innocent person.

e Under the Rehabilitation of Offenders Ordinance, an offender who is
sentenced to imprisonment not exceeding three months or to a fine
of less than $10,000 is treated as not having been convicted of the
offence, if that individual is not again convicted of an offence within
three years. However, the App used a database with no prescribed
retention period for the data and no arrangement for deletion of
invalid data. This would adversely affect the rehabilitation of some
data subjects.

Considering the large number of people affected and the severity of the
privacy intrusion risk, the Commissioner served an enforcement notice
on GDI directing it to cease disclosing to the App users the litigation
and bankruptcy data it held. GDI subsequently complied with the
enforcement notice by ceasing to disclose the data to the App users.

To help data users comply with the requirements of the Ordinance, the
Commissioner published a guidance note entitled Guidance on the
Use of Personal Data Obtained from the Public Domain concurrently
with the publication of this investigation report.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_9744_e.pdf
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FL B = 8 5t & 5F £ # ¥ California Fitness The Commissioner initiated a formal investigation in response to

(TCFy, ) REERAT  UIEEARE complaints against California Fitness (“CF”) to ascertain whether the

SRENMESRFNEBS AN BB collection of personal data including the full date of birth particulars

SFANTEHERY (BFEFAH) - 81 (year, month and date), Hong Kong Identity Card (“HKID Card”) number

B R SMERAR  EEBMERFAET  and HKID Card copy from members was necessary and not excessive

i@fﬁ ° for the purpose of membership application/renewal and other lawful
activities of CF.

KABEWERLEEMTY CF 2ERBMESI The investigation stemmed from two complaints against CF’s policies

RNEBFNES  FRKE LREAER - and procedures for membership application and renewal which

EHA—REFH  BFEAEBREESHE involved the collection of the above personal data. In one of the

BIA  CF DIEEEEIABR complaints, the complainant refused to provide his HKID Card copy, so
CF collected a copy of his Home Visit Permit instead.



*%Hﬂiﬁﬂﬁ

BREWETEHLERBENEN  LUER
EﬁiEﬁuﬁAMJA?’JHUEEEEfEE% o N -
CF ARG E B 1 B LAE B & -

CF RLIMEBIT R R AR
TEBERHAREERRMY  —RAT
REEARFHRENRSRE —RAGE
FERUE B A BRI EE LB T -
AES B R AR S RNFRTER LR
BEERH  KEBESMHEEHREHE
BT -

BERNS

CFRARBLUEBRE GRS ENRRSEMN
#&itE - At CFIEZEMNBNERISREDHE

WEEAN > LELENEE - ENEEAM

CFZFIENBREHES  RAEEMREAN

EE ABEEARY CFIESENSHE
SIELUINERZES <P -

B0E Kk O4ER A

B CFHERE - | CETLXTE-E&@
BHERERELMNL  ZADFTEREEE
NEREEA  LEERLERT (fla%
BREF) AllEESEMNEESS (50
&LRR) - BRLRSERR CFEMAE
SRGRETNNEELS -

HX - CFEREEZETAEFTEUEENSH
FERIAZESFEWN - (B CF RegERE=R A
ERTENIRENG T RFFMOE - A > H

iz B SR ARTTIE (PIZNERRITHEE )
IRRBARR

FLEHEEAEF#H PCPD ANNUAL REPORT 2013-14

Findings of the investigation

Full Date of Birth Particulars

CF claimed that the collection of full date of birth particulars was
necessary to establish the legal age of the applicant before signing the
membership agreement. However, it should be noted that the applicant’s
age could be verified by checking the applicant’s HKID Card on the spot.

CF provided two examples to show why collecting full date of birth
particulars was necessary for designing and promoting its products
and services to its members. The first example referred to age-specific
classes. The second was a promotional offer which was provided
in the birthday month of the member. Under the circumstances, the
Commissioner considered that the collection of the members’ age
range and month of birth would suffice, and that the collection of the
member’s year and date of birth was excessive.

HKID Card Number

CF explained that it had experienced cases of unpaid fees or damage
to equipment or facilities by members in the past. Therefore, CF
inserted the members’ HKID Card numbers in the membership
contracts for contract enforcement. As members have to enter
into a formal agreement with CF which entails significant rights and
obligations, the Commissioner had no objection to collecting the
members’ HKID Card number for inclusion in the agreement.

Copies of HKID Card and Home Visit Permit

CF argued that since members were permitted to use pseudonyms
on membership cards and membership agreements, it had to retain a
copy of their HKID Card so that their legal names (the name appearing
on the HKID Card) could be ascertained, as required in certain
circumstances, such as legal proceedings. However, the Commissioner
concluded that CF could include the legal names in the membership
agreement at the outset.

Secondly, CF alleged that a HKID Card copy was required by its auditor
to verify membership income, but it did not confirm whether this was a
statutory requirement, or a standard accounting and audit practice. It
was found that alternatives for verification of membership income, such

as examination of bank statements, were equally effective.
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Thirdly, CF explained that HKID Card copies had to be collected from
members to support its staff reward for achievement of sales targets.
The system was tiered according to different levels of sales targets --
the higher the sales, the larger the bonus. As the bonus for reaching
a higher sales target could far exceed the relevant membership fee
payment, the system provides a great incentive for staff to submit
bogus membership applications. To prevent such possible fraud, CF
insisted that its sales staff had to obtain HKID Card copies from the
membership applicants as proof of transaction. The Commissioner,
however, considered that alternative measures, such as calling the
applicants to verify the authenticity of the applications, could be

equally, if not more, effective.

As Home Visit Permit copies contain personal data similar to that of
HKID Cards, the same restrictions would apply to the collection of

copies from CF members.

The Commissioner concluded that CF’s collection of members’
full date of birth particulars and copies of their HKID Cards was
unnecessary and amounted to excessive collection of personal data,

thus contravening the DPP1(1) on data collection.

Enforcement note and advice

An enforcement notice was served on CF directing it to take steps
to remedy the contravention and prevent its recurrence. In response,
CF lodged an appeal against the enforcement notice with the

Administrative Appeals Board, but subsequently withdrew the appeal.
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The Commissioner advised organisations engaged in the design or
operation of an authentication process to respect personal privacy and
ensure personal data protection at every stage of the process. This
involves limiting the collection, use, storage, transfer and disclosure of
personal data to the purposes deemed necessary for authentication.
The level of authentication (and, by definition the amount of personal
data collected for that authentication process) should be in proportion
to the nature and value of the transaction, and take into account the

sensitivity of the personal data.

Investigation Report:
www.pcpd.org.hk/english/enforcement/commissioners_findings/
investigation_reports/files/R13_12828_e.pdf
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“It is commendable that the Commissioner has alerted the public to

things they seldom pay attention to.”

MEEREIRER

The Honourable James TO, Legislative Council

8 Quote: BAZR Ming Pao (2013.12.06)
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“The case provides important guidance to organisations which run
membership schemes. They should be aware that in processing
membership registrations and renewals, they cannot collect excessive
information and should stop thinking that more is better.”

BEBRNAE T HERERmZE A% RHE
Professor SIN Yat-ming, Leo, Department of Marketing, Faculty of Business
Administration, The Chinese University of Hong Kong

8 Quote: B3R Sky Post (2013.712.06)
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“As the public come to value personal privacy more, the daily
handling of complaints by the PCPD gets more challenging.
Each complaint case has a unique issue that needs to be
analysed and resolved. But success in the mediation of disputes
always gives me enormous satisfaction. More importantly, in
the course of mediation, organisations and individuals receive a
proper interpretation of the Ordinance. | hope that both parties
have a good understanding of the concept of personal data
privacy, so that public awareness of the right to protection of
personal data privacy is enhanced.”

BT pEEAGHESR
Austin WONG Assistant Personal Data Officer






