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The PCPD hosted the Asia Pacific Privacy
Authorities Forum in June 2012.
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APEC ELECTRONIC COMMERCE STEERING GROUP
DATA PRIVACY SUBGROUP

The PCPD was represented at the 27th meeting of the APEC Data Privacy
Subgroup, which took place in February 2013 in Jakarta, Indonesia.
The meeting focused on the implementation of the Cross-Border
Privacy Rules (CBPR) System. Two member countries, the United States
and Mexico, were confirmed as participants in the CBPR System.

The meeting further discussed a joint project with the European
Union on the preparation of a document entitled “Referential for
the Structure of EU Binding Corporate Rules (BCRs) and APEC CBPR
System”. The Referential document contains elements common to the
CBPR System and BCRs, as well as additional blocks of requirements
unique to each. Its purpose is to help organisations understand and
comply with the requirements of both systems.

Two new privacy enforcement authorities were added to the APEC
Cross-Border Privacy Enforcement Arrangement (CPEA) during the
year, making a total of 22 participants. The PCPD has participated in
the CPEA since 2010.
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B K [t A B AR A K i P A B AR AR ) The Asia Pacific Privacy Authorities (APPA) is the principal forum for
BLAAK > R I Y Y L B B A 0 L KR AL ~ privacy authorities in the Asia Pacific region to form partnerships and
Rl 4 S FA B A ) 4 5 A B R R4S R exchange ideas about privacy regulations, new technologies, and the

WA BB - management of privacy enquiries and complaints.

___PIX Country [ $0I& Region FEHMH Privacy Authorities
] WNEAHEEAE
Australia Office of the Australian Information Commissioner, Australia
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Information and Privacy Commission, New South Wales

WAL SR E NS BAE

Office of the Northern Territory Information Commissioner

WHELHAENEHAE

Office of the Information Commissioner, Queensland

WML P AR H B A
Office of the Victorian Privacy Commissioner
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Canada Office of the Privacy Commissioner, Canada
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Office of the Information and Privacy Commissioner, British Columbia

HH HWENERFA B EAE

Hong Kong Office of the Privacy Commissioner for Personal Data, Hong Kong

Hit [ R EEE T2/

Korea _ Korea Internet & Security Agency
i [ {18 BB i
Korea Personal Information Protection Commission

W WP N ERMR A =

Macau Office for Personal Data Protection, Macau

BT S A B 6 LR

Mexico Federal Institute for Access to Information and Data Protection, Mexico

Bt VG B HVUBHFARREE B A

New Zealand Office of the Privacy Commissioner, New Zealand

R XEBAESEZEE

United States Federal Trade Commission, United States

*#E201343H31H
as of 31 March 2013

www.appaforum.org
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The 37t APPA Forum in Hong Kong.

5537 i B K I R B3 A it 1 7 s B
ABIR20124E6 H 4B 15 BB LR
37 JiE i A [ AL B R SR - 2k 3 101 1
%/ Ml i AR OR AR A R AL B 1Y
EBOR - BB AL F AR
%RGoogleﬂ’ﬂ%ﬁLl‘%ﬁ(% - RS

~ AR EE N Y R A B A R R B
F’aﬁﬂ@’&‘%ﬁ > DL KA 68T W ME 2 X A B
JEBE S o BRAb > FRIEIRE T AR AR A A
SR I T B T 3 3 A BB 3 Bk Y I
B FABR R e B A\ L 5 358 4 1 R
A B 8% e 4 4k Fe 5 | Wk 5 1B UL -

NFIEEARRERAENL > AR

ERE0 vt DA T 10 R B R B B RS R R

Ry = RER

o T Iy TE TR 8K 5

o T Ak 2 Ak WO FARR B E 5

o A B A L A % I B R A 2 A R B
s K

o i 5 R ERHREE o

L5 JUME 2E12 + HONG KONG

Hosting the 37™ APPA Forum in Hong Kong

The PCPD hosted the 37th Asia Pacific Privacy Authorities (APPA)
Forum in Hong Kong on 14-15 June 2012. Delegates from 10
countries/regions exchanged views and shared their experience in
cross-border policy, education, and enforcement issues. The forum
covered topics like Google’s new privacy policy, regulation of direct
marketing, tension between access and privacy protection in regard
to personal data in public registers, and privacy risks related to smart
phone applications. Also discussed were updates on the APEC Privacy
Framework and Cross-Border Privacy Enforcement Arrangements
(CPEA), the Global Privacy Enforcement Network, and the current
review of the OECD Guidelines Governing the Protection of Privacy
and Transborder Flows of Personal Data.

The PCPD also led the Hong Kong privacy community in sharing and
exchanging views and experience with APPA members in the open

session on the following privacy issues:
¢ eHealth records in Hong Kong;
® Privacy concerns of social networking sites in Hong Kong;

e Privacy issues concerning geo-location information and mobile
service devices; and

¢ Cloud computing and data protection.
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Technology Working Group

A notable achievement in 2012 related to Google’s new privacy policy,
which took effect on 1 March 2012 and has generated privacy concerns
worldwide.

As the convenor of the Technology Working Group of the APPA, the
PCPD initiated a dialogue and an exchange of correspondence with
Google and as a result, was able to secure their clarifications and
improvements to the new policy. For example, more ways to access
privacy-related information were made available. Also, as a response
to customers’ wish to opt out of data combination across multiple
services, Google allows multiple accounts to be used simultaneously in
some of its services such as Gmail and Google+.

The PCPD also promulgated specific advice to Google users on how to

protect their personal data.

The 38t APPA Forum in the US
The Commissioner attended the 38t APPA Forum which was held in
the United States on 3 and 4 December 2012.

Participants discussed and agreed on actions for a wide range of cross-
border policy, education and enforcement issues covering data breach
notifications, global privacy developments and enforcement, privacy
awareness promotion, cross-border interoperable privacy rules and
privacy-related technological developments.
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| A B Yy A K A R
MR L o

The APPA held its
bi-annual forum in
December of 2012
in the US.
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INTERNATIONAL CONFERENCE OF DATA PROTECTION
AND PRIVACY COMMISSIONERS

The Commissioner joined more than 90 speakers from 40 countries/
regions in participating in the 34th International Conference of
Data Protection and Privacy Commissioners on 23 and 24 October
2012 in Uruguay. He spoke in the Plenary Session on “Privacy
Regulation Model”.

He also participated in the panel discussion titled “Civil Society
Perspectives on International Approaches to Consumer Privacy
Rights Enforcement” in the concurrent event: The Public Voice 2012
Conference.

Among other things, the Conference made the following resolutions
and declaration:

(1) On cloud computing. Cloud computing should not lead to a
lowering of privacy and data protection standards. Data controllers
should carry out the necessary privacy impact and risk assessments
prior to embarking on cloud computing. Cloud service providers
must ensure that they provide appropriate transparency, security,
accountability and trust in cloud computing solutions, in particular,
regarding information on data breaches and contractual clauses.

(2) On the future of privacy. Members agreed to intensify cooperation
with each other in order to respond to cross-border data protection
and privacy risks in a coordinated manner. They can do this by
joining multilateral cooperation and enforcement networks, sharing
information and expertise as much as possible to ensure that the
privacy authorities’ scarce resources can be used for the maximum
possible benefit, and using this window of opportunity to achieve
greater interoperability between the various legal systems and

privacy regimes around the world.

(3) On profiling. To create trust, public and private entities should
inform society to the maximum extent possible about their profiling
operations. They should be more transparent about profiling, about
the way the profiles are assembled and the purposes for which the
profiles are used.



FAERH H A E 48Rk PCPD ANNUAL REPORT 2012-13

oL N TH BB RS SR A S R =
EI PR B » 1606 > WESLR A T 2 EH A
NBOL T BEORME S o JLK > MBI AL/
AR B e A S S 2 A S M AR R s A% WG
Lo PORME 2 BB o BAR > MEDUERE RN
W M FH 7 2K o A [ S B 1 AT 0 B % AR A
FH B R PR S A -

TEiE J5 W 2 - FAE R A T > &
SESRA A 7 A0 S A BRI o

Profiling operations need to be distinguished in three phases. First of
all, the need for the use of profiling should be determined. Secondly, the
public or private entity in question should decide which assumptions
and which data should form the basis for the profile. Finally, it should
be decided how the profile can be applied in practice. 1t would be
advisable for the various phases to be subject to separate decisions and
to regulatory oversight.

This requires strong and independent privacy enforcement authorities

with supervisory powers over both the public and the private sectors.
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The featured issue at the 34th International Conference of Data Protection and Privacy Commissioners
was ‘Privacy and technology in balance’.




