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The Personal Data (Privacy) Ordinance was
enacted in 1995. The latest amendments
to the Ordinance were enacted in 2012
to provide a tighter regulatory framework
to protect personal data privacy in
Hong Kong.
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ENACTMENT AND IMPLEMENTATION OF THE PERSONAL
DATA (PRIVACY) (AMENDMENT) ORDINANCE 2012

The Personal Data (Privacy) (Amendment) Ordinance 2012 (“Amendment
Ordinance”), which is aimed to enhance data privacy protection, was
fully implemented on 1 April 2013. Since 2007, the PCPD proposed
more than 50 amendments to the Ordinance. Although the suggestions
were not all adopted, the changes passed mean a new chapter in our
data privacy protection laws.

2.1 KNFAEVGMAPTIE The PCPD’s input in the legislative process
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After two rounds of public consultation and discussions on
the various proposals for the review of the Ordinance, the
Government published the Report on Further Public Discussions
on Review of the Personal Data (Privacy) Ordinance.

The Government gazetted the Personal Data (Privacy)
(Amendment) Bill 2011 (“Amendment Bill”). The PCPD
engaged in full-swing preparation for the legislation.

A Bills Committee in the Legislative Council was formed to
scrutinise the Amendment Bill.

The PCPD closely followed the discussion in the Bills
Committee and made representations to amend some
retrograde provisions in the bill.

In light of the concerns expressed by the PCPD and other
stakeholders, the Government proposed changes to the bill
relating to the regulatory regime on the use of personal
data in direct marketing and the provision of personal data
to a third party for use in direct marketing as outlined in
LC Paper No. CB(2)1169/11-12(01).

A8 H 2012459 84T A B BE >
A BRERT -

The amendments were introduced
in public seminars held since
September 2012.
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The Commissioner attended the Bills Committee meeting on
23 April 2012 and presented his major concerns on specific
clauses of the Amendment Bill, relating to the regulation of
the use of personal data for direct marketing purposes.

Follow-up submissions! were made to the Bills Committee to
explain the Commissioner’s concerns and disagreement on
specific clauses, including the following recommendations:

(1) to require data users to notify data subjects in writing
of the intention to transfer their personal data to third
parties for direct marketing, and obtain from them a
written response;

(2) to impose a cut-off date before the entry into force of the
new requirements, after which the data user cannot seek
coverage under the grandfathering arrangement; and

(3) to give data subjects the right to be informed of the
source of their personal data by direct marketers.

The revised Amendment Bill was passed by the Legislative

Council on 27 June 2012.

The Amendment Ordinance was introduced in two phases; the

majority of the new provisions took effect on 1 October 2012.

The PCPD issued information leaflets and launched a video
to explain the new provisions.

The PCPD issued a Guidance Note and leaflet on the new
provisions on direct marketing.

The amended provisions relating to Direct Marketing and
Legal Assistance took effect on 1 April 2013.

Note 1 LC Paper No. CB(2)1777/11-12(01) “Major Concerns on
Specific Clauses as at 18 April 2012” for the Bills Committee
meeting on 23 April 2012;

LC Paper No. CB(2)1854/11-12(02) “Major Concerns on Specific
Clauses as at 26 April 2012” for the Bills Committee meeting on
2 May 2012; and

LC Paper No. CB(2)1921/11-12(01) “Major Disagreement with the
Administration on Specific Clauses as at 4 May 2012” for the Bills
Committee meeting on 7 May 2012.
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Major Changes under the Amendment Ordinance

New Regulatory Regime on Data Protection in Direct Marketing
The Amendment Ordinance introduced, among other changes, a new
regulatory regime on direct marketing (new section VI A), whereby a
data user is strictly prohibited from using the personal data of individuals
for direct marketing or providing the personal data to others for direct
marketing purpose unless:

« the data user has notified the data subjects of certain prescribed
information and has provided a response channel for the data subjects
to communicate their consent or indication of “no objection” to the
intended use or provision of the data;

« the notification must be easily understandable and readable; and

« the relevant data subject’s consent or indication of “no objection”
has been obtained.

Prescribed information includes:

< the intention to use the personal data in direct marketing, or to
provide the data to a third party for its use in direct marketing
activities;

« the kinds of data to be used or provided (e.g. name, email address
and phone number);

< the classes of products/services in relation to which the data is to be
used or provided;

< a notification that the data user may not so use or provide the data
unless the data subject’s consent has been received; and

= a response channel.

A data user who intends to provide the personal data to a third party
for use in direct marketing is required to meet the following additional
requirements:

= to give the data user’s notification and obtain the data subject’s
consent in writing;

< to inform the data subject that the data will be transferred for gain
(if applicable); and

< to inform the data subject of the classes of persons to whom the
data will be provided.
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When data subjects’ personal data is used in direct marketing for the
first time, the data user must inform the data subjects that they have
the right to require the data user to cease to use the data for direct
marketing purposes. The data subjects may also exercise their opt-out
right at any time irrespective of any prior consent given. Upon receiving
an opt-out request, the data user must cease using the data.

To help data users become familiar with the new regime, the
PCPD published a pamphlet entitled “New Guidance on Direct
Marketing”in January 2013 to guide data users on applying the new
provisions, share examples of good practice in meeting the requirements,
and provide practical tips on carrying out cross-marketing activities.

The Guidance Notes also explain the grandfathering arrangement
provided in the Amendment Ordinance, which exempts from the full
impact of the new rules data users who have been lawfully using the
personal data of their clients in the direct marketing of certain class of
products/services. Data users can apply the grandfathering arrangement
to continue to use the personal data in their existing direct marketing
contact lists for marketing the same class of products/services without
having to give notification and obtain consent from the data subjects.

The grandfathering arrangement does not apply if (i) the data user uses
the personal data to promote to the data subject a different class of
products/services, or if (ii) the personal data is provided to a third party
for use in direct marketing.

The PCPD also published an information leaflet entitled “Exercising
Your Right of Consent to and Opt out from Direct Marketing Activities
under the Personal Data (Privacy) Ordinance”, which assists data
subjects to understand their rights under the new provisions and how
to exercise such rights, in particular the right to request the data user
to cease to use their personal data in direct marketing activities.
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The PCPD and the Government
enhanced the public understanding of
the new regime on direct marketing
through multi-channel promotion.
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Contravention of the requirements under the new direct marketing
regime is a criminal offence punishable by a fine of up to HK$500,000
and imprisonment for up to three years. If the data is provided to a
third party for its use in direct marketing in exchange for gain, non-
compliance may result in a maximum penalty of a fine of HK$1 million
and five years’ imprisonment.

Other new provisions of the Amendment Ordinance:
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Legal Assistance to Aggrieved Individuals

With effect from 1 April 2013, a Legal Assistance Scheme has been
introduced whereby the PCPD assists individuals aggrieved by data
privacy intrusions under the Ordinance in seeking compensation by way
of civil claims from the data user for damage, including injury to feelings.

The Commissioner, in exercising his discretion to approve an application
for legal assistance, may consider factors which include: the merits of the
case; Whether the case raises a question of principle and would establish a
useful legal precedent; whether it is unreasonable to expect the applicant
to deal with the case unaided having regard to the complexity of the case
(e.g. the applicant is an individual whilst the prospective defendant is a large
corporation); and the resources allocated by the Government for the Scheme.

The assistance may take the form of legal advice or legal representation
in court. The time limit for making a civil claim on privacy infringement
under the Ordinance is normally six years from the alleged wrongdoing.

Learn more: “Legal Assistance for Civil Claims under the Personal Data
(Privacy) Ordinance” leaflet

www.pcpd.org.hk/english/publications/files/legal_assistance_e.pdf

New Offence: Disclosure of Personal Data Obtained Without a Data
User’s Consent

It is an offence for a person to disclose any personal data of a data
subject obtained from a data user without the latter’s consent and
with the intent to obtain gain or cause loss to the data subject. It
is also an offence if the unauthorised disclosure, regardless of its
intent, causes psychological harm to the data subject. The maximum
penalty for these two new offences is a fine of HK$1 million and
imprisonment for five years.
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Other new provisions of the Amendment Ordinance

Outsourcing Personal Data Processing

The Amendment Ordinance enhances protection in this regard by
requiring that if a data user engages a data processor, whether within
or outside Hong Kong, to process personal data on the data user's
behalf, the data user must adopt contractual or other means to prevent
any personal data transferred to the data processor from being kept
longer than is necessary; and prevent unauthorised or accidental access,
processing, erasure, loss or use of the data. In other words, outsourcing
of work does not include outsourcing of liability.

Learn more: “Outsourcing the Processing of Personal Data to Data
Processors” leaflet
www.pcpd.org.hk/english/publications/files/dataprocessors_e.pdf

Third Party to Give Consent to the Change of Use of Personal Data

A specified third party (parent/guardian or representative appointed
by the Court) may give consent on behalf of minors, persons incapable
of managing their own affairs, or mentally incapacitated persons to
the change of use of their personal data when it is clearly in their
interests to do so.

Data Access Request

In normal circumstances, a data user is required to comply with a
data subject’s request to access his personal data. The Amendment
Ordinance provides for the refusal of a data access request based on
the non-disclosure or secrecy requirements in other ordinances.

New Exemptions

Personal data held in the course of performing judicial functions
is exempt from the Data Protection Principles (DPPs) and certain
provisions of the Ordinance.

When disclosure or transfer of identity or location data would prevent
causing serious harm to the health of a data subject; when it is in
the interest of a minor; when it is for the purpose of a due diligence
exercise conducted in connection with a business merger, acquisition
or transfer of business; when it is required for legal proceedings or
for establishing, exercising or defending legal rights; or when records
are transferred for archive purposes; the data is exempt from DPP3.

In emergency situations, such as the identification of an individual
involved in a life-threatening situation or carrying out of emergency
rescue operations, personal data is exempt from DPP1(3) and DPP3.

A data user is exempt from complying with a data access request if
the data user might as a result be self-incriminated of any offence
other than an offence under the Ordinance.
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Other new provisions of the Amendment Ordinance

FRRE

Before the amendments,

not serve an enforceme

the Commissioner could serve an enforcement

notice on a data user to remedy the contravention of a requirement
under the Ordinance. However, as in the Octopus incident in 2010, if the
contravening act had ceased and there was insufficient evidence to indicate
that the contravention would likely be repeated, the Commissioner could

nt notice. The amendments to the Ordinance

enable the Commissioner to serve an enforcement notice regardless of
whether the contravention will continue or be repeated. (Please refer to

(RF%H) the table below)
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Pt Before Amendment  EPIE After Amendment
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Power to serve an
enforcement notice

Repeated contravention
of the Ordinance on
the same facts

R R BT AN
Repeated non-
compliance with an
enforcement notice

P is e R R (3R
FrE A ReEr)

Time limit for
submitting
information for
prosecution (from the
date of commission of
the offence)

IR B R A B T AR B A A AT

The Commissioner may serve an enforcement
notice on adata user to remedy the contravention
of a requirement under the Ordinance, which is
likely to continue or be repeated.
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If a data user resumes the same contravention
after compliance with an enforcement notice
within a specified period, the Commissioner
can only issue another enforcement notice to
the data user.

1k ¥ 50,000 70 il BE 2E W AE o QIR AT Y
# > ¥ H S 3% 1,0000C °

A fine of HK$50,000 and imprisonment for
two years, and in the case of a continuing
offence, a daily fine of HK $1,000.

6 months

A PR EBATIEIN ©
The Commissioner may serve an enforcement

notice irrespective of whether the contravention
will continue or be repeated.
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A repeated contravention, if committed
intentionally, is an offence. The penalty is a
fine of HK$50,000 and imprisonment for two
years, and in the case of a continuing offence,
a daily fine of HK$1,000.

1K ¥ 100,000 C Fil EESS WI4E < 40 RATH¢
A > 4 H HaHN2,00070
A fine of HK$100,000 and imprisonment for

two years, and in the case of a continuing
offence, a daily fine of HK $2,000.

T#B % Learn more:

012N ERE (FARR) (EHT) -4 ) fifi v
www.pcpd.org.hk/chinese/review_ordinance/reviewordinance_video.html
Short video on the Personal Data (Privacy) (Amendment) Ordinance 2012
www.pcpd.org.hk/english/review_ordinance/reviewordinance_video.html

ERLE R « QO124EMNERE (RABE) (BRT) M 3 B SOHEE )
www.pcpd.org.hk/chinese/publications/files/ordinance2012_overview_c.pdf
Information Leaflet: “An Overview of the Major Provisions of the Personal Data (Privacy) (Amendment) Ordinance 2012”
www.pcpd.org.hk/english/publications/files/ordinance2012_overview_e.pdf




BB B A F44 8 PCPD ANNUAL REPORT 2012-13

I ig % H#E R BB IMPROVING LEGAL PROTECTION

A7 B AR B 3R Bk APPEAL LODGED WITH THE ADMINISTRATIVE
APPEALS BOARD

T ERFREFRMRE TR EREEY The Administrative Appeals Board (AAB), established under the AAB
PR (5E442%8) Wik L @ 4L - A Ordinance (Cap 442), is the statutory body that hears and determines
T w8 s N B 8 5 1) s 3 B AL R appeals against the Commissioner’s decisions by a complainant, or the
HEJUER A B > WAR R relevant data user complained of.

1E2012 3201 34F B YL rg 1/ 52 76 W 47 B Statistics of Administrative Appeals Board cases concluded

bR S EE R and received in the year 2012-13
AP 38R LR R e A » RIE# A total of 38 appeal cases were concluded and 30 new appeal cases
30 BRIy ERREE - were received during the reporting year.

KB4y B AR B ABATHR LR B g5 Most of the appeal cases were eventually dismissed by the Administrative
Ml s gl EaR A o (E2.1) Appeals Board or withdrawn by the appellants. (Figure 2.1)

2.1 - L& R Figure 2.1 - Appeal Case Results

W LA
Appeal allowed

L e
Appeal withdrawn 1%

B _EFrestiE
Appeal dismissed

26%
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EEZBISRENTE - KRBFESM  wMHHBREASMERBA - SERER
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The year 2012 was a remarkable one for me as | said goodbye to my 17 years
of private practice. The PCPD gives me a totally different job environment, the
perspective of a regulatory body and an improved work-life balance. Thanks to
my colleagues who have been so friendly and helpful, and I’ve quickly adapted to
my new post of Legal Counsel. The work of the PCPD has received considerable
recognition from the public, and | embrace the challenges ahead in protecting
the personal data privacy of individuals without stifling the efficacy of the
business community. ,,

BRONE 26m
Cindy CHAN
Legal Counsel
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Appeals against the Commissioner’s
decision after conclusion of
investigation

W SHEEE o NETIR AR LR
Appeals against the Commissioner’s
decision not to carry out an
investigation

10%

Of the 30 appeal cases received in the year, 27 related to the
Commissioner’s decision not to carry out an investigation as there was
no prima facie evidence to support the alleged contraventions, and /
or the party complained against had taken remedial action to rectify
the alleged contraventions.

Two cases involved appeals against the Commissioner’s decision not
to serve an enforcement notice after conclusion of the investigation,

and the remaining case was an appeal against the Commissioner’s
enforcement notice. (Figure 2.2)

Figure 2.2 - Nature of the Appeals

90%
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FE305% BRI R > 21539 KR FaHHE R 1% Of the 30 appeal cases, 21 involved alleged breaches of the Data
151) B 2 1 DR IR REORE SRR o J\SR BRI % Protection Principles in Schedule 1 of the Ordinance. 8 cases involved
¥ B8 AR A A AR A B R B/ B R OE %R alleged non-compliance with DAR and/or DCR, and one appeal
BER-MIE—FERARESY R [HA case was about whether or not “personal data” was involved.
R o (1E2.3) (Figure 2.3)

B BE R R I ERRE SR > A% Of those appeals involving DPP contraventions, 6 cases involved
TR N Y TN & X TP < excessive and/or unfair collection of personal data; 18 involved the
BE 3 18539 SR REORHE 25 A\ 200 R = use and/or disclosure of personal data without the data subject’s prior
0 B/ S e SR S ME N R > DA K — SR ¥ consent; and one involved the security of personal data.

BAEN BRI PR Z

B 2.3 - EaRreh B i o 5 B s Figure 2.3 - The Provisions of the Ordinance involved
in the Appeals

W AR AE AR

Not amounting to personal data

B R AR ER K | SSOEERER
Non-compliance of DAR and /or DCR

B R G 70%

Contraventions of DPPs

26.7%

3.3%

DPP = Data Protection Principle
DAR = Data Access Request
DCR = Data Correction Request

CC =T HEESRENIRFNRARY  HEEES FNERSEREFAASHN

SHREER - LEEENEEZEE  (TREFRZESERERD (87%) R EERMAPRE

Over the years, what has emerged is definitely an awareness of personal data in
thought and practice as reflected in the different complaints and cases before the
Privacy Commissioner, ...there is evidently a growing reliance on and trust of the
Privacy Commissioner, and his decisions have been confirmed by the Administrative
Appeal Board in most cases (87 percent). ,,

BBAEEEER REWHIR

Professor Anne S Y CHEUNG

Faculty of Law,
The University of Hong Kong

(cited from Professor Cheung’s article “An evaluation of personal data protection in Hong Kong Special
Administrative Region (1995-2012)” published in International Data Privacy Law, 2013, VolI3, No.1)
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Appeal case note 1

ek N B — [ A B BE O AI8 N B R B S5 R AR R DU SR 4R - AR B U A BB — R
TIEE o AT LR Z B GBI A LoF o WAEH b — 5 LA AR B AR R - Bh
J ik bl DA S PR B 3 S O Y O SRR B o

The complainant lodged 4 complaints against an organisation in their handling of his
personal data. The Commissioner had decided not to pursue all of these complaints. The
AAB dismissed all the appeals and awarded costs to the Commissioner in one of the cases
on the ground that the appeal has been conducted in a vexatious and frivolous manner.

B mEGRER T LR EE L
FEMES/20115%)

B N RAE A 8 2 S A 2 At 0
— B ) o 43R AR A 4 0
6K B 9224 T B BRI AR (BEFA) o B
N TRHGHE 52 2 1 L T o R gk
BEERIY > N i) 2 0 e T RS I 4 )
B OB o R AR S B @R E R
o by 17 25 T WL B B (3% B) » 3%
NI B 3 2% M 1 A U 1 ) 73 T
7 22 hm g A 355 Y (BE3RC) o

REEH B AR R

First Complaint Case (AAB Appeal No. 5 of 2011)

The complainant was a visually impaired person and joined certain
activities provided by an organisation. The complainant claimed that he
was not notified of the existence of surveillance camera installed by the
organisation in the building (complaint A). The complainant also alleged
being assaulted by the staff of the organisation. The incident was recorded
and shown to a special committee convened to investigate the matter.
The complainant complained against the committee members for viewing
the recording without his consent (complaint B). The complainant also
complained against the organisation for failing to obtain his consent for
recording other activities participated by him (complaint C).

Findings of the Commissioner

BH P B AR A > FA R 5 B 8 % 2 B A ik ok
BEA I 2y 7 R B AR DR > T
2T REE R o RT3 - AR
S N BORME A 25 S DR e BORLE R o S
BB > FARE B a8 7 A 8 R R R
SEEHN o BREGRC > FAREH B AR
N5 F I REHE > [F AR RS i35
B rh ek o

Regarding complaint A, the Commissioner considered that the
purpose for installation of the surveillance camera was not to collect
the complainant’s personal data but for security purpose instead. In
reliance of the Eastweek Case?, there was no issue concerning the
data protection principles since there was no collection of personal
data. Regarding complaint B, the Commissioner considered that
there was no contravention of DPP 3. Regarding complaint C, the
Commissioner noted that the complainant had signed a letter of
agreement consenting to being recorded at the activities hosted by
the organisation.

it2 Eastweek Publisher Limited & Another v
Privacy Commissioner for Personal Data
[2000] 2 HKLRD 83

Note 2 Eastweek Publisher Limited & Another v Privacy Commissioner for
Personal Data [2000] 2 HKLRD 83
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The Appeal

B BEFA - AT E R R B R A R
B E > i IR A K BCE RN &
BE o BT R R AT A - S —
H o AT B % B & I8 B % C PRI
i BSE ) A K N DL E N R ]
BEAR B SRME o W% OK BT M T B R 2 AT
g 2R » JUHRBFF ALE20104212 H K&
2011451 F IR B 55 o e R AR A B %
% o ZIREHHB - TR LR ZEER AR
B S R I AR B R Sk A A I BT o 2
TR E R MR BLE A S - D
A S o R R ASH W H B AR Y
R REEEA R > HIEA TR ERTH AT
W o MR an ] > BEF AT T HATH
W o BIREERC » RS MRS CRGE B 12
B AE 15 R SRR G B ORI A+
PR A BB B AN A — 2B P A IR o

Regarding complaint A, AAB confirmed the Commissioner’s decision
that there was no collection of personal data, hence it was unnecessary
to carry out an investigation of the complaint. As an alternative
ground, AAB also found that the organisation had taken remedial
measures to notify the users of the building about installation of the
surveillance cameras. No damage has been caused or will be caused
to the users of the building, especially the complainant who had prior
knowledge of such installation when he attended the premises on two
occasions in December 2010 and January 2011. Regarding complaint
B, AAB opined that the original purpose of the recordings was to
record the actual events of the dispute. The complainant had verbally
requested the organisation to view such recordings to investigate
the matter. As the original purpose of collection and its subsequent
use are directly related, prescribed consent of the complainant was
not required. In any event, the complainant had given his prescribed
consent. Regarding complaint C, since the organisation undertook
to seek consent from individuals on every recording occasion in the
future, the Commissioner was correct not to investigate any further.

T8 Bk % B e R E The AAB’s Decision
LR o The Appeal was dismissed.

B PGRER T EHRZE e L
FEMB44/201198)

BERR BSR4 A% L 7 R
REF 5 ARG B SR B (3RD) o
B3R N AR BE R % M 0 Tk L e R At 1
2 4% (BFE) o

FARRE B A 45 R

Second Complaint Case (AAB Appeal No. 44 of 2011)

The complainant complained against the organisation for late provision
of the recordings in compliance with his data access request (complaint
D). The complainant also complained against a staff member of the
organisation for disclosing his medical note (complaint E).

Findings of the Commissioner

B A BERFD > % MR AE B2 B A B R R
BEZ R o M AR IS R TR s BB SR SR
B oAt N B B A B T IR o R B
ARG H AR 0 S A i R S B e BE >
REEGY - URFEEERA0HBE - B
FABEIE - FABR S B A5 A i B A
PR N R B AR AR > PR A R AR A1)
AIRLE > T BPBEA > A BRI R AR S -

Regarding complaint D, there was a substantial delay in provision of
such data by the organisation. The organisation explained this was due
to the work involved in concealing the identity of other individuals
captured in the recordings. The organisation undertook to engage
professional assistance in the future to edit recordings of similar nature
with the aim of complying with the statutory 40 days’ requirement.
Regarding complaint E, the Commissioner was satisfied that the staff
of the organisation did not disclose the complainant’s medical note.
There was no breach of the requirements under the Ordinance, and the
breach (if any) would be considered minute.
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The Appeal

T EFZEGRELRH B HARE

i W SR PR IR o B IEFRD > AT

LHRZE R AR BEEN OFBLBRRE

WD B (g) BEXDEE » BIIERAZ W

R BB CEREHRATE) - AR

s Zs RS AR SR > WA BLH

BEHBATER o FRBHFE > 178 LR ZH

FRE CRIIZFFBOR) BEI (a) ~ (d) &

(g)BIEH :

(a) W Z B B i X M AE 2 A A R Y >
Wz s H ORI N A 1R
AME 3

(d) 2 B HEAT ) 25 25 5 1% 8 B 8 IR R 42
AT AR A 2 T 8 B 5

(9) A CA B RAEATIE » S
F ORI IR > 3042 B 58 s it A1l
FEATIRAE > IR GE A B T AT 2k
FIRERRER -

T ERf & B &

AAB ruled that the Commissioner was correct in refusing to investigate
the two complaints. Concerning complaint D, AAB agreed that
Part B, paragraph (g) and Part D of the Commissioner’s Complaint
Handling Policy (“CHP”) applied, i.e. given the mediation by the PCPD,
remedial action had been taken by the party complained against, an
investigation of the case could not achieve a better result and issue of
an enforcement notice would not be justified. Regarding complaint E,
AAB decided that the following paragraphs (a), (d) and (g), Part B of
the CHP applied :

(@) The act complained of is considered to be trivial, if the damage or
inconvenience caused to the complainant is seen to be small;

(d) After preliminary enquiry by the PCPD, there is not prima facie
evidence of any contravention of the requirements of the Ordinance;

(g) Given the mediation by the PCPD, remedial action has been taken by
the party complained against, an investigation of the case cannot
reasonably be expected to bring about a more satisfactory result.

The AAB’s Decision

BRI

BEmHREE (P B R B B
FEME45/20115%)

B N IR iz i A 12452009412 H 9
H %15 H MK #&A8E > DLBCRAEMKIE
A BB OR (BERF) o il XCEEER A
IR 200949 H 4 H 2447 1 55 — Ik &k
MISREEAR » AR BI85 (BFG) ©

PR B R

The Appeal was dismissed.

Third Complaint Case (AAB Appeal No. 45 of 2011)

The complainant complained against the organisation for failing to
supply recordings of two meetings held on 9 and 15 December 2009 in
compliance with his data access request (complaint F). He also complained
against the organisation for merely providing the verbal transcript of
another meeting held on 4 September 2009 rather than its live recordings
(complaint G).

Findings of the Commissioner

B BERRF > LR E H AR 3RS 15 492009
F12H9H K15 H MR &k ek o
PHGEG - AEFREH BN AL - BT
FREORIRHE 2009459 H 4 H € 1 B35 8% 5%
KB o

With respect to complaint F, on the facts of the case the Commissioner
was satisfied that there were no recordings of the two meetings
held on 9 and 15 December 2009. Regarding complaint G, upon
the Commissioner’s intervention, the organisation provided the live
recordings of the meeting held on 4 September 2009 as requested.
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The Appeal

B BEHRE » 1T LA & B o #0E A ® i
e WA 7 R AR R B DL - AT ERR &
BER@% > HREGFA A CRE T %W
WE ISR > A HE 2 B % M 10 k5
B (R » A5 A #3857 A8 AT T 17
FHRAM - FREHKFG > TH EFZHE
7] 728 R A A 0 4 RO A A SR B AT
TR HETL IR o

T LR R B | IPE

Regarding complaint F, AAB ruled that there was no evidence of
contravention of the requirements under the Ordinance. AAB also
considered that since the complainant had himself kept sound
recordings of the two meetings, there could not be any damage
or inconvenience from such lack of access to the organisation’s
recordings (if they existed at all). Regarding complaint G, AAB agreed
that an investigation would not bring about a better result and it was
pointless to issue an enforcement notice.

The AAB’s Decision

LR R

BIRBERERE (B LR B e L
WFEMFE60/20115%)

BERR A 3R H KD > 8 BB FB RER
R B o B3R N\ A 43 37 % M6 6 1 i Wi B
e 2070 DLIR BE IR % B B
JORE (BFF D) o

FARE 3 B el 25 451

The Appeal was dismissed.

Fourth Complaint Case (AAB Appeal No. 60 of 2011)

The complainant lodged complaints H and J which were identical to
complaints B and E. The complainant also complained the organisation
for collecting HK$20 from him for providing the CD which contained the
recordings of the meeting (complaint I).

Findings of the Commissioner

PR TR > AARBE AR LR B G
LFRRMAE37/200958 IRV > A AR
6 25 B R SR T WA R Y 2 > MR A B
SR M % B AL TR o B
FABS B B 3 2000 19 B FAF & A BALE
i SR A B o BRBEFFHKD » BRI R #
FFEBLFFBMXEM A - FARRH B BYE AR
—HR -

Regarding complaint I, the Commissioner followed the Decision in
AAB Appeal No. 37 of 2009 that the fees charged for data access
request should be directly related and necessary to fulfill the request.
Hence, the Commissioner decided that the fee of HK$20 satisfied such
requirement and the amount was reasonable. Regarding complaints
H and J, they were identical to complaints B and E which the
Commissioner had decided not to investigate any further.
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Regarding complaint I, AAB agreed that HK$20 was a reasonable
amount. Regarding complaints H and J, AAB considered that both
complaints were vexatious as the Commissioner had dealt with identical
complaints already. AAB observed that there was no reasonable ground
for making complaints H and J which were totally unmeritorious. In
addition, having regard to the totality of the circumstances, and the
manner of the complainant during the 4 appeal hearings in making
numerous derogatory comments about the organisation and its staff,
AAB concluded that complaints H and J were not made in good faith.
It was decided that the Commissioner was correct in refusing to pursue
the three complaints further.

The AAB’s Decision

LR o AT ERR R B AL R
R A R B SR IO g O SRR A
Ryk CfrBe BakZ& B o iefl) 5622 (1) Py
AR AAT Bt o

The Appeal was dismissed. AAB concluded that the appeal was
conducted in a vexatious and frivolous manner and ordered the
complainant to pay costs of the appeal pursuant to section 22(1) of
the AAB Ordinance.
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Appeal case note 2

—HAFE MR BEHE - AEBEAER > DB A A VDERR (ITB LFZH &
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A company disclosed an employee’s personal data to security guards to prevent him from
entering the company’s premises (AAB Appeal No. 55 of 2011).

Bk NE

The Complaint

TRk N — Rl - PR B LI A &
oAt o Alrf R 3 ([ ] 1) IR fth 3
AT > fth PN b 28 5 R 18] 2 W] B Pt
By o AR F ML Z AR Y BERE
FRYE LRI — i Bk AR RS - M
J Bk 5 A 9% G o > H AR % B T DA
(SN HYN PN A

AAEEH By A AR

The Complainant was a driver who was diagnosed with depression and
another illness. His employer (“the Company”) switched him to new duties
which did not require his presence on the Company’s premises. There was
a dispute as to whether the company had posted a notice on a window in
the security room displaying his name, photo and staff identity number for
the purpose of enabling the security guards to prevent the Complainant
from entering the Company’s premises.

Findings of the Commissioner

VAT R U % 4 A 1) A B G 5 =
BB AR > St sk B Bk A
et FREIR D0 14 A 5 Al o R DA DAL 6 A
NGB > AR E A EH I - FARRH
BAE A 08 W w7 R
BHE3JF A o

kW

There was no evidence to suggest that the Company had disclosed
the Complainant’s personal data to unrelated third parties, or had
recorded gossip regarding the Complainant’s health. Since gossip is
not personal data, it is not within the jurisdiction of the Ordinance.
The Commissioner was not satisfied that there was evidence proving
the Company’s breach of DPP3.

The Appeal

F R 4 AR N B IR M B A [ A% o A
A [ = DR 7 26 2 At R AR P >t B
F o WA RER R % 4 W 1) SR B R AR =
F BBk N ENERE - A > T8k
W& B IR B 4 A NEB R - [FAR
LEME LG R T i EE S o DLgE
I SN VNN Y RN NS
BB o BT A B
ANERL > f7E L R B @ R AL H B
B R RE A TBOIE > ZEAEIE— AR, o

It was reasonable for the Complainant’s colleagues to learn that he
had a mental illness due to his extended sick leave and attempted
suicide. There was no evidence that the company had disclosed the
Complainant’s personal data to unrelated third parties. However, upon
hearing testimony of the two witnesses, the AAB was satisfied that
there was a printed notice posted on the window of the security room
prohibiting the Complainant from entering the Company’s premises
and the notice was visible to outsiders. Given the notice contained
the Complainant’s personal data, the Commissioner’s decision was
considered flawed and a further enquiry was required.

T8 LR &R B R E The AAB’s Decision
LR E - AT LSRR B IR AR E E The appeal was allowed and the Commissioner was directed to
% B BRI - reconsider the complaint.
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Whether a Judge was a data user and whether his acts constitute exercise of judicial function

(AAB Appeal No. 57 of 2011).

Bk NE

The Complaint

Bef N — S8R R AR — T > Atz =
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The Complainant, a party to a criminal case, complained against the

Court, and in particular, a Judge, in relation to the criminal case for :

1 unlawfully excluding from the court bundle the Complainant’s new
evidence regarding two medical defence witnesses and the affidavit
of the Duty Lawyer;

2 collecting the transcript of the proceedings from the Magistrates’
Court by unlawful or unfair means;

3 failing to inform the Complainant of the reasons for the refusal of
two Data Access Requests made by the Complainant regarding the
audio record or transcript; and

4 failing to respond to the Complainant’s data-correction request to correct
an error of hearing dates contained in the judgment of the Judge.

Findings of the Commissioner

FARR R H G Ay > WAV H RAE AT L )
AR RSN =g U o R Y i 7S
W2 (HEAE) SE80EI6MRRE > 1M
A9 P9 1 35 R TR > AR5 P B A M 1
WERATIE A A - B > A BB
TEFARE S B EE R 2 40 > PR E R
T PR AN A% AR

The Commissioner was of the view that the Judge had carried out the
alleged acts in performing his judicial function. He held that the judicial
system is protected by Articles 80 to 96 of the Basic Law, and the legislative
intent of the Ordinance is that its application should not impede the acts
of judges in the course of performing their judicial function. Thus, the
complaints were outside the Commissioner’s jurisdiction. Accordingly, the
Commissioner decided not to investigate the complaint.

The Appeal

AT B B > W E A T B R
JBESCHERE SR » WA R IEAT IR IRE - 11
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The AAB held that the Judge was not performing his judicial
function when assisting in the preparation of the court bundle. But
the Commissioner’s decision could be justified by other reasons;
for example, the legislative intent of the Ordinance was for the
Commissioner not to interfere with judicial proceedings. It was also
held that the Judge was not a data user; the keeper and custodian of
the court record was the Registrar of the High Court. Deciding whether
to release the documents and on what charges were not judicial acts of
the Judge. It is the Registrar’s administrative decision how to respond
to the data access request. The clerk to the Judge could simply issue a
corrigendum to amend the incorrect hearing date.

The AAB’s Decision

AR

The Appeal was dismissed.

i



FLABE S B A F4E#HRk PCPD ANNUAL REPORT 2012-13

ik &% AR B IMPROVING LEGAL PROTECTION

TN XY VR HES

COURT CASES INVOLVING THE COMMISSIONER
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Appeal by way of a case stated to the Court of Appeal regarding an Enforcement Notice and

Sections 18 and 19 of the Ordinance (CACV No. 229 of 2011)

1A
H 5

Background
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The Complainant made two data access requests (“DARs”) to the Hong
Kong Police Force (“Police™) under section 18(1) of the Ordinance for
“police data regarding offences or convictions” of his son and himself.

The Police responded to the complainant that for Criminal Conviction
Data Access, the applicant should make the request in person at a police
station with his/her identification document and that if no criminal
conviction was found, the applicant would be notified verbally of the
result, while if a criminal conviction was found, the applicant would
be given a summary of the conviction. A fee of HK$50 is charged for
each application.

The Complainant declined to go to a Police station to make the request.
Instead, he lodged a complaint with the Commissioner. After initial
investigation, the Commissioner notified the complainant that he had
decided not to carry out an investigation, as he held that section 18 did
not require the Police to inform the Complainant in writing whether they
held the data requested and a verbal reply was sufficient. The Complainant
appealed to the AAB (AAB No. 1 of 2008).

The first appeal by the Complainant

RAFE18(1) ()R ART W [H5] »
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Notwithstanding the fact that ‘inform’ in section 18(1)(a) is not
qualified, the AAB took the view that it does not enable a data user
to comply with the request by verbal means. Accordingly, the AAB
remitted the case to the Commissioner to continue his investigation.
Subsequently, the Commissioner issued a Result of Investigation of the
complaint and made, inter alia, the finding that the Police’s failure to
provide a written reply to the Complainant’s DARs contravened section
19(1) of the Ordinance. The Commissioner issued an enforcement
notice on the same day, requiring the Police to inform the Complainant
in writing that they did not hold the data requested by the Complainant
under the DARs, within 21 days after service of the enforcement notice.
Subsequently, the Police lodged an appeal against the Commissioner’s
decision (AAB No.10 of 2010), which was heard by a differently
constituted AAB.



FLBEH B A F4E#H PCPD ANNUAL REPORT 2012-13

PR 5 4 H 5B K R

The second appeal by the Police
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The AAB considered it a question of law as to whether it is permissible
for the Police to give a verbal reply that they do not hold any relevant
personal data. The answer would depend on the true construction of
section 19(1). As the question raised is of great general importance,
the AAB decided to refer the question to the Court of Appeal (“CA”)
by way of the case stated :

“Whether, upon the true construction of s 19(1) of the Personal Data
(Privacy) Ordinance, Cap 486, it is legally permissible for a data user,
in compliance with a data access request made under s 18(1)(a) of the
Ordinance, to inform the individual, or relevant person on behalf of
the individual, verbally, instead of in writing, that the data user does
not hold personal data of which the individual is the data subject.”

The Court of Appeal’s decision
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In summary, the CA adopted a purposive interpretation: if written
notification had been required for compliance with a section 18(1)(a)
request, this could easily have been expressly stated, but it was not.
The context of sections 18(1)(a) and 19 is that if written notification
is required by the Ordinance, that is expressly stated. Further, there was
no unreasonableness, absurdity or inconsistency involved if the word
“informed” was given its natural and ordinary meaning.

The CA concluded that criminal conviction records were sensitive
personal data that should be released only in very restrictive
circumstances and that a written confirmation requirement might lead
to an abuse of the data access request system by enabling employers
to force prospective employees to prove they had no convictions.
Although there was a legislative amendment in the pipeline regarding
section 19(1) in the Personal Data (Privacy) (Amendment) Bill 2011
that permitted the Police to inform the requestor orally they did not
hold any record of criminal conviction of an individual, the CA had not
relied on this in the construction of the then statutory regime.




FLABE S B A F4E#HRk PCPD ANNUAL REPORT 2012-13

- mig AR BE IMPROVING LEGAL PROTECTION

il

14 AN 5 8 1 5 L
R HIR o AWML 10 555 o I 30
A B B A B 3
i -

REHBERM T T ERREANNRA R
¥ > W5 EFFEEAEHUI Kee Chun v. The
Commissioner for Personal Data, CACV No.
401 of 2007 —ZEHYFI > flug i : MR
AETFEAY [EREERE ] WP
PR H R RER R 5 WA B A
XHMERFRZERE > ZBALERFHEE L
HIRERI R 2 A E A - BRITZOAW
) o TR A1) v A B RT WA AT R )Y i B
FAVE S B Ae a5 MR R » i Ron g
A RAE R HIRE o

NS BT R B AR BRI R AN R
IR N BT

o

O B o Rl il B B 22 A R L

AR FE > FABE S B (5] HE DL 2 R R i
RRERE

AR B R AR R (BB 3 3R HH R 220124855 199435%)
Civil claim for damages against the Commissioner (SCTC N0.19943 of 2012)

The Claimant lodged a civil claim against the Commissioner in the
Small Claims Tribunal. He sought to recover damages for injury to
feelings on the ground that the Commissioner had unreasonably
refused to carry out an investigation of his complaint.

The Commissioner filed in his defence denying all of the Claimant’s
allegations. Relying on the Court of Appeal’s decision in Hui Kee
Chun v. The Commissioner for Personal Data, CACV No.401 of 2007,
the Commissioner submitted that the Ordinance did not provide a civil
remedy against him for breach of statutory duties, that it was well-
established that private law rights are not likely to be envisaged where
there is provision within the Ordinance for redress of grievances, and
that in the Ordinance, there was indeed an administrative procedure
for those aspects of the Commissioner’s actions which the legislature
intended should be capable of redress.

The Small Claims Tribunal eventually dismissed the Claimant’s claim
with costs.

SUBMISSIONS MADE IN RESPONSE TO

PUBLIC CONSULTATIONS

During the year, the Commissioner made submissions in response to
the following public consultations:

= R Consulting Organisation

BEEHLEY

Electoral Affairs Commission

SRS B SR

Financial Services and the Treasury Bureau

HH lssue

L6 R B ) I LR B 5 |

Proposed Guidelines on Election-related Activities in respect of the
Legislative Council Election

Caw] (BeaE SRz EoR) BB e (AT (kBB 43w 5Es ) Ay
Companies (Disclosure of Information about Benefits of Directors)
Regulation & Companies (Residential Addresses and ldentification
Numbers) Regulation
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COMMENTS MADE ON PROPOSED LEGISLATION AND
ADMINISTRATIVE MEASURES

During the year, the Commissioner made submissions relating to the
following proposed legislations and administrative measures:

Bk R Government Bureau

Y R ER
Food and Health Bureau
FA AR B R =)

Financial Services and the Treasury Bureau

D/ 478G i Proposed legislation / administrative measures

(N - =R )
Private Columbaria Bill
(A (FEFHE) HH)

_Companies (Directors’ Report) Regulation
TR SRS LR el o T v i 2

Provision of Legal Framework for Entering into Tax Information
Exchange Agreements
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The Commissioner also made a submission to the Administration in
response to its notification on 28 March 2013 that the new arrangement
for the inspection of company directors’ personal information on the
Companies Register under the new Companies Ordinance would be
held in abeyance.

The new Companies Ordinance enacted on 10 August 2012 has
incorporated a provision to the effect that the full identification numbers
and residential addresses of company directors will not be made available
on the register for public inspection. This represents a major improvement
to the present system of unrestricted public access which is beset with
the potential risk of causing distress and harm to the data subjects such
as exposing them to unwanted marketing approaches, identity fraud and
possible financial losses. It also allows “specified persons” to gain access
to these personal data for legitimate reasons.

The Commissioner considered the Administration’s decision to put the
new arrangement on hold a retrograde step in enhancing the protection
of personal data in Hong Kong as it in effect allows the existing
unsatisfactory system of unfettered public access to company directors’
private and personal information to continue for an indefinite period
of time. He urged the Administration to pledge a timetable for enacting
the subsidiary legislation to implement the new arrangement.




