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APEC ELECTRONIC COMMERCE STEERING GROUP DATA
PRIVACY SUBGROUP

The PCPD is a member of the APEC Cross-Border Privacy
Enforcement Arrangement (“CPEA”), which comprises the major
Privacy Enforcement Authorities from APEC member economies.
CPEA membership stood at 20 as at the end of March 2012. The
CPEA facilitates information sharing among members and promotes
cross-border co-operation in privacy law enforcement, including
case referrals, and parallel or joint investigation and enforcement
action.

During the year, the PCPD continued to participate actively in
the work of the Data Privacy Subgroup (“Subgroup”) of the APEC
Electronic Commerce Steering Group. It helped the Subgroup finalise
the rules and procedures of the APEC Cross Border Privacy Rules
System (“CBPR System”) and the establishment of a Joint Oversight
Panel to implement the system. The documents that the PCPD
commented on include the following:—

APEC CBPR System — Policies, Rules and Guidelines

CBPR Endorsement Process

Workplan for the Development of a Directory of CBPR-Certified
Organisations and APEC-Recognized Accountability Agents
Blueprint for Action on E-Commerce

Template Notice of Intent to Participate in the APEC Cross-
Border Privacy-Rules System

Accountability Agent APEC-Recognition Application

Data Processor Intake Questionnaire

CBPR Glossary
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DHEF AT EEALB RSSO The Subgroup made a significant achievement during the year
EH TEAEHE - £18F LUETTH20115E € in finalizing the documentation of the CBPR System. The APEC
Fh o DAKABEBMEBRERLEBENLER  Ministers endorsed the CBPR System and the related documents at
BlMe s R AERI SO - Mo KA Z4EH  their 2011 Meeting in Honolulu and the APEC Leaders committed
F20NMENT 5 AR EEEELERAME  to implement the CBPR System in their 2011 Declaration. The
H o EEIENLBRMEENEIZEFE  endorsement of the CBPR System will provide benefits for consumer
DEMNEST  RELERBZIER - HB1Z5  and business trust, boost economic growth and trade, help APEC
KEEEBRERZERMEEMEAELRZEZYT  Member Economies develop innovative legal regimes on the
BIFTEERFIE - oS FEEE S RFEE  protection of personal information, increase regulatory predictability
EHHEBER  URBRIERAIZSEE - for global organisations and governments, and reduce cost and
transaction burdens.
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INTERNATIONAL CONFERENCE OF DATA PROTECTION
AND PRIVACY COMMISSIONERS

The Commissioner participated in the 33rd International Conference

of Data Protection and Privacy Commissioners, which was
held in Mexico City from 2-4 November 2011. Noting that data
proliferates and moves through global online networks facilitated

by technologies such as the internet and mobile telephony, the

Conference explored the path towards building the relationships

and tools necessary to protect the data of individuals, regardless

of culture, national borders, or the challenges that come from

innovative data uses.
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Cultures, Threats and Risks| A&z
Privacy Commissioner Mr. Allan Chiang (left) participated in the Plenary Session: “One Data

Protection Community. Many Cultures, Threats and Risks” at the 33rd International Conference
of Data Protection and Privacy Commissioners In Mexico City.
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Among other things, the Conference made the following

resolutions:—

@)

to encourage data-protection authorities, privacy-enforcement
authorities and governments to ensure that their domestic
data-protection and privacy laws are framed suitably and
flexibly to best serve the vital interests of individuals in the
event of a major natural disaster; and

to create a working group to study international cooperation
in cross-border privacy enforcement, and develop a framework
and processes to share information and to facilitate greater co-
ordination.



152 FLBEEH B AEF IR PCPD ANNUAL REPORT 2011-12

= R
OVERSEAS LIAISON

ERFEALRRALEEREREEBBEA
HHES  RFEVNSEERENTNES
e AEEHE 2R R P REEALEZD
PeE

L BT EEETER

a. WUED EMF - AL EMNEERFH
BRALBREXABD FANH

b. FIRIHE  AHEEE  EERHEAM
ABATAIMAIREBRERFF @ &
T OERERAER  LWEBEE
MARBE &

¢ BRWMFAEABMEH‘RABHE
S HEEATEEEAR
KR RARFEE A e

2. HEEFOEFMRERES ZEM - #
Wl A ER - HERIERMNRE
REHOENBRTE : ARAEELTE
MEHOE RS - BRMREE R A LA
BT

3. HMREARBTEHETENRERALRE
BB AR -

The Commissioners of the Mexican Federal Institute for Access
to Information and Data Protection, through the Mexico City
Declaration, urged the Conference to confront the challenges
of protecting individuals’ privacy in this global era by working
cooperatively with selected stakeholders to:

1. Engage in dialogue to:

a. share knowledge among themselves and with
privacy-validation bodies and organisations of privacy
professionals;

b. discuss how the authorities, public bodies, corporations
and other organisations might set priorities about how
they may best allocate available resources to reach agreed-

upon common goals; and

c.  explore how to provide more effective transparency and
other mechanisms that will help individuals understand
their rights and protect their interests as they relate to
personal data;

2. Encourage the sharing of information with new Data-Protection
Authorities about how organisations use data, what effective
tools are available to encourage excellent privacy practices, and
how data-protection laws could be most effectively enforced
when such encouragement fails;

3. Ensure that such a dialogue does not compromise the
independence or effectiveness of data-protection and privacy
authorities.
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ASIA PACIFIC PRIVACY AUTHORITIES

The Asia Pacific Privacy Authorities (APPA) is the principal forum for
privacy authorities in the Asia Pacific Region to form partnerships
and exchange ideas about privacy regulation, new technologies,
and the management of privacy enquiries and complaints. Members
include the Privacy Commissioners of Australia (including the
Commissioners of the States of New South Wales, Queensland,
Victoria and the Northern Territory), Canada (including the Province
of British Columbia), the Korea Internet and Security Agency, Personal
Information Protection Commission Korea, the PCPD Hong Kong,
the Federal Institute for Access to Information and Data Protection,
Mexico, New Zealand's Privacy Commissioner, and the Federal Trade
Commission, United States.

At its two bi-annual meetings, reports from members’ jurisdictions
on privacy developments were received, and a wide range of topical
privacy issues were discussed.

The 35th APPA Forum was hosted by the Korea Internet & Security
Agency in Jeju, South Korea on 2-3 June 2011. Participants
discussed the increasing prevalence of privacy-related incidents,
including significant breaches involving personal information, with
international implications. Discussion focused on recent examples,
including privacy issues arising from Google Buzz and Google
Streetview, concerns about social networking sites, location-based
tracking, and the hacking of databases such as Sony’s PlayStation
Network. In the light of these incidents, the participants discussed
the potential for future joint enforcement activities and explored
possibilities for mechanisms to further enhance coordination
between members investigating similar matters.

B35/ A AL RIEIE2011F6 B2 K3 A REE BN BT

The 35th Asia Pacific Privacy Authorities forum was hosted in Jeju, South Korea on 2-3 June 2011.
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The Forum also discussed developments emanating from the
Organisation for Economic Co-operation and Development (OECD),
particularly the establishment of the Global Privacy Enforcement
Network (GPEN). Discussion was held on Asia Pacific Economic
Cooperation (APEC) and the Cross-border Privacy Enforcement
Arrangement (CPEA), to which a number of APPA members are
signatories. The Forum recognised these initiatives as important
mechanisms to support cross-border enforcement.

The 36th APPA Forum was hosted by the Office of the Victorian
Privacy Commissioner in Melbourne, Australia on 1-2 December
2011. Members discussed the exponential growth in the use of social
media sites and welcomed the settlement reached by Facebook and
the United States Federal Trade Commission (FTC).

The members also discussed the results of the 2011 Privacy
Awareness Week survey on social networking, major data breaches,
such as the Sony PlayStation case, and the potential for future joint
enforcement activities. They shared views on cloud computing,
biometrics, privacy and freedom of expression, credit reporting and
civil society.

FEBEERBERAE (£—) £2011 F 12 ALFERNBRARTRITNE=TRNETKRILEE
B -
Privacy Commissioner Mr. Allan Chiang (first from left) attended the 36th APPA Forum in Melbourne, Australia in
December 2011.
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The PCPD has been leading as the convenor of the Technology
Working Group (the TWG) of the Asia Pacific Privacy Authorities
(APPA) since June 2010. During the reporting period, the PCPD
coordinated discussion among all TWG members to identify personal
data privacy issues in the deployment of cloud computing, and
coordinated efforts in seeking clarification from Google on its privacy
policy change on 1 March 2012. The TWG also maintains a library of
papers published by all APPA members on technologies, in order to
form a sharing and reference platform among its members.

On 24 January 2012 Google announced its plan to unify the privacy
policies of all its products into one. While the move to simplify privacy
policy was welcomed by some, many other Google users and privacy
authorities were unsure if specific provisions for data protection (such
as those related to data erasure commitments) on individual Google
services would be lost in the consolidation. Furthermore, it was not
clear whether users were able to segregate their online identities if
they used multiple Google products for different purposes. It was
not clear if Google users would have the choice to opt out of this
arrangement. Finally, Android users are greatly affected as they have
to log on Google in order to meaningfully use Android.

As the convenor of the Technology Working Group (TWG) of
the Asia Pacific Privacy Authorities, PCPD, together with other
members of TWG, sought clarifications with Google and pressed
for improvements in its new privacy practices. PCPD also provided
advice to Hong Kong users of Google services as regards how to
enhance their personal data protection.
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BEEN BARATGE RECEPTION OF OVERSEAS/MAINLAND DELEGATIONS
EERERN ABOESTHARE: In the reporting year, the PCPD received the following delegations:

y

011F4813A—RABABEBNTEINEGS 13 April 2011 - PCPD staff met with a delegation from Bureau of
EEAERRKRE D EBHITVERKE - Foreign Trade and Economic Cooperation of Guangzhou Municipality
(BMTEINE B EEEVER) and gave them an account of the

PCPD's work in different areas of privacy protection.

I

=

2011E5 7168 —FLBEEEIF MK FHBE@EE 16 May 2011 - The Commissioner exchanged views with a delegation
REMEIA KRB ZEILERFE  from Singapore’s Ministry of Information, Communications and the
SERI T E Arts, Singapore, who were
on an exploratory tour in
connection with Singapore’s
plan to introduce data-

privacy legislation.

ABHEREZFEEFM 13 January 2012 — PCPD staff discussed the PCPD's regulatory
REZEEeNZRELBAAFEEERMB  experience in respect of consumer credit data with visitors from
B - Development and Reform
Commission of Guangdong

Province (B SR EZERERMNE

2012F2H10B—REFEABHEBIR TEME 10 February 2012 — PCPD staff discussed the PCPD’s regulatory
BB ZRBEEAEEELRELT o experience in respect of consumer credit data with visitors from
Ministry of Industry and
Information Technology of
the People’s Repubilic of China
(BRI ECED).






