RISTLEE 2EEM
Privacy by Design, Privacy by Default

H#EIF
Compliance Actions
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Best Regulatory Partner - Hong Kong Monetary Authority (HKMA)

Authorized Institutions (as defined in the Banking Ordinance) have strengthened their control
over their collection and use of customers' personal data. HKMA has played an important
role of oversight. It also assisted PCPD in early 2011 in amending the Code of Practice on
Consumer Credit Data to improve Authorized Institutions’ credit risk management, whilst
safeguarding personal data privacy.
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- V5. Meena Datwani, Execytive Director (Banking Condy )
ct),

Hong Kong Monetary Authority
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CONSULTATION

SCHEME $6000

The Commissioner was concerned about the campaigns launched
by non-governmental organizations (“NGOs") offering to provide
assistance to individuals in registering for the Government’s Scheme
to give $6,000 to each holder of a valid Hong Kong Permanent
Identity Card aged 18 or above. As such efforts involved the
collection and use of personal data, the Data Protection Principles
under the Ordinance apply.

While recognizing the good intentions of the campaigns, the
Commissioner advised registrants to note the following to safeguard
their personal data privacy rights:

The risk of data mishandling

Understand the purpose of data collection
Do not provide excessive personal data
Keep relevant records

The Commissioner also advised the NGOs to comply with the
requirements under the Ordinance by:

ensuring the relevance of the data collected;

avoiding excessive and unfair collection of personal data;
informing the registrants of the purpose of the data collection
and to whom the data would be transferred;

ensuring the use of personal data in line with the collection purpose;
ensuring there would be no excessive retention of personal
data that was no longer required; and

ensuring the security of the personal data they collected.

16000




114 FLBEE B AEF IR PCPD ANNUAL REPORT 2011-12

E_E——E - FEMEENEH
ENQUIRIES RECEIVED IN 2011-2012

BENERAMER
ANNUAL ENQUIRY CASELOAD

EOlEES 242

Number of Enquiry Cases

25,000 -
20000 - 19,094 18,103 18,460
15000 - 14,738 12557 14,579
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O -
2011-12 2010-11 2009-10 2008-09 2007-08 2006-07 17 Year

ERFE > REHEE1904REH  Atotal of 19,094 enquiry cases were handled during the year
AR (WEF EFAS5%) + BHFH  (anincrease of 5.5% compared with the previous year). On
BRIR785R ° average, 78 enquiry cases were handled each working day.

B EHERNEE

Figure

NATURE OF ENQUIRY CASES

13% ANEREEEBLFA Code of Practice on Human Resource Management

4% EEXERER R Workplace Surveillance

1% EHEREE Biometrics

2% BAEEENEBFAI Code of Practice on Consumer Credit Data

7% BERH Direct Marketing

5% S0 7S R E M F A RGBT Code of Practice on the Identity Card Number and other
Personal Identifiers

9% EHEREK Data Access Requests

2% BUER Debt Collection

2% B G Internet Related

55%  Hfth Others

34% EPHEX RIREERIRBIH—RER General enquiries on provisions of the Ordinance and DPPs

14% REHNEM BERABAB Information about the PCPD/Contact PCPD staff

4% ALBETBEAERLENER Privacy other than personal data privacy

3% B3N FE B AE Unrelated to PCPD functions
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ENQUIRIES RECEIVED IN 2011-2012
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Figure

MEANS BY WHICH ENQUIRIES WERE MADE

7.3% 2.5%

2R

Hotline

m E=F
Written

90.2% - EEEE
Walk-in

ABOBWERMER (490%) £FEM®  The majority of the enquiry cases (about 90%) were made
NERE HEARE FE2827 28274 Y ° via the PCPD hotline (2827 2827).
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COMPLIANCE CHECKS
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The Commissioner conducts compliance checks into practices that
appear to be inconsistent with the requirements of the Ordinance.
In these cases, the Commissioner alerts the organization in writing,
pointing out the apparent inconsistency or deficiency and inviting
the organization, where appropriate, to take remedial action.

In many cases, the organization takes immediate action to correct
the suspected breach. In some instances, advice is sought from the
Commissioner on the measures that should be taken to prevent
further breaches. In other cases, the Commissioner investigates
the matter and takes appropriate enforcement action to ensure
compliance with the Ordinance. This may include issuing an
enforcement notice to the organization directing it to remedy the
situation.

During the reporting year, the Commissioner carried out 144
compliance checks in relation to practices of data users that may be
inconsistent with the requirements of the Ordinance.

The majority of the compliance checks (103) were conducted
in relation to the private sector. The remaining 41 related to
government departments and statutory bodies. The following
examples highlight some of the compliance checks conducted

during the year.
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Data Breach by Sony PlayStation® Network
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In April 2011, the Sony PlayStation® Network (“PSN") was hacked
and the PSN user account information was compromised due to the
illegal and unauthorized intrusion.

The PSN was estimated to hold 77 million global customer accounts,
of which 400,000 were Hong Kong accounts. Some of the sensitive
personal data in the customer accounts included credit card
information, might be at stake.

To ascertain the situation as a matter of urgency, the Commissioner
swiftly met with the management of Sony Computer Entertainment
Hong Kong Limited ("SCEH") after the incident. The Commissioner
also ordered an enquiry into this data breach incident with a view to
ascertaining whether Sony had taken all practicable steps to protect
its customer data against hacking.

Enquiry revealed that the account information compromised included
the name, address, country, email address, birthdate, PSN password
and login, as well as the PSN online identity of PSN account holders.

To remedy the situation, SCEH took immediate action to notify all
Hong Kong account holders affected in the incident and provided a
telephone hotline to answer public enquiries. The Commissioner also
required SCEH, before resumption of the PSN services, to upgrade
the security protection of the PSN to a satisfactory level to prevent
recurrence of the incident.

SCEH later informed the Commissioner that Sony had identified the
cause of the intrusion, and taken adequate and appropriate remedial
measures to prevent further exploitation of the same vulnerability,
adding that SCEH had received no reports of misuse of their
customers' personal information as a result of the data breach.

In June 2011, the Commissioner decided not take any enforcement
action against SCEH for their resumption of the PSN services but
would closely monitor Sony’s finalization of its investigation into the
intrusion incident.
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Collection of “Cookies” by Local Banks
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It was reported in the mass media that 11 local banks required
their customers to accept cookies* in order to use their Internet
banking services. It was alleged that these banks did not inform
their customers what data were to be collected through the use of
cookies and the purpose of the collection.

Given the public concern about data privacy, the Commissioner
commenced compliance checks on the banks concerned.

In response to the PCPD’s enquiries, the banks provided the PCPD
with information relating to the data stored in the cookies and the
purposes for which cookies were collected when providing Internet
banking services to their customers.

Based on the information provided by the banks, there was no apparent
evidence suggesting that the banks had collected personal data
through the cookies. In any event, the cookies were kept or stored in the
customers’own terminals, not at the bank’s webservers. However, given
that it was technically possible for the cookies to be combined with other
information held by the banks to reveal the individual customer’s identity
and Internet banking habits, the Commissioner took the view that, as a
matter of good practice, the banks should inform their customers what
information they would collect through the cookies and the purpose of
such collection, and provide an opt-out arrangement for those who do
not want their Internet banking habits to be collected through cookies.

To provide pointers to organizational data users on what they should
consider before they deploy online tracking in their websites, the
Commissioner decided to publish an information leaflet entitled
“Online Behavioural Tracking” to explain the relationship between
online tracking, personal data and the Ordinance. It is expected that
the information leaflet will be released in mid-2012.

& A4 AT LA 8 — fElcookie (H1/MESRR) » R Z BB - 4
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* When a visitor accesses a website from a browser (including a mobile phone browser), the website can send a cookie (a small text
file) to be stored in the browser. Websites often store preferences (e.qg. language and font size) or browsing behaviour (e.g. pages or
categories of pages visited) of the visitor in the cookie. Each website can send its own cookies to the browser but the browser only
permits a website to access the cookies it has sent to the browser previously.
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Excessive Collection of Personal Data by Banks from Savings Account Applicants
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In December 2011, the Commissioner published an investigation
report on Hang Seng Bank in relation to its collection of "education
level” and “marital status” information (“the Data") from savings
account applicants. The Commissioner found that Hang Seng Bank
had failed to take all practicable steps to inform the savings account
applicants that the supply of the Data was not obligatory, thereby
contravening DPP1(3)(a)(i) of the Ordinance.

To ascertain whether the Bank's practice was common in the
banking industry, the Commissioner conducted compliance checks
on 19 retail banks in September 2011. It was found that a total of
nine (out of 19) banks had requested savings account applicants
to supply the Data but did not indicate in the relevant application
forms whether the Data were obligatory or optional, when in fact the
Data were optional information and the collection of the Data was
generally for their "know-your-customer” process.

To remedy the situation, all nine banks took the PCPD’s advice and
revised the relevant application forms to indicate clearly that the

supply of the Data was wholly optional.
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Excessive collection of personal data by a recruitment agency
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At a job interview, a recruitment agency collected an interviewee's
age, marital status, height and weight, and took pictures of the
interviewee.

According to the agency, the collection of height, weight and
pictures from job seekers was for the purpose of selecting the best
candidates for their clients, while the collection of marital status was
for better understanding of the job seekers background.

In response to the PCPD's compliance action, the agency promptly
ceased the practice of collecting excessive personal data from job
seekers and revised its job application form accordingly.

The agency also took the PCPD’s advice to refine its Personal
Information Collection Statement by specifying clearly the types
of personal data to be collected, the purposes of collection, and
its policy relating to data retention, data access requests and data

correction requests.
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Repeated loss of USB flash drives by the Hospital Authority
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In 2008, a spate of incidents
involving the loss of patients’
data stored in portable storage
devices ("PSDs") such as USB
flash drives by individual hospitals under the management of the

Hospital Authority ("HA”) raised grave concern about the adequacy
of the HA's data security system for protecting patients’ data, in
particular, patients' data held in electronic form. In order to promote
compliance by the HA with the requirements of the Ordinance,
in particular the “Data Security Principle”, and to give useful
recommendations, the Commissioner carried out an inspection of
the HA pursuant to section 36 of the Ordinance.

As a result of the inspection, the Commissioner made 37
recommendations to the HA to enhance its patients’ data security.
Despite this, data loss incidents involving PSDs continued to occur
in public hospitals and clinics during the reporting year. Hence, the
PCPD took further compliance enforcement action against the HA.

In response to the PCPD’s enquiries, the HA explained that it had in
place internal policies governing personal data security relating to
the use of PSDs. However, in view of the repeated data loss incidents
by HA employees, the Commissioner was concerned that the HA's
policies in place had not been followed through by individual staff
and advised that additional steps be taken to prevent recurrence and
to protect patients'data from further disclosure or unauthorized use.

In light of the Commissioner’s concerns, in 2011 the HA deployed an
“Endpoint Security Software” on all of the HA's personal computers
to mandate encryption of data on all PSDs containing personal data,
thereby enhancing data security and control.
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Email data leak involving 1,158 employees of a restaurant
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A Japanese restaurant reported to the Commissioner that its Human
Resources Department had inadvertently disclosed the personal
data of all its 1,158 staff members in an internal email (“the Email”).
The personal data involved included the name, gender, Hong Kong
identity card number, salary and contact information (“the Data”) of
each staff member.

In response to the PCPD's written enquiries, the restaurant explained
that an employee had exported the Data from the payroll system,
which was originally used for human resources management, into
an Excel spreadsheet for the preparation of a name list for a singing
contest in which 51 of the restaurant’'s employees were to participate.
After compiling the name list, that employee forgot to remove the
spreadsheet containing the Data from the Email and sent it to all staff
by email. As a result, the Data were wrongfully disclosed to all of the
restaurant’s staff.

After the incident, the restaurant took the following remedial action
to mitigate the leak and to prevent recurrence of similar incidents in
future:-

(@) requesting all staff members to delete the Email;

(b) ceasing to use the personal data in the payroll system to
generate name lists unless the use is consistent with the original
purpose of collection;

(c) setting up access control to protect its employees’ personal
data; and

(d) revising the relevant internal policies by confining the use of
employees’ personal data to the original purpose for which the
data were collected.
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SELF - INITIATED INVESTIGATIONS
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The Commissioner is empowered under Section 38(b) of the
Ordinance to initiate an investigation without waiting for any
complainant to come forward. He may often do so where there is
a data breach incident raising widespread public concern. Also, if a
serious breach is found during a compliance check, a PCPD-initiated
investigation will follow to determine whether an enforcement
notice should be issued requiring the data user in question to correct
certain procedures or adopt appropriate remedial measures.

During the reporting year, the Commissioner initiated 11
investigations under Section 38(b) of the Ordinance. Of these
investigations, two compliance investigation reports on the personal

data practices of two banks, namely CITIC Bank International
Limited ("CITIC") and Hang Seng Bank Limited ("Hang Seng"), were
published by the Commissioner.
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INSPECTION ON THE TRIAL SCHEME OF SCHOOL
DRUGTESTING INTAI PO DISTRICT (“THE SCHEME")
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The Scheme was the first of its kind ever

implemented in Hong Kong. It was a
joint initiative of the Government (led
by the Narcotics Division of the Security
Bureau and the Education Bureau) and 23
public sector secondary schools in Tai Po.
The Government, as well as the general
public, had high hopes of its success
in the battle against the youth drug-abuse problem. It was a pilot
scheme which would serve as an important precedent and reference
for the formulation and implementation of any future school drug-
testing schemes.

Given the high sensitivity of the personal data collected and
processed in the drug-testing program and the various public
concerns expressed about the project, particularly as regards privacy
protection, the Commissioner considered it appropriate to carry out
an inspection of the personal data system (“the Inspection”) used
under the Scheme pursuant to section 36 of the Ordinance for the
purpose of making recommendations to these parties who would
carry out similar school drug testing programmes in the future.

The Inspection covered the data-processing cycle, from “soliciting
consent to participate”to “result notification to the students/parents/
guardians” and “destruction of all the relevant records containing
personal data”. It encompassed five major types of works including
enquiries, documentation review, site inspections, interviews and
surveys. In considering the recommendations to be made in the
Inspection report, the Commissioner focused on the results of the
Inspection with reference to the requirements under the six Data
Protection Principles in Schedule 1 of the Ordinance.

The Inspection was completed in early 2012. The Commissioner is
pleased to find that there was no material deficiency in the personal
data system used under the Scheme. However, the PCPD did spot,
among other things, some deficiencies in the security safeguards
of the information technology and communication systems and
devices, which called for remedial action. A full Inspection report
setting out the results of the Inspection and recommendations
arising from the Inspection will be published in mid-2012.
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Pursuant to Part IV of the Ordinance, the Commissioner is
empowered to specify classes of data users and require them
to submit data user returns containing information specified in
Schedule 3 of the Ordinance, e.g. descriptions of the kinds of
personal data held by the data user concerned and the purposes
for which they are used. The Commissioner shall use the Returns
to maintain a register of data users (“the Register”) containing
particulars of the prescribed information supplied by the data users.
The Register shall be made available for inspection by the public. The
Ordinance leaves to the discretion of the Commissioner the scope
and timing of the introduction of Scheme.

Since the Ordinance came into operation in 1996, awareness of
personal data privacy rights has been growing in the community.
This trend, coupled with a series of major data breaches in recent
years which gained widespread media attention, has underlined
the need for organizational data users to have in place responsible
data policies and practices, and to be open and transparent about
them. The Commissioner, therefore, planned to introduce the DURS
in phases. Initially, it will cover (1) the public sector, (2) three large
regulated industries, namely, banking, telecommunications and
insurance, and (3) organizations with a large database of members
(e.g. customer loyalty schemes). He issued a consultation document
in July 2011 to engage bodies representative of the specified classes
of data users and to solicit their views. The Constitutional and
Mainland Affairs Bureau (as the coordinator for the public sector),
the Hong Kong Association of Banks, the Hong Kong Association
of Restricted Licence Banks and Deposit-taking Companies, the
Communications Association of Hong Kong, and the Hong Kong
Federation of Insurers were consulted for their views and comments.
Stakeholders from public and private sectors also provided insightful
views and comments on the topic.

The Commissioner will decide the way forward based on the views
and comments received from the consultation.
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MATCHING PROCEDURE
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During the reporting year, the Commissioner received 31 applications
for approval to carry out matching procedures. All of the applications
came from public sector organisations.

Upon examination, eight applications were approved subject to
conditions imposed by the Commissioner under the Ordinance,
whereas two were subsequently withdrawn by the applicants.
As at 31 March 2012, the remaining 21 applications were under

consideration by the Commissioner.

T RLEREZERNEGREZ : Following are some of the matching procedures approved by the

Commissioner:

BENFRAGERER

Related Matching Procedures that were Approved

RHERE

Requesting Parties
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Consent was given to the Home Affairs Bureau to carry out a matching procedure to
compare the personal data collected from “Scheme $6,000" applicants with the personal
data collected by the Immigration Department from holders of the Hong Kong Identity
Card, 50 as to establish the applicants'eligibility for payments under“Scheme $6,000"

RBEHR

Home Affairs Bureau
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Consent was given to the Labour Department to carry out a matching procedure to
compare the personal data collected from the applicants for transport subsidies under
the Work Incentive Transport Subsidy Scheme with the personal data collected from the
applicants for transport subsidies under the On-the-job Transport Allowance under the
Transport Support Scheme, so as to avoid double payment to the applicants.

BT
Labour Department
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Consent was given to the Social Welfare Department to carry out a matching procedure
to compare the personal data collected by the Social Welfare Department from the
beneficiaries of the Comprehensive Social Security Assistance Scheme and the recipients
of the Higher Disability Allowance under the Social Security Allowance Scheme with
the personal data collected by the Education Bureau from boarders of special boarding
schools, so as to avoid overpayment to the welfare recipients.

HEENE

Social Welfare Department
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Consent was given to the Registration and Electoral Office to carry out a matching
procedure to compare the personal data collected by the Registration and Electoral
Office from registered voters with the personal data collected by the Housing
Department from the occupants of subsidized housing, so as to ensure accuracy of the
address information in the voter register.

BEETER

Registration and Electoral Office






