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Best Enforcement Partners - Department of Justice (DOJ) and Hong Kong
Police Force (the Police)

DOJ and the Police have made contributions in the prosecution of offences under the Personal
Data (Privacy) Ordinance. The official dialogue between PCPD and DOJ/ the Police, which
commenced in early 2011, and the subsequent exchanges culminated in the streamlining of
the procedures for referring suspected offences from PCPD to DOJ/ the Police and a better
understanding of how the referral cases could be more effectively handled. In the past 12 months,
a total of 4 convictions under the Ordinance were recorded, compared with the previous record of
less than one conviction per year.
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COMPLAINTS RECEIVED 2011-2012

E. SEMRFAR
Figiue ANNUAL COMPLAINT CASELOAD

ECaEES 92

Number of Complaint Cases
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- WIR I R
Fiotls TYPES OF PARTIES COMPLAINED AGAINST

HHFEREE

Number of Complaint Cases
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0 - | H = — = = 114647 - 12438
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Private Sector Individuals Government Public Bodies 10548 - 11431
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COMPLAINTS RECEIVED 2011-2012

- S 7B M 1 12 3R
Flotis COMPLAINTS AGAINST PRIVATE-SECTOR ORGANISATIONS

R EZEEE

Number of Complaint Cases
250 -
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200 -
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Banking & Finance Property Management Telecommunications Apr10—Mar 11
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i HAERBNREK

Figure

COMPLAINTS AGAINST PUBLIC-SECTOR ORGANISATIONS

AR EZRER
Number of Complaint Cases
30~ 25 25
25 -
20 - 19
15 - 12 12
10
10 - 8 9 J 8
5 . 3 3
O -
5 FE BER BA HEEN  ANRERGE JSnGviE e
Police Housing AL BRTS Hospital/  Social Welfare/  Food and prit—viar
Leisure & Health Social Work  Environmental 1048 - 11438
Cultural Serivces ~ Services Hygiene Apr 10 —Mar 11

ERFAEHBNERS - K&  The majority of complaints made against public-sector

W& organisations involved allegations of:
HAFKREBHRARIMIGEESEA - the use or disclosure of personal data beyond the
A 2 52 A sk BR (B A B K 36%) scope of the collection purpose and without the

consent of the individual (36%);
BEITATWEBMAERGB%) - the excessive or unfair collection of personal data

(30%);
RAREBEAABEHOREZEE - the lack of security measures to protect personal data
(15%) + & (15%); and

ReEETEHEREKRHHIEE -  non-compliance with data-access or correction
FHE S (13%) ° requests (139%).
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EZ2-—E-_FEBEENRFAESR
COMPLAINTS RECEIVED 2011-2012

LE BREFHME
P NATURE OF COMPLAINTS

AR R FIRHEE
Number of Alleged Breaches
800 - 732 677
400 -
215
200 - 157 422907 120y 1177
0 2 2
Collection A Inadequate  {REZHR MIEER Direct HARE Apr 11— Mar 12
Use without ~ Security  Accuracyand  Access/ marketing  Openness of
consent retention  correction data policy 10F4H - 114F3 7
requests Apr 10—Mar 11

ZE-—E-—FEEEMIS07RE  The 1,507 complaint cases received in 2011-2012 involved

FrEZE W K%1,985IBWIEE R KHIA  atotal of 1,985 alleged breaches of the requirements of the

IE - FEIE LR IHF - 1,7481H(88%)#  Ordinance. Of these, 1,748 (88%) were alleged breaches of

HERREEHRBMFE - LAK237  the data protection principles and 237 (12%) were alleged

TR(129) %8 45 18 R 16 P10 £ BB 153 » contraventions of the provisions in the main body of the
Ordinance.

BAREFEE B xZEREEA  With regard to the nature of the complaints, the highest
HFBEABEERMBE M RARN (732 number of complaints related to the purpose and manner
H) - ERZHRFEAERERL of data collection (732 alleged breaches), followed by
BEMmMEA (6778) - ERHRZE (215  complaints about the use of personal data without the
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AERR
COMPLAINT INVESTIGATIONS

B R —E-CHFERENRFRE
Fai SUMMARY OF COMPLAINTS HANDLED IN 2011-2012

2008-09 p IR 2010-11 2011-2012
R BRI

Complaints carried forward
BEMIRER

Complaints received
IR IR AR AR 2K
Total complaints processed
B SRR

Complaints completed

TEREEVIRGR
Complaints outstanding
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COMPLAINT INVESTIGATIONS

F. 2 87 4 R
Figue OUTCOME OF INVESTIGATIONS

REREER

No prima facie case
REEERE

No Jurisdiction
BB R

Unsubstantiated
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Mediation

el
Withdrawn

SRR E At 357 E AR R 3T

No response/other authority
EXBE

Formal investigation
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E% EXAEER

Figure

RESULTS OF FORMAL INVESTIGATIONS

7% m ERREER R &EE
Contravention
(Data Protection Principles)
B RAGH] E B IR X B TE
Contravention (Provisions)
il
No contravention

22% FIERAE (ERTRRE)

Discontinued (for various reasons)

50%

EARFHRBAATHIENFAEHS7RE  Of the 87 formal investigations completed during the

R FLREH B IR AF24R8%)E  reporting period, the Commissioner found contravention

R TIEBIRIIRE - 19R2%)I FEE ] of the requirements under the Ordinance in 24 (28%)

S AR BHEMBEEAZRBEMIBR ©  cases. In 19 (22%) cases, either no contravention was found

#R T447R(50%) 8l & E 1% 3F ARE T or contravention was not established due to insufficient

REGBEEEmMF IFAE - evidence. The remaining 44 (50%) cases were discontinued,
as the complainants decided not to pursue the matter
further.




FLBE = 8 AE F IR PCPD ANNUAL REPORT 2011-12 73

AERF
COMPLAINT INVESTIGATIONS

ES EHESEWMEE

Figure

NATURE OF CONTRAVENTION

WIE R FIHNE A
Number of Alleged Breaches
20 - 18
15 -
10 -
6
5 - 4
0 - 0 ! Y 0
BERAN  ERIER RERE RETE BRI BHER  BEHERN
Collection REH 15 A Inadequate Direct Access NEEIES
& Purposes Accuracy Use without security marketing requests Openness of
& Retention consent data policy

R EEEREIHEN24REZRS - Of the 24 cases where the requirements under the

18RER I LREZRIRA] - Ordinance were found to have been contravened, 18
HipomiER TIEAIEBIEXHRE © cases involved contravention of one or more of the data
ERFARMEGNEEEERMTEKR protection principles. The remaining six cases involved
RRERERNEZRER - contravention of the requirements of the main body of the

Ordinance relating to direct marketing and compliance

with data-access requests.
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ABERH
COMPLAINT INVESTIGATIONS

EES

AR EZRER

Number of Complaint Cases
150 - 141

100 -
50 -

O -
Advice/
Recommendations made

510 RERFERRBMNTE
Rols ACTION TAKEN AS A RESULT OF COMPLAINTS

21

BERERHENEEAR
THTEE
Undertakings/
Warning notifications

3

BEHEITIEA
Enforcement
notices issued
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CONVICTION CASES

The following are cases in the reporting year where the data
users were found to have contravened the provisions in the
main body of the Ordinance, which constitutes an offence.
After considering the particular circumstances of the cases, the
Commissioner decided to refer them to the Police for criminal
investigation. As a result, the offenders were prosecuted and
convicted of the offences.

It is worth noting that this reporting year saw the first
conviction of an employee for contravening the Ordinance
since its commencement in 1996.

BRHEELRRERREFNEBRBER

A membership sales company failed to comply with a customer’s opt-out request

Y

¢ e)).

My REFAZA  THE COMPLAINT
BHFAHFR M EEHEE R T0OnCard
Limited(F i [RZ A A EENEREHE T
BERgE - At BERFACRDIEER
BEK - ZgDTEREF AL EERH

R

EPIFE34IERE - BERHEAEEREMEA
MIEBIRG ERE - AFLBEZA -

The Complainant had purchased a dining membership from a
club operated by the membership sales company, namely, OnCard
Limited, (the “Company”) several years previously. Since then, the
club made repeated direct-marketing calls to the complainant
despite her opt-out requests.

Under section 34(1) of the Ordinance, a data user should stop
contacting an individual who has made an opt-out request.

2R OUTCOME

. -
lh,}

%N R0 1487 A 1 5 E 18 I AK 151 553401) (i)
K64 (10016 + 4 #I51581,0007T °

9

The Company was convicted of contravening sections 34(1)(ii) and
64(10) of the Ordinance and was fined $1,000 in July 2011.
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CONVICTION CASES

HwEREARAREEERBERIEETF NEBREER

A property agency and its employee failed to comply with a customer’s opt-out request

| 4 N
e @y
L““ RIFAZS THE COMPLAINT

REFAE2007FEBNERBEREARA
A(THEIZARADBE —EEEEM &2
AIEMUKE T RFANLS - sl R BEER
BEEAER - Bt 2 RFATEHERE
ZATNRE - ARRFAZTEFTELER
BEME -BRFEATR -—RERKZRARTE

ERMEHEYE - BZ R RDEERIRER
ANBHEHER -

9

The Complainant had purchased a flat in 2007 via the property
agency, namely, Ricacorp Properties Limited, (the “Agency”),
and the Agency thus collected the Complainant’s personal data,
including name, address and telephone number. Since then, the
Complainant had received numerous calls from the Agency soliciting
the sale or purchase of property. The Complainant had requested
the Agency more than once not to call her for property marketing
purposes, but the Agency continued to make direct-marketing calls
to her.

-
B
¢ }
= %8 OUTCOME

EAE%R 2R REMELLREE 201
F11 AEH T B RIGHIE3400)3) K64 10)15 -
3 Bl ) &1 582,5007T K.2,0007T © A F B 1E
RBAMEREEER BZRAZTEIFELE
ERETE - PINLEED -

o9

After investigation, the Agency and its estate agent employee
were convicted of contravening sections 34(1)(ii) and 64(10) of
the Ordinance and were fined $2,500 and $2,000 respectively in
November 2011. The Estate Agents Authority was informed of the
case for consideration of appropriate follow-up action, such as
disciplinary action.

—BRTERF R HERRIEEREN T E T 32 HEAF M HH S

A bank was fined for sending repeated direct-marketing mail despite a customer’s opt-out request

yﬂ
<@
L" REFAZA  THE COMPLAINT

WHRAZ P ERITEE (THEIZEBITHDH
BF - B2008F  HFEATR—KXEME
KZRITTER M T EEHEB M - BB
MBERIZFATERBEBMH - RFAZER
NEELIZF -

9

The Complainant was a customer of CITIC Bank International (the
“Bank”). Since 2008, the Complainant had requested the Bank in
writing more than once not to send direct-marketing mail to her, but
the Bank continued to do so. The Complainant therefore lodged a
complaint with the PCPD.
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CONVICTION CASES
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p~ #®  OUTCOME

ZARTTFN 2012601 A H B G HIZE3401)G)  The Bank was convicted of breaching sections 34(1)(ii) and 64(10)
64 (106 + # #) 51 582,5007C © 5 IR Z & of the Ordinance and was fined $2,500 in January 2012. Since the
B1996F A KA - 55 —mRIFABFIRLE  commencement of the Ordinance in 1996, this was the second
THEWEBEAEZ K BREMMIKF A conviction for contravention of the Ordinance for sending direct-
FIREERMERGIFEESHRBEHA BN  marketing mail despite the Complainant’s opt-out requests.

[FES
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FRIEE R T B

IMPROVEMENTS IN DATA HANDLING

BT RAFHRAAN —LER - MAERE
RECERRFRARFHEE  TELRE
HEWESI T BETREREMAENLE
B o

The following cases in the reporting year illustrate how data
users responded promptly to complaints and implemented
measures under the guidance of the Commissioner to improve
personal data privacy protection.

BERERERERSNEAESR  AZEREFTRENUARIND

A restaurant handling employees’ personal data must safeguard the data against

disclosure

-

L)

RIEERIE4RA
DPP4

L;} RIFANS THE COMPLAINT

—BERNEMA AT RFEZEERAS —
RREHEMNSGNIERANEER - LAZ
HKEETLEANIIESR -

OB RN R IR MR - MR RS
FARNEDBFEEDT MM - AHZHO—H
BIRNRAF A AR E S - LBEEBA
TEEEIRE 2/ -

"
¢

9

A chef of a restaurant complained to the PCPD that his employer,
the restaurant, had photocopied a menu on the back of a copy of his
Identity Card and used the menu to record customers’ orders.

According to the restaurant, it had photocopied two copies of the
Complainant’s Identity Card due to a copier malfunction. As the extra
copy was put into the tray of the copier, it was subsequently used in

the photocopying of the menu.

-
’} i
e #3R ouTcomE
LEEERBINEBHRIMEEMNBEAE  The Commissioner was of the view that the Identity Card was

o B RERE R AN S 0 RF R BAR
EHEBEN B@RERLEFNRE - ZB
REMBENES  SEEERENEAER
(BRI S MERIAN) T HEGIEABES - WL
BAARBE DM BUR -

sensitive personal data and that when handling the Complainant’s
Identity Card, the restaurant must safeguard the data against
unauthorised disclosure. The restaurant accepted the Commissioner’s
recommendations by formulating
an internal policy on the handling
of employees’ personal data
(especially Identity Card copies),
and ensuring that the relevant

staff were informed of the policy.
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IMPROVEMENTS IN DATA HANDLING

TERERBANRKRER  FEERBANSORETE=F,

Trade Unions handling cases of individuals seeking assistance should not disclose the

identities of the individuals to third parties

REZFEIERAY
DPP3

» -~
¢ e)) .
% RIFAZSA THE COMPLAINT

TXDEAE%IA(T%‘MIQEF'J)EI’JW@E :

TEFERRFAARERBENSEUS (T
MIZM ) KRR AETTER - A
TRISRREEMFNITE YEERRMFAT
gF #EBRE—Ig(THRIIT&Z#Z
HSEBh - R > WFARKRBEIEGLE
HERETISFNES(THEIZEE]D -
it RFARAREBRFLEG L »

TELERGRHBFANRDERKETT
EFRRZEFE - TG LR TERERHER
% BEERFA W FA MR R E KB ES
gxmIgInBe (THRIZEBE]) FH
B - T LEERBRFANERZOZEB
SIFH IR -

ZEEERTE LHRFANERER T

FRER  BEREZERNBE (THEIZ

BE)ZAZIEF T MERMMEBAE - A

BREBEMGHRFA - ZBEHE - AR

ZBMERZESASHEE  WefMaBRER

MR ERENTR - MEATEBRENS
B4

ZBERTHEAPENFNHREZES
WS IRFARZBE R —FEMZESE -
BRI MG A BZAD N ER AR E

B ABSKBEZ - U5 - B B IR AR
AR —FEHMZEER  ZEEFEAE

BEBEHE-

9

The Complainant was an ex-member of a trade union (“Trade
Union A”). In a labour dispute (“the Dispute”) between the
Complainant and his employer, Trade Union A had represented
the Complainant in the negotiation. As the Complainant was not
satisfied with Trade Union A's handling of the case, the Complainant
left Trade Union A and sought assistance from another trade union
(“Trade Union B”). However, the Complainant later learnt that Trade
Union B had disclosed this to a committee member of Trade Union
A (“the Committee Member”). Thus, the Complainant complained
to this Office against Trade Union B.

Trade Union B denied that it had disclosed the Complainant’s case
to Trade Union A or to the Committee Member. Trade Union B stated
that upon receipt of the Complainant’s case, it had met with the
Complainant and informed the Complainant that his case would be
passed to an affiliate of Trade Union B (“the Affiliate”) for follow-up
action. The case was then passed to the Affiliate for further handling.

The Affiliate admitted that when the case had been passed to it, the
staff member responsible for the case (“the Staff Member”) had
discussed the details of the case with the Committee Member in
order to assist the Complainant effectively. According to the Affiliate,
as the Staff Member and the Committee Member knew each other,
they communicated as friends and colleagues, and not in their
official capacity.

The Staff Member stated that he had called the Committee Member
as a friend and told the Committee Member about the Complainant’s
case so as to get more information about the Dispute to help in
the case. Moreover, before the Staff Member told the Committee
Member about the Complainant’s case, the Committee Member was
aware of the case.
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IMPROVEMENTS IN DATA HANDLING

MEEERR/ENZBERARZBE R

AREBEAER - Bt RIRGHIFE
2NF2020fF - ZEBE (MFELIEL)FTRA
ERNIERHERE] - Bt EZERER
EAEBRFARZBE R  BEITREK
ZB BB SRR AR —RIEHBE -
HAZBEKIRFRY —BEMNZIEENE
MR R T BUSZ AU E R AR IER AR
EzZ  BEZEIRFALCSEMTIAFLET
SHANTMAEM T ERE  AXBEER
EPAMSERFANRET ARG —F
BRETEEITHERFANSEHE -

OUTCOME

ERBEANRET  WBE RN
AEAERFTESIEES - BERERR
1BREBA A« AT SR BY A ARG A0S
HEBTFE=E -

2

The Commissioner was of the view that under sections 2(1) and 2(12)
of the Ordinance, the Affiliate (not Trade Union B) was the “data user”
in this case because the Staff Member handled the Complainant’s
personal data on behalf of the Affiliate. Moreover, even if the
Committee Member had already known that the Complainant
sought assistance from the Affiliate, this did not mean that the Staff
Member could casually disclose the Complainant’s case. Though
the Affiliate’s purpose in informing the Committee Member of the
Complainant’s case was to obtain information about the Dispute
for handling the case, the Complainant would not expect or want
Trade Union A to know that he had sought assistance from another
trade union. Therefore, the disclosure of the Complainant’s case to
a third party without the Complainant’s consent fell outside the
Complainant’s reasonable expectation.

Following the recommendations of the Commissioner, the Affiliate
devised guidelines on the protection of the personal data of
individuals who sought assistance from them, including the rule
that the information provided by these individuals should not be
disclosed to third parties without their consent.
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RITHBERETHABESGENATRABAEY  FTEURKETEENBAERRASHNE

EAREERNBEN

A travel agency requesting membership registrants to provide personal data must not
collect excessive personal data and data subjects must be informed of the purpose of

collection

REERE1(1)R1(3)RA
DPP1(1) and 1(3)

- M
¢ e)} _
L-' RIFAZSA THE COMPLAINT

BFAE—FKIRITHOBEELKAEE
B R LA ARR BRI AT A K & 0 S B
MERIN BERIFARMERE - HE
RE - BEOR - AARRESARARK
EREHE (GHEIZEER]  BAITEET
FXERCIEFF o AR ABLILL B FF Bl Z At B9 CUR
SEAERRE)  BEPIWEHBZIKT
HUEZLEERH B

HEOEABNE R - ZRTH RBIKE R
E I B AR (ERE A o

9

When the Complainant made online registration for membership of
a travel agency, in addition to identification and contact information,
the Complainant was required to provide information on occupation,
education level, marital status, personal and family monthly income,
and number of family members (collectively, “the Data”); otherwise,
the registration process could not be completed. In this regard, the
Complainant carefully studied the website’s Personal Information
Collection Statement (“PICS"), but the travel agency’s purpose of
collecting the Data was not stated.

In response to the PCPD’s enquiry, the travel agency explained that
the collection of the Data was for statistical purposes.

#R  OUTCOME

iR
'»7}

LEEERSHBEXAZIKITHNEEMA
TEREERGRBEREZIRTTHIERTA
AR A MEHRZLEERTERZER
FABLRBEE - IS ZIRTTHAER
EEHHBAREZLERB M » ZIKTT
HENEENEE  EE(REEAEHZ
)P IMAKREZLERMNBRN  WRET
SEERMEBNMIZF  WERSHEMELA
AEHEERTRHEZLER

2

The Commissioner was of the view that registrants for membership
of the travel agency had the right to decide whether to provide
the data related to the statistical purposes of the travel agency.
Hence, non-provision of the Data should not affect the registration
for membership of the Complainant. Moreover, it was the duty of
the travel agency to inform the registrants about the purpose of
collecting the Data. The travel agency accepted the Commissioner’s
recommendations and added the purpose of collecting the Data
in its PICS, and amended the web page and the procedure for
membership registration, thus clarifying that the registrants were
free to decide whether to provide the Data or not.
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ER  TERRBTREHNBEEMFEREBRR

A councillor’s office making publicity calls should not use the contact information of citizens

seeking assistance for electioneering purposes

REEFEIRAY
DPP3

N T
L'd' REFAZE  THE COMPLAINT

BAFAGEEGEEZFE R R RZES
(THEIZBE]D W@ =R (T &M
R ) KBY - W T AR KBRS (T
MIZEER ) TENERARE LR -
Hig  BFARBZZERBORENRE -

FHERRIBFEBEN - EZREFSERS
BAL (FRZZENHE) (THIZRE
AL e Bl BFARRBRFZIFEALE
BRBRSRFANRET - EHAZLERE
EREENAE -

EOEAFTNEHE - ZREAEDEEE
ETEMERZINFEAENAL(BER
AANIERBEERREE UHEINERE
RYMERFANBEABEHER G OESH
BRFAZMEREBEBEREEEER]
R e

9

The Complainant sought assistance from the regional office (“the
Office”) of a councillor (“the Councillor”) concerning a cut in
his government disability allowance, and provided his name and
telephone number (“the Data”) to the Office for handling of the
case. Later, the Complainant received a call from the political party
to which the Councillor belonged, inviting him to vote for a District
Council Election candidate of that political party (who was also an
assistant of the Councillor) (“the Candidate”). The Complainant
filed a complaint with this Office accusing the Candidate of using the
Data for electioneering purposes without the Complainant’s consent.

In response to this Office’ enquiry,
the Candidate admitted that his .
electioneering volunteer had contacted *

those citizens who had connection with
the Office (including the Complainant)

N

for District Council Election publicity N

purposes, and that the Office had only

verbally informed the Complainant

that his personal data would be used for “information transmission”
purposes when his data were originally collected.
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—REERE  ASRBY AR E M BEIRTEM  Generally speaking, when people seeking assistance from a
ANERNEZEMSEEEEAAFNKE  councillor's office provide their personal data for handling their
HENSEE  IERMEAHEEEENRESEZ  complaints or requests, the data should not be used for election
ZENFENBEERESEEEH A W publicity programmes conducted by the office staff. Hence, the use
ZIREACARRFEARPTRIBH-MOBL  of the Data for election publicity purposes by the Candidate was
BRMEERSERABRDBIZEENNRA  beyond the original purpose of collection of the same.

WEBH -

FREBEEMESE T @ ZFEAEEEZI  Following the recommendations of the Commissioner, the Candidate
FRBETENEAERK R EBER  undertook that when collecting citizens’ personal data, the Office
mAZRAKPTREH —MEBDUEMEA  would provide them with a PICS stating the use of the data and
BRER)  TEEEZMEEMETL - L would supervise its volunteers to ensure that they would not use
BRMPIEARTE KT RITBEREMIBN  the personal data for purposes unrelated to those stated in the PICS
T AEmfIEAERERRELMZE  without the prescribed consent of the citizens.

BAARPTIEEAMN B M EAN AR L -
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BEREUBEREETHRA  ARREBAT IS EMALHNEAESR

A medical institution sending email to patients must ensure that the email does not contain
other people’s personal data

RIEZE R E4RA
DPP4

'Q
<@ %
Ld' REFAZE  THE COMPLAINT

—HBERERBRERFAEANRAZEL  In an email (“the Email”) sent to patients (including the
—HEFHBH(THEIZEBDF - WE—M Complainant) by a medical institution, a file containing the name,
HEZERA(BERFA)NES B occupation, address, name and telephone number of an emergency
Fi - B2ME AR RBEERIBTEZEER  contact person of many patients (including the Complainant) (“the
MER (THEIZEER]D - KRFAZAAE  File”) was attached. Therefore, the Complainant filed a complaint
WAL BB - with this Office against the medical institution.

ZERUERESOHESHAMIMNBEERE  The medical institution explained that when sending electronic
AZERNENEREHERREHAR - Christmas cards to patients using the data in the File, its staff
FARREEREFEILRHRFA—SBHEEMEA  had mistakenly sent the File which was placed together with the
FACERIE electronic Christmas cards on the desktop.

n ™
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BAFEM - ZBEME R AR A ZENGZE  Apparently, by mistakenly sending the file, the medical institution
ZHERESHRA (BEERFA)MEAE  disclosed patients' personal data to unrelated third parties. Following
RONETEREANE=F - EALBEENEZE  the recommendations of the Commissioner, the medical institution
T ZEERECEEMESEABRIFE AL took several steps: (1) requesting through email that the relevant
SZEH - WERAEENAEES - 8%  recipients destroy the Email; (2) reviewing the relevant internal
HAEMBEHRBEHERAMNEAEZRHE  guidelines, including using software to set passwords to all files
BRIFZEE  URFTZ THREMEREF  containing patients’ personal data; (3) setting up an internal review
EEMTHEHEMER  WIERMWHB BT  procedure to ascertain whether the data need to be sent; and (4)
BrERESIMEIA - applying specified penalties for non-compliance with the guidelines
by its staff.




LB E B NEF IR PCPD ANNUAL REPORT 2011-12 85

R FH 2R

LESSONS LEARNT FROM COMPLAINTS

BEHEATARELAREBARKTEHEBNRFREEZE

ETHAENEHEANSHBEAESR

KREHERNABZAMSEUABELENBEAESR

A direct-marketing company provided an upline marketer and a referrer with copies of

the application form of a new direct marketer, which contained many items of personal

data of the new direct marketer: disclosure of personal data not necessary to the data

transferees

REEF L3RR
DPP3

[ ] ‘4%}' N
Ld“ RIFANS THE COMPLAINT

BFABRRRHBERRE (THEIZRE]D AK
A—RAEHAR (TRIZIT]) WEHR
MR RAR DR T AR MR A
B 5t FREARES -
RITRP BB RIEWEAR - WFARRRE
BfFZARALO [ EREHEE] (THIE
B RMEBAI(THREIZEAL]RHE
THEHABH LR ERZREEIAR -

MREEENHASHELX LT ERZLEALIR
HEZREH BN o ZRARTAZLLEALTH

BRHFANUEERNENERERRFANS
7~ R RBEIFRFA - HEBRENRE
ZEATRRFABTLE R RIZRFANS
RIEMEE NEIIEE B RER
SRS R AR L A LB RIR R A © R A FDR
BERMLEEERPRIZLEATRERFAN
RN - RITERP AR BRI B
Hy o

9

The Complainant filled in an application form (“the Form”) to
enroll as a direct marketer of a direct-marketing company (“the
Company”). She provided her name, gender, date of birth, Identity
Card number, mobile phone number, address, bank account
information and marital status. In the complaint she filed with the
PCPD, she stated that the Company had supplied copies of the Form
containing her personal data, as mentioned above, to her “upline
direct marketer” (“the Upline”) and “referrer” (the two collectively
referred to as “those Parties”).

The Commissioner’s investigation confirmed that the Company
had provided copies of the Form to those Parties. According to the
Company, disclosure of the Complainant’s name to those Parties was
for confirmation of the Complainant’s identity; gender for addressing
the Complainant; date of birth for birthday celebrations, and the
provision of proper training and support by those Parties; and
correspondence address and telephone number for contacting the
Complainant. The Company did not inform the Commissioner of the
purposes of disclosing the Complainant’s Identity Card number, bank
account information and marital status to those Parties.
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Upon investigation, the Commissioner was of the view that under a
joint marketing scheme, the Company’s provision of the basic data of
the direct marketer to those Parties was consistent with the original
purpose of collection of the data. Hence, there was no contravention
of DPP3.

With regard to the date of birth, the Commissioner opined that it
was not necessary for operations and marketing work. The Company
should let the direct marketer decide whether to disclose her date or
month of birth for celebration purposes. As regards the provision of
training and support, the Commissioner believed that disclosure of
the age range of the direct marketer was enough.

Regarding correspondence address and telephone number, as
according to the information provided by the Company, referrers
and direct marketers generally know one another, the referrer could
obtain the contact information directly from the direct marketer
when necessary, and the direct marketer can decide whether to
provide it or not and if so, to decide what data will be provided.
Therefore, it was not necessary for the Company to provide such
data.

The Company had not informed the Commissioner of the purposes
of disclosing the direct marketer’s Identity Card number, bank
account information and marital status, and the Commissioner did
not see any purpose for which the Company must disclose such data
to those Parties.

The Commissioner concluded that the Company’s provision of the
Complainant’s date of birth, Identity Card number, mobile phone
number, address, bank account information and marital status had
contravened DPP3.
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In the course of investigation, the Company had stopped distributing
new direct marketer application form copies to the upline marketers
and referrers. The Company also revised the practice of disclosing
new direct marketers’ personal data to the upline marketers and
referrers. In addition to the direct marketer's number and name,
the upline marketer and referrer can access only the new direct
marketer's gender, date and month of birth, email address, telephone
number and address with the prescribed consent of the new direct
marketer. The practice of disclosing new direct marketer's Identity
Card number, year of birth, bank account information and marital
status was completely stopped.
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Data Access Request made by a complainant on behalf of his son to a primary school

£19(1) % 20(2)(b) &
section 19(1) and 20 (2)(b)
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The Complainant on behalf of his son made a data access request
(the “DAR”) to a primary school requesting copies of all the
information pertaining to his son’s application for admission to the
primary school for two consecutive school years.

The primary school replied to the Complainant that it could provide
the information relating to his son’s application for only the current
school year. As for the documents for the last school year, they had
been destroyed in accordance with the school’s usual practice. The
Complainant suspected that the primary school had withheld the
documents to which he was entitled, so he lodged a complaint with
the PCPD.

The Commissioner’s investigation revealed that the primary school
had destroyed all documents for the last school year at the time of
receiving the DAR. It was discovered that the primary school had
in its possession the total scores of the Complainant’s son for the
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current year recorded in a Master Score Record (the “Record”).
However, the primary school failed to provide the Complainant with
the total scores of his son for the current school year. The primary
school explained that it did not provide the Complainant with a
copy of the Record because the Record also contained the names
and scores of all applicants, not just the Complainant’s son.
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The Commissioner was of the view that the primary school had
contravened section 19(1) of the Ordinance by failing to provide
the requested data contained in the Record on the ground that the
primary school was obliged to provide the requested data contained
in the Record to the Complainant by omitting other applicants
personal data under section 20(2)(b) of the Ordinance.

’

Nevertheless, after the Commissioner had explained the
requirements under 20(2)(b) of the Ordinance to the primary school,
it provided the Complainant with a copy of the Record with the
personal data of other applicants edited out.

In view of the remedial action taken by the primary school, the
Commissioner considered that the contravention had ceased and
there was no likelihood of its repetition. In the circumstances, the
Commissioner decided to put the primary school on warning,
but not to serve an enforcement notice on the primary school in

consequence of the investigation.
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A bank disclosed a data subject’s bank account information to the Police without the data subject’s

prescribed consent and without carefully considering whether the exemptions of sections 58(1)(d)

and (2) were applicable
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The Complainant was a Police Officer. When the Police searched a
financial institution in a criminal intimidation case, it accidentally
found some loan information related to the Complainant. Though it
was proved that the criminal intimidation case did not involve any
criminal elements upon investigation, the Police started an internal
investigation on the Complainant and obtained the Complainant’s
transaction records (“the Data”) from a Bank. The Complainant
was dissatisfied that the Bank had disclosed the Data to the Police
without his prior consent and thus lodged a complaint with the
PCPD.

According to the Bank, it received a letter from the Police
requesting that it provide the Data of the Complainant for
disciplinary investigation of the Complainant’s financial status. The
Police stated in the letter that the request was exempt from the
provisions of sections 58(1)(d) and (2) of the Ordinance. The Bank
believed that enforcement authorities were empowered to obtain
customer information from them without giving them any detailed
explanation, and their liabilities were exempted under sections
58(1)(d) and (2) of the Ordinance. The Bank also believed that by
quoting exemptions 58(1)(d) and (2) of the Ordinance in the letter,
the Police had clearly indicated that the Complainant’s personal
data were used for the purpose of prevention, preclusion or remedy
(including punishment) of unlawful or seriously improper conduct,
or dishonesty or malpractice by persons, and the Police should have
reasonably believed that if the Complainant’s personal data were not
used in such way, it would be likely to prejudice the matters referred
to in section 58(1)(d) of the Ordinance. Thus, the Bank supplied
the Data of the Complainant to the Police without trying to ask for
details of the investigation from the Police.
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Though the Police stated in the letter that the request was exempt
from sections 58(1)(d) and (2) of the Ordinance, the Bank must have
known that the exemptions of sections 58(1)(d) and (2) were related
to DPP3, which was about the use of personal data. It was up to
the data user holding the personal data (i.e. the Bank) to consider
whether it was appropriate to rely on the exemption when the
personal data were used in such way. In other words, under the
circumstances of the case, if the exemption was not applicable, the
liability was vested in the Bank, not the Police. Moreover, sections
58(1)(d) and (2) of the Ordinance are exemption provisions which
allow data users to be exempted from DPP3 when the conditions in
relevant provisions are satisfied. The sections do not require that the
data users must not comply with DPP3. Therefore, the Bank could
not simply take the Police’s statement that sections 58(1)(d) and (2)
of the Ordinance were applicable as legally binding requirements
and believe that it must supply the Data to the Police.

In the Commissioner’s view, the Bank should have known that the
Data were its customer'’s sensitive personal data and that it had
the duty to keep the Data confidential. Such duty should not be
ignored and the provision of the Data to the Police was not within
its customer’s reasonable privacy expectation. The Bank should
try to understand the details of the case and analyze objectively,
and make enquiries with the Police to decide if the circumstances
satisfied the requirements of section 58(1)(d) of the Ordinance. On
the other hand, section 58(2)(b) of the Ordinance stipulates that the
exemption is applicable in a case in which compliance with DPP3
would be likely to prejudice the matters referred to in section 58(1) of
the Ordinance. The Bank should have reasonable ground to believe
that non-disclosure of the Data would be likely to prejudice the
purpose of section 58(1)(d). In this case, even if the Bank had learnt
about the details of the Police’s investigation of the Complainant, the
Bank had to analyze the facts objectively to see whether it would be
likely to prejudice or hinder the purpose of section 58(1)(d) if DPP3
was applicable.
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In this case, the Commissioner was of the view that the Bank could
not believe that provision of the Data to the Police complied with
section 58(1)(d) by simply relying on the letter of the Police, and
could not reasonably believe that it would be likely to prejudice
the purpose referred by the Police if DPP3 was applicable so that
the exemption of section 58(2) of the Ordinance could be relied on.
Hence, the Commissioner opined that the Bank's act of providing the
Data to the Police had contravened DPP3.

The Bank subsequently accepted the PCPD’s advice and formulated
policies requiring the staff of the bank, when encountering similar

requests from the Police, to make enquiries with the Police to learn
more about the details of the case before deciding whether to
provide the data to the Police or not.
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48(2) OF THE PERSONAL DATA

(PRIVACY) ORDINANCE

Under section 48(2) of the Ordinance, the Commissioner
may, after completing an investigation, and if he opines
that it is in the public interest to do so, publish a report
(“Report”) setting out the investigation results, and
any recommendations or comments arising from the
investigation, as he sees fit. During the reporting year, the
Commissioner published twelve Reports.

Since June 2011, the Commissioner adopted the policy of
naming in a published investigation report the corporate
data user which has contravened the legal requirements. The
practice serves to invoke the sanction and discipline of public
scrutiny and in turn encourages compliant behaviour by both
the data user being the subject of investigation and other data
users facing similar investigation issues.

Unfair Collection of Personal Data of Artistes by Magazine
Publishers

On 28 March 2012, the Commissioner published two investigation
reports against two magazine publishers, namely, Sudden Weekly
Limited (“Sudden Weekly”) and FACE Magazine Limited (“Face
Magazine”) for collection of the personal data of three artistes by
unfair means, which contravened the requirements of DPP1(2) under
the Ordinance.

Background

The three complainants in these two Reports are TV artistes (“Artiste
A", “Artiste B”, and “Artiste C”). The two publishers involved
through using photographic equipment such as long-focus lens and
magnifier, took photographs clandestinely of their private activities
at home and published the photographs in their magazines. Most
of the photographs published of Artiste A showed his naked body.
Photographs published of Artiste B and Artiste C depicted their daily
life and intimate acts at their home premises.



94 ALEHEER

ZEF R PCPD ANNUAL REPORT 2011-12

BECEAAER (BB) KA F48(2)HRBERVBE
REPORT PUBLISHED UNDER SECTION 48(2) OF THE PERSONAL DATA (PRIVACY) ORDINANCE

AE
LEEERARENEE@RA MMEMT
HARKRBIABERZAR  UWEROHEEH
REBWER - ERASHIET  REDRAE
AR BAZREZEARRGERHANEH
BREBANEAARERAZRE -

ME AR RIS AREER A 2 A M
BENBYCECERBAT BALKE
AANEMRENCEBEN - BAFNE
FIE—BAENSE BAZEEARNE
PRER AR —RIEENFHOLE - AR
EREEBLAAMENERBANEEHM
HERE - Hp —BMSENRKRER AR
ERHNEABRAERTERBAFRES —F
HEBARE ME—MaELlZREEBNR
ZHRABAZBEARNFE - MEMEGHLE
WBAF BAZLKBARGETESER
E’ﬂ BRI DRI EEAR - Eitt - /R E
WAMBEEERA - BB -

— B AR E A & L 5 2
A Elﬂiéi’])?i% 4%.:% mAFER
BERADEATXIRE B ITEERESTH
KIFARBA > MK EELETEZREDN
R -

The Investigation

The Commissioner summoned the representatives of the two
publishers who made the editorial decision on the publication of
the photographs to this Office for examination, so as to obtain their
verbal statements and copies of the photographs. In the course of
investigation, written statements were taken from Artiste A, Artiste
B and Artiste C respectively and site inspections were carried out at
their homes and in the vicinity.

The representatives of the two publishers both admitted that the
photographs were taken by their employed photographers from a
far distance from the homes of Artistes A, Artistes B and Artiste C.
Artiste A's home was on high floor of a building. The home of Artiste
B and C faced a hillside not normally accessible to the public. The
photo-taking was carried out over several days through systematic
surveillance of the artistes” activities. The representative of Sudden
Weekly claimed that the purpose of taking and publishing the
photographs was to prove that Artiste A was cohabiting with another
female artist, whilst Face Magazine claimed that its purpose was to
prove that Artiste B and Artiste C were cohabitees. Both publishers
claimed that Artiste A, Artiste B and Artiste C had on different
occasions denied in public that they were not in cohabitation with
others. As such, the two publishers took the photographs as proof
that they were not telling the truth.

The Commissioner’s Findings

The Commissioner was of the view that an individual should
be protected from unwarranted intrusion to his/her private life,
irrespective of his/her social status and occupation. The complainants
in question should not be deprived of this privacy right just because
they were TV artistes.
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Although DPP1(2) does not require magazine publishers to obtain
the artistes’ consent before collecting their personal data, they
must take into account the artistes’ reasonable expectation of
privacy before doing so. In the circumstances of the present cases,
the artistes had a legitimately high expectation of their privacy as
they were staying in their homes which had an open view. Artiste
A's home was on a high floor of a building which was not exposed
to public view within normal viewing distance. He would not
reasonably expect that photos showing him in the nude would be
taken by someone from a far distance using special photographic
equipment such as long-focus lens and magnifier. Likewise, the flat
where artistes B and C stayed faced a hillside not normally accessible
to the public. They would not reasonably expect that photos of their
intimate acts at home would be taken clandestinely.

In both cases, the photographs were taken clandestinely through
systematic surveillance of the artistes’ activities. The photographers
spent several days, night and day to carry out their job. The
Commissioner is of the view that this amounted to a serious intrusion
on the artistes' privacy and could not be accepted as fair unless there
were legitimate justifications.

Both publishers argued that the photographs and the accompanying
articles published in their magazines served a public interest as
they showed that Artiste A, Artiste B and Artiste C were all in the
state of cohabitation, contrary to their earlier denial to the media.
The Commissioner did not accept these arguments as ground for
supporting their claim of public interest.
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Firstly, the state of cohabitation or otherwise is an individual’s
sensitive personal data which he or she is under no obligation to
divulge to others. There was no evidence that the artistes had talked
about cohabitation of their own volition or in a high profile manner.
They had responded to “gossip gathering” questions from the press
instead of actively touted pubilicity. Their responses could be taken
as a natural response to protect their privacy. They were gossip news
rather than matters of public interest. Unlike marriage, cohabitation
is an ill-defined term subject to different interpretations. Even if
photos taken of a couple staying together at home may show their
cohabitation at the time of shooting, they provide no clue as to
whether such a relationship existed in the past. In other words, any
attempt by the two magazines to prove the falsity of the artistes’
earlier denial of cohabitation is doomed to be futile. Furthermore,
there were many ways to show a couple’s cohabitation relationship.
The disproportionate use of lurid and sensational photos by the
two magazines casts grave doubt on their contention that they had
acted in the public interest rather than to satisfy readers’ curiosity of
the private lives of the artistes concerned.

The Commissioner stressed that interest or curiosity value to the
public was not necessarily in the public interest. Public interest must
involve a matter of legitimate public concern. There is a distinction
to be drawn between reporting facts capable of contributing to a
debate of general public interest and making tawdry descriptions
about a pubilic figure’s private life.

Having considered all the circumstances of the two cases, the
Commissioner concluded that the clandestine photo-taking by the
two magazines were highly privacy intrusive and not supported
by public interest considerations. It constituted unfair collection of
personal data and a contravention of DPP1(2) under the Ordinance.

Enforcement notices were served on both publishers directing
them to take steps to remedy the contravention and the matters
occasioning it. In response, the two publishers respectively lodged
appeals against the enforcement notices with the Administrative
Appeals Board.
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Recommendations Arising from the Investigation

The Commissioner had enquired with the Hong Kong Journalists
Association and found that his determination on the two cases was
consistent with the established professional standard of the media
industry.

The present cases pose the important question of balancing the
“freedom of expression” with the “right to privacy” The Commissioner
very much respects the freedom of speech and of the press. This is
a fundamental right preserved by the Basic Law and the Hong Kong
Bill of Rights. The exercise of this right by the media serves the noble
purpose of public scrutiny by unveiling important social phenomena
or problems, and reporting incidents involving significant public
interest. However, the right to freedom of speech and of the press
has to be balanced with the equally important fundamental right of
privacy, which is also protected by the Basic Law and the Hong Kong
Bill of Rights. It should not be exploited by media organisations as
a privilege, without legitimate grounds, to make use of information
of other people’s private lives for attaining commercial gains. In
particular, it does not entitle the press to use privacy intrusive
means to acquire personal data which others wish to keep private,
unless there are legitimate justifications such as an overriding public
interest.

The Commissioner further emphasized that neither the freedom
of the press nor the right to privacy is absolute. They are of equal
value in a civil society and none has pre-eminence over the other.
It is therefore necessary to find a way of balancing the exercise of
these rights. In this regard, the Law Reform Commission issued a
consultation document ‘Privacy and Media Intrusion”in 1999 and
released its consultation report in December 2004. The Commissioner
hopes the Government will follow up and lead public discussion on
this issue to gather the opinion of different stakeholders, with a view
to introducing appropriate legislation to balance the two rights.
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A Car Park Management Company Collected Vehicle Owners’
Personal Data from Register of Vehicles for Direct Marketing

On 14 February 2012, the Commissioner published a Report
concerning the collection by a car park management company,
namely, Imperial Parking (HK) Limited (“Imperial”), of vehicle
owners' personal data from the Register of Vehicles for direct
marketing.

Background

The Complainant received a letter from Imperial promoting monthly
parking privileges. The letter contained his name, address and
vehicle license plate number. The Complainant then inquired with
Imperial about the source from which it obtained his personal
data. He was informed that his personal data had been obtained
from the Transport Department. The Complainant was dissatisfied
that Imperial had collected his personal data from the Transport
Department for direct marketing purposes and thus lodged a
complaint with the Commissioner.

The Investigation

The Commissioner found that Imperial had sent its employee to the
Transport Department to collect the data of the Complainant, and
the employee had stated in the Application Form for a Certificate
of Particulars of Motor Vehicle (“the Application Form”) that the
purpose for the application was for “legal proceedings’, but the real
purpose was to promote preferential parking rate at the Company’s
car park.

However, the Transport Department has also stated in the
Application Form that the personal data in the Register of Vehicles
should be used for the purposes of traffic and transport matters.
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The Commissioner’s Findings

The Transport Department had reminded applicants to provide
true and complete information on the Application Form; otherwise
they could be in breach of Section 111(3) of Road Traffic Ordinance.
Therefore, the Commissioner was of the view that the representation
of Imperial, obviously false, contravened DPP1(2), which requires
data users to collect personal data by means which are lawful and
fair in the circumstances of the case.

Besides, the Complainant originally provided his personal data
for registration and licensing of his vehicle and did not know that
his personal data would later be used for commercial promotion
purpose. As Imperial’s act of using the personal data of car owners
for business promotion was unrelated to the purposes of the Road
Traffic Ordinance, it fell outside the reasonable expectation of the
Complainant. Therefore, without the explicit consent voluntarily
given by its customers, the use of customers’ personal data for the
promotion of preferential parking rate offered by Imperial’s car park
has contravened the requirement under DPP3.

In response to PCPD’s investigation, Imperial had destroyed the
vehicle owners’' data collected from the Transport Department,
undertaken that it would not obtain such data from the Transport
Department for the purposes of promoting its services and issued
relevant internal guidelines to its staff.

Recommendation Arising from the Investigation

The use of the personal data kept in public registers is governed by
the terms prescribed by the operators of the registers or the relevant
ordinance establishing such registers. If data users indiscriminately
use personal data extracted from public registers for direct
marketing, they do so at their own peril. Regarding the collection
and use of personal data in direct marketing, data users should make
reference to the Guidance on the Collection and Use of Personal
Data in Direct Marketing issued by PCPD.
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A Property Management Company Collected Employees
Personal Data by Covert Recording Device

On 14 February 2012, the Commissioner published a Report
concerning the collection of employees’ personal data by covert
recording by a property management company, namely, Hong Yip
Service Company Limited (“Hong Yip”).

Background

The two Complainants in this case are ex-employees of Hong Yip.
Their duties related to the security of a private residential estate
(“the Estate”) managed by Hong Yip.

The Complainants were summarily dismissed by Hong Yip on the
ground of unauthorised absences from duty because Hong Yip learnt
from the images captured by a covert recording device it installed
that the Complainants were respectively found to have lingered for a
long time in the staff changing room of the Estate while on duty.

The Complainants were dissatisfied that Hong Yip had invaded
their privacy by collecting their personal data through the covert
recording device without their knowledge and hence lodged a
complaint with the Commissioner.

The Investigation

Hong Yip explained that the installation of the covert recording
device was for security purpose, in particular for investigation into
the owners' complaints about distribution of promotional materials
in the car park. However, upon investigation, the Commissioner
found that Hong Yip's real purpose of installing the covert
recording device was to monitor the performance of its employees
while on duty.
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Even if Hong Yip had installed the covert recording device for
investigating the aforesaid complaints, the acts of identifying the
Complainants from the recorded images, and then retaining the
recorded images showing the Complainants’ activities and making
records in respect of the Complainants’ unauthorised absences from
duty as evidence for lawful dismissal constituted “collection” of the
Complainants’ personal data. This is because the acts satisfied the
criteria of personal data collection in the Court of Appeal case of
Eastweek Publisher Ltd and Another v Privacy Commissioner for Personal
Data [2000] 2HKLRD83, namely, “compiling information about an
identified person or about a person whom the data user intends
to or seeks to identify” and “the data collected are regarded as an
important item of information of the individual by the data user”.

The Commissioner’s Findings

The Commissioner was of the view that such act of covert
surveillance contravened the requirements under DPP1(2), which
required that the Complainants’ personal data must be collected
by means which were lawful and fair in the circumstances of the
case. The Commissioner did not consider that the seriousness of
unauthorised absences from duty justified Hong Yip to conduct
covert monitoring, which was highly privacy intrusive. In the
circumstances of the case, Hong Yip could have chosen other less
privacy intrusive alternatives to monitor the Complainants, e.g. by
conducting a surprise check. The Commissioner also found that
the Company had not developed a privacy policy on employee
monitoring, and that its employees had not been informed of such
arrangement.

Recommendations Arising from the Investigation

The Commissioner stressed that the decision of this case should
not be construed as encouraging employees to use privacy as an
excuse for neglect of duty, although whether the Complainants had
neglected their duties in this case was beyond the Commissioner’s
investigation and jurisdiction.
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To achieve effective human resources management, it is widely
accepted that employers would monitor employees’ daily work
performance. Nevertheless, covert monitoring by employers
is generally regarded as highly privacy intrusive. Hence, covert
monitoring should only be used when employers have no other
alternative and if it is absolutely necessary to do so, e.g. (a) there
is a reasonable suspicion that an unlawful activity is about to
be committed, is being committed or has been committed; (b)
the need to resort to covert monitoring to detect or to collect
evidence of that unlawful activity is absolutely necessary given the
circumstances; and (c) the use of overt monitoring would likely
prejudice the detection or the successful gathering of evidence of
that unlawful activity.

Employers should formulate privacy policy related to employee
monitoring to clearly explain to their employees the purpose of
monitoring, possible cases and ways of monitoring, and they should
properly manage the accuracy, retention and access of the data
obtained. When formulating and expounding on monitoring policy,
they should maintain active communication with employees to
enhance transparency of the policy and to promote mutual trust
between employers and employees.

Transfer of Customers’ Personal Data by Five Banks to
Unconnected Third Parties for Direct Marketing Purposes

Background

In 2010, the Octopus incident raised grave public concern over the
sale of customers' personal data by organisations without customers’
consent. Around that time, the Commissioner commenced
investigation into the practices of five banks. All the investigations
were completed during the reporting year. On 20 June 2011, the
Commissioner published the Reports on four complaint-based
cases concerning Citibank, Fubon Bank, ICBC and Wing Hang Bank
respectively. On 15 December 2011, the Commissioner published
the last Report in the same series on an investigation initiated by
PCPD concerning CITIC Bank International Limited.
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The Commissioner’s Findings

In summary, the five banks’ contraventions in the collection and use
of customers' personal data for direct marketing were as follows:

(a) Collection of personal data (Contravention of DPP1)

The banks used vague and loose terms to inform customers of
the classes of persons to whom the data might be transferred
and hence customers could not ascertain with a reasonable
degree of certainty the persons who could use their personal
data. The font size of the Personal Information Collection
Statement (“PICS”) was too small to be easily legible.

(b) Use of personal data (Contravention of DPP3)

Customers’ personal data were disclosed without their express
and voluntary consent to third parties for marketing purpose
and monetary gain. Such use of customers’ personal data was
not within their reasonable expectation.

In all five cases, the customer was only provided with one space
to sign on the service application form. Hence he/she had to
choose between (i) giving up the application for the service and
(i) agreeing to the transfer of his/her personal data to unrelated
third parties for direct marketing purposes and monetary gains
when in fact he/she might find such use objectionable. Such
“bundled consent” could not be regarded as an express and
voluntary consent as required under the Ordinance.

(c) Non-compliance with opt-out requests (Contravention of Section
34(1) of the Ordinance)

In the case of ICBC, a customer’s written request for ceasing to
use her personal data for direct marketing was poorly handled.
It is clear that the bank’s operational system for handling
customers’ opt-out requests was deficient and the handling staff
had been grossly negligent. Even though the customer had
lodged an opt-out request with the bank, she had to complain
several times about continued telemarketing calls in a period of
8 months before the request was finally acceded to.
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In response to PCPD’s investigations, the banks ceased
disclosing their existing customers’ personal data to
unconnected companies for marketing purposes unless
prescribed consent had been obtained from customers, and
took appropriate remedial actions such as improving the design
and wordings of its PICS. ICBC also undertook to formulate a
written policy/guideline to ensure compliance with customers’
direct marketing opt-out requests, and to take all reasonably
practicable steps (such as appropriate training, guidance and
disciplinary actions) to ensure that its staff adhered to the
policy/guideline.

Recommendation Arising from the Investigations

Privacy intrusion incidents in 2010 have revealed that many
enterprises, including banks, were involved in the transfer of
customers’ personal data to third parties for direct marketing
purposes without explicitly and specifically informing the customers
of the purpose of the transfer and the identity of the transferees, and,
where prescribed consent was required, without first seeking the
customer’s express consent. In many cases, the enterprises made the
data transfer in return for monetary gains. Such act was tantamount
to an unauthorised sale of personal data.

The above incidents gave rise to widespread community concerns
which have been addressed by the Government in the form of
amendments to the Ordinance to provide for tighter regulation and
stiffer penalties. Under the new provisions, if an organisation intends
to (a) use or provide a customer’s personal data to others for use in
direct marketing, or (b) sell a customer’s personal data, he can only
do so if (i) he has received a written response from the customer and
(i) no objection is indicated in the response (“opt-out”); otherwise
it risks committing an offence.
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The Commissioner hoped that these amendments could be
implemented at an early date in order to strengthen regulation over
the collection, use and sale of personal data for direct marketing.
Meanwhile, banks and organisations involved in the collection, use
and sale of personal data for direct marketing activities were strongly
advised to follow the existing legal requirements and good practice
recommendations as explained in the Guidance on the Collection
and Use of Personal Data in Direct Marketing issued by PCPD in
October 2010. It is imperative that they take a more proactive
customer-centric and privacy-friendly approach in their marketing
strategies and business processes. In return, they will enjoy enhanced
customer trust and loyalty, thus creating a win-win for both the
customers and themselves.

Collection of Personal Data from Savings Account Applicants
by a Bank

On 15 December 2011, the Commissioner published a Report
concerning Hang Seng Bank’s collection of certain personal data
("education level” and "marital status”) from applicants for savings
account without stating that these data items were in fact optional.

Background

The complainant applied to open a savings account at a branch
of Hang Seng Bank. He was required to provide his personal data,
including “education level” and “marital status. The complainant
considered that for the purpose of opening a savings account, the
collection of his “education level” and “marital status” was excessive
and therefore lodged a complaint with the Commissioner.

The Investigation

Hang Seng Bank clarified that “education level” and “marital status”
were collected for promoting its products and services to the
customer and such items were not compulsory. Applicants could still
open a savings account without providing these two items. However,
the Bank confirmed that at the time when the complainant applied
for a savings account, there was no remark to indicate that the items
"education level”and “marital status”in the account application form
were optional.
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In the course of the investigation, Hang Seng Bank revised its
account application form to indicate that the “educational level”
and “marital status” were optional information, and briefed its
frontline staff to handle collection of personal data from customers
accordingly.

The Commissioner’s Findings

Under DPP1(3)(a)(i), all practicable steps should be taken by the
bank to ensure that on or before collecting the savings account
applicants’information on “education level” and “marital status’, the
applicants are clearly informed that the provision of such data is
voluntary. The Commissioner took the view that before revision of
its account application form, the bank had not taken all practicable
steps to ensure that the savings account applicants (including
the complainant) were explicitly or implicitly informed that it was
voluntary for them to supply information on “education level” and
“marital status” for the sole purpose of opening savings accounts,
thus DPP1(3)(a)(i) was contravened.

Recommendation Arising from the Investigation

Business organisations should examine their service application
forms to ensure that the personal data collected are necessary and
not excessive. Those which seek to collect customers’ personal data
other than their names and contact particulars for direct marketing
should inform the customers of their right to choose whether or not
to provide such data.

Prolonged Retention of Bankruptcy Data by a Bank

On 15 December 2011, the Commissioner published a report
concerning Hang Seng Bank’s prolonged retention its customers’
bankruptcy data.
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Background

During the course of a self-initiated investigation prompted by a
complaint, it was revealed that Hang Seng had been engaged in
the practice of retaining its customers’ bankruptcy data for 99 years
without justification.

The Commissioner is of the view that bankruptcy data should not
be kept any longer than 8 years for the reason that a bankrupt will
normally be discharged upon expiry of a period between 4 and
8 years from the declaration of bankruptcy. For that reason, Hang
Seng’s retention of the bankruptcy data was longer than necessary,
thus contravening section 26(1) and DPP2(2) of the Ordinance.

Hang Seng has since revised its policy not to retain customers’
bankruptcy data for more than 8 years from the declaration of
bankruptcy. In the circumstances, the Commissioner considered
that recurrence of the contravention was unlikely, and hence no
enforcement notice was served on Hang Seng.

Recommendation Arising from the Investigation

Data users, including banks, must exercise good judgment and care
in determining the appropriate retention period having regard to the
purpose of collection of the personal data. To say the least, keeping
personal data longer than necessary would aggravate the risk of
unauthorised access or other uses which jeopardize the interests of
the data subjects, and increase the cost of safequarding the personal
data.

In general, it is important that data users carefully manage personal
data throughout its entire life cycle, from data collection to data
retention to data destruction. This demands a proactive approach
and commitment to a robust privacy and risk management regime
on the part of senior leadership. A laissez-faire approach to the
protection of personal data is not an option.
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Inland Revenue Department Failed to Take All Reasonably
Practicable Steps to Ensure the Accuracy of a Tax Payer’s Address

On 20 June 2011, the Commissioner published a Report in respect
of an investigation into a complaint against the Inland Revenue
Department (“IRD") for failing to ensure the accuracy of the address
of a tax payer.

Background

The Complainant was a tax-payer. As she had not received her annual
“Notice of Assessment and Demand for Tax” (“Tax Demand”), she
made certain enquiries with IRD and was informed that IRD had
inadvertently replaced her address with another taxpayer's address
(“Address X"). As a result, the Complainant’s Tax Demand Notice
was sent to Address X and subsequently returned undelivered to
IRD. IRD officer attempted to rectify the problem by changing the
record back to the Complainant’s address. Unfortunately, the flat
number of the Complainant’s address was wrongly input and thus
the Complainant’s Tax Demand Notice was sent to yet another third
party’s address (“Address Y”). Upon receiving the Complainant’s
enquiries, IRD re-sent duplicates of the Complainant’s Tax Demand
Notice to Address Y without identifying the cause of the problem.
The Complainant complained to this Office that IRD had mistakenly
updated her address for several times and retained an incorrect
record of her address.

The Investigation

The Commissioner obtained relevant documents from IRD which
revealed that the case had been handled by no fewer than four staff
members from four different units of IRD but they all failed to correct
the tax payer's address. Only after she had made six complaints by
email, telephone and meeting the IRD staff in person did IRD finally
correct the data.
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IRD stated that with regard to the amendment of address, IRD had
in place procedural guidelines and required its staff to verify the
identity of the tax payer and to exercise special care when amending
a tax payer's address. Staff were regularly reminded to exercise due
care when updating tax payers’ information and addresses during
staff briefings and by re-circulation of relevant circulars. Random
checks were conducted by supervisors.

IRD considered that the complaint was an isolated incident that
arose through the carelessness, oversight or error of the handling
staff. In response to the complaint, IRD had taken remedial measures
to prevent the recurrence of similar incident in future. A new
computer system was also implemented to randomly check the
accuracy of the transactions for address amendments.

The Commissioner’s Findings

In this incident, the Commissioner finds that IRD had allowed
multiple human errors in the processing of the complainant’s
information. This incident reflects the lack of data protection
awareness not only on the part of a single staff member but
also across different units of IRD. The Commissioner found that
IRD had contravened the requirements of DPP2(1) for failing to
take all reasonably practicable steps to ensure the accuracy of
the Complainant’s address held and used by it. Nevertheless, the
Commissioner recognises that IRD has followed his advice and
recommendations, and implemented remedial and improvement
measures to address the problems identified and to prevent their
recurrence. IRD also furnished a written undertaking confirming that
the following remedial actions had been taken:

(i) IRD had sent its Tax Inspector to trace the whereabouts of the
Complainant’s Tax Demand sent to Address Y but to no avail.

(i) IRD's Tax Return form was revised by incorporating the change
of address section in the Appendix into the main form so as to
eliminate the possibility of mismatching between the Appendix
and the main form where a request for address change was
made.



110 REHFER

ZEF R PCPD ANNUAL REPORT 2011-12

BECEAAER (BB) KA F48(2)HRBERVBE
REPORT PUBLISHED UNDER SECTION 48(2) OF THE PERSONAL DATA (PRIVACY) ORDINANCE

iy BEEES Egﬁﬂf$ﬁ9§ﬁz
THAFERMU B ETEEEX
WIEEREE ﬁ%%EL#ﬁ%Wﬁ%
B AE A E R R T HE B2

Fr #8351 &S5 8 - (mER RS
MIAE R B BT o
At - REBEEERBRARBELRITEM -

AES|IHHER
LEEEREINABREAESHRLRND
BEREMEIIREBEZIERF  WHEMFI—
BESHHREABEZE THEEHRRE
BE Tl EABHEFRHANKE Z2E -
EHRSLEHBZENRELNRENER
%ﬁ'E%%T*WOM%EQEﬁE'ﬁ

JB — BRI BT ERFT - fP REBE AT
%&TE MEBEMN TEREER - KR
NERANERRENER - LEEEFE
RS ESDRR (REMEERE[MAER
P ERFT) - TRREEMEIAR /A
LREEERRENEEE - ERtELE &
BEEEESE ML EBBAERBBIE
LEEMREER  ABREREEEILESE
B LeRNETE -

A w—— .

(i) IRD had undertaken to conduct daily supervisory check on
at least 10% of the address amendments made manually to
the IRD’s database and to implement measures to ensure
compliance by its staff with the procedures, guidelines and/
or checklists issued by IRD to ensure/maintain accuracy of tax

payers'information.

In the circumstances, no enforcement notice was served on IRD.

Recommendations Arising from the Investigation

The Commissioner notes IRD is adamant that guidelines and
supervisory check procedures were in place well before this
incident and that it had made efforts to ensure that staff at all
levels fully understood the data protection policies. However,
the irregularities identified in this investigation, which involved
multiple mistakes committed by different staff across a number of
work units, speak for themselves. IRD is a large department with
a large number of staff. Judging from the indifference of the staff
concerned in this case, it does not appear that the work norms at
IRD emphasized enough user-centricity and data protection. The
Commissioner hopes that this report will provide impetus to IRD
(and other government departments which handle vast amounts
of personal data) to proactively build a corporate culture which
embraces user-centricity and data protection. It is incumbent upon
top management to inculcate the staff with these values through
effective communication and due reinforcement, instead of sliding
into complacency.






