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Best Government Partner: Constitutional & Mainland Affairs Bureau (CMAB)
| CMAB has reviewed the Personal Data (Privacy) Ordinance with the support of the Office of the
Privacy Commissioner for Personal Data ("PCPD") and introduced the Personal Data (Privacy)
(Amendment) Bill 2011 into the Legislative Council, proposing legislative amendments required to

afford greater protection to personal data privacy. It is also taking a leading and coordinating role
in the implementation of the Data User Return Scheme.
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(PRIVACY) ORDINANCE

On 18 April 2011, the Government released its “Report on Further
Public Discussions on the Review of the Personal Data (Privacy)
Ordinance” (“Further Discussions Report”). This report reaffirms the
Government's pursuit of various proposals (the majority of which
originated from the PCPD) to provide greater protection for personal
data privacy, and enhance the effectiveness and efficiency of the
operation of the PCPD. However, the Government maintained
its stance to shelve certain PCPD proposals, which would have a
significant impact on personal data privacy. These shelved proposals
included: (1) setting up a territory-wide Do-Not-Call register; (2)
imposing more stringent regulations on sensitive personal data; (3)
empowering the PCPD to award compensation to aggrieved data
subjects; (4) empowering the PCPD to impose monetary penalties
on serious contraventions of data-protection principles; and (5)
imposing direct regulation on data processors and sub-contracting
activities.

THE PCPD’S SUBMISSIONS IN RESPONSE TO THE
FURTHER DISCUSSIONS REPORT

On 31 May 2011, the PCPD made a detailed submission
to the Government and the Legislative Council's Panel
on Constitutional Affairs (available at http://www.
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paper_20110531_e.pdf) in response to the Further
Discussions Report, drawing their attention to the
PCPD’s views on the shelved proposals and pointing out some
crucial flaws in the proposed regulatory regime for the authorized
sale/use of personal data in direct-marketing activities.

The Government’s proposal on the regulation of the collection and use of

personal data in direct marketing

Under the Government’s proposal, if a data user intends to use
(including transfer) personal data for direct marketing, he should,
before the use (or transfer), comply with the new requirements to
inform the data subjects of such use (or transfer) and provide them
with an option to choose not to agree to the use (or transfer) of
their personal data. In this connection, an “opt-out” approach was
proposed by the Government, whereby data subjects who fail to
respond within 30 days to the information and option given to them
are deemed to have not opted out (“deemed consent”) and hence,
the data user may proceed to use and/or transfer the personal data.
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A data subject may opt out at any time and if he so requests, the

data user has to comply with his request to cease to use his personal

data for direct marketing, as currently required under section 34(1)(ii)

of the Ordinance. In addition, the data subject may request the data

user to notify the transferee of his personal data to cease to so use

the data and the transferee has to comply with the notification.

Crucial flaws in the proposal

The PCPD expressed its serious concern about several crucial flaws in

the implementation proposal.

(@

(b)

First, while Data Protection Principle (“DPP”) 1(3) in Schedule 1 of
the Ordinance requires the purpose of the use of the data (direct
marketing or otherwise) to be made known to the data subject
on or before collecting the personal data, the Government’s
proposal legitimizes the data user to delay informing the data
subject of the collection purpose until any time after the data
collection (“delayed notification”). With this delay approach,
the data user’s notification of the use of the data for direct
marketing can take place at any un-predetermined time after
the data collection. In addition, it would be incumbent on the
data subject to make a specific opt-out request in response to
the notification or the deeming rule would apply. As such, data
users would be more likely to make use of delayed notification
than notification on or before data collection. There could be
attempts to deliberately delay notification and this possible
abuse should be addressed by the Government when drafting
the amendment bill.

Secondly, there are conceivable difficulties in coming up with
a fair and effective system of delayed notification by data users.
They may not have the updated contact particulars of the data
subjects, and the means of notification may fail for one reason
or another. As such, failure of the data subject to exercise the
opt-out option may be due to non-receipt of the data user’s
notification and the application of the deeming rule would be
unfair to the data subject. To address this imbalance against
the data subject, the data user may be asked to maintain
documentary proof of the correct issue of the notification, but
the cost of doing so may be disproportionately high.
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Thirdly, if a data subject does not opt-out at the first
opportunity (that is, within 30 days after the data user gave the
notification) and only exercises this option later, the difficulties
he faces could well be insurmountable. At this late stage, he
may be dealing with the transferee(s) of his personal data,
rather than the data user making the data transfer. He may not
even be able to identify the original data source and tackle the
problem at its root. Instead, he may have to deal with individual
data transferees as they make direct marketing approaches.
To assist the data subject in this uphill struggle, the PCPD has
proposed giving the data subject the legal right to demand the
data transferee trace the source of the data. Regrettably, the
Government has chosen not to pursue this proposal.

Under the Government’s proposal, the same opt-out mechanism
and deeming rule for the collection and use of personal data
for direct marketing apply where a data user intends to sell
personal data to third parties for a monetary or in kind gain.
Hence, the same flaws pointed out above (paragraphs (a) to
(0)) apply. In addition, in most, if not all, cases where the data
subject is not informed before or at the time of data collection
that the data would be sold, sale of data as the purpose of
use would fall outside the reasonable expectation of the data
subject and therefore not consistent with or directly related to
the original purpose of use of the data. In the circumstances,
DPP 3 in Schedule 1 of the Ordinance requires the data user
to obtain the prescribed consent of the data subject before the
data could be sold. Section 2(3) of the Ordinance stipulates that
prescribed consent of an individual means express consent given
voluntarily. In other words, prescribed consent cannot be inferred
or implied from conduct or silence. Hence, under the current
regime, unless the data user receives a positive indication from
the data subject, the data user cannot sell the personal data of
the data subject. In contrast, the Government's deeming rule,
as laid down in the proposal, in effect obviates the requirement
for prescribed consent and legalizes the sale of personal data by
data users without seeking the data subject’s prior consent: an
act which is not permissible under DPP3. In sum, it falls short of
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the strong public expectation revealed in the Octopus incident
and represents a retrograde step in tightening up control over
the sale of personal data by data users.

PERSONAL DATA (PRIVACY) (AMENDMENT) BILL 2011

In July 2011, the Government gazetted the Personal Data (Privacy)
(Amendment) Bill ("Bill"). A Bills Committee in the Legislative Council
was formed in October 2011 to scrutinize the Bill.

The Commissioner attended the Bills Committee meeting on
26 November 2011 and submitted a paper setting out his major
concerns on the Bill (available at http://www.pcpd.org.hk/english/
files/review_ordinance/legco_paper_20111108_e.pdf). He focused
on the practical implementation issues arising from the new
provisions in the Bill and pointed out the fundamental flaws of
the proposed regulatory regime on direct marketing. He further
expressed that the new requirement under the Bill to require the
data subjects to make their opt-out requests to direct marketers in
writing would create an undue hurdle for the data subjects, especially
if the direct marketers approach them by phone. To facilitate the Bills
Committee further consider his views, the Commissioner prepared
another paper on 6 December 2011 summarizing his standpoint on
various issues raised at the meeting (available at http://www.pcpd.
org.hk/english/files/review_ordinance/standpoint_annex_e.pdf.)

Before the Commissioner attended the meeting on 26 November
2011, he had separate meetings with individual members of the Bills
Committee to explain his positions and exchange views with them
on the Bill. He also exchanged views with the Administration and
the representatives of most of the organizations which had made
submissions to the Bills Committee, namely the Hong Kong Direct
Marketing Association, the Hong Kong Federation of Insurers, the
Hong Kong Association of Banks, and the Hong Kong Call Centre
Association.
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As a further step to ensure all the PCPD's views would be thoroughly
considered, the Commissioner submitted another paper to the Bills
Committee on 12 December 2011 to provide his clause-by-clause
comments on the Bill (available at http://www.pcpd.org.hk/english/
files/review_ordinance/legco_paper_20111212_e.pdf).

REVISED PROPOSAL OF THE REGULATORY REGIME ON
DIRECT MARKETING ACTIVITIES

In response to PCPD’s strong reservations, the Government proposed
on 22 February 2012 changes to the provisions in the Bill regulating
the use of personal data in direct marketing and the sale of personal
data as outlined in LC Paper No. CB(2)1169/11-12(01) (http://www.
legco.gov.hk/yr10-11/english/bc/bc58/papers/bc580224cb2-1169-
1-e.pdf), allaying most of the PCPD’s concerns.

Delayed Notification and Deemed Consent

Under the Administration’s new proposal, the provisions regarding
"delayed notification” and "deemed consent” will be deleted. If a data
user intends to (a) use, or provide a customer’s personal data to
others for use, in direct marketing, or (b) sell a customer’s personal
data, the data user can-only do so if (i) he has received a written
response from the data subject, and (ii) there is no objection
indicated in the response (opt-out); or else the data user commits an
offence.

Subsequent Opt-out in Writing

Noting the PCPD’s concern that many direct marketing activities are
conducted over the phone and that the original proposal may make
it more inconvenient for data subjects to indicate their objection to
the data user’s use/sale of their personal data in direct marketing, the
Administration proposed withdrawing the “in writing” requirement.
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Other changes

The Bill does not explicitly require data users to state explicitly in

the information to be provided to data subjects that the data user
intends to use/sell the data subject’s personal data, or provide such
data to other persons for use in direct marketing. Taking the PCPD’s
suggestion, the Administration agreed to add this requirement to the
Bill to remove any ambiguity.

Under the Bill, the word “sell” is defined to mean “to provide the
data to a person for gain in money or other property; irrespective of
whether (a) the gain is contingent on any condition; or (b) the provider
retains possession of the data”. There was concern that the proposed
definition of “sell” in the Bill may be too wide to inadvertently catch
activities which are generally accepted by, and fall within the
reasonable expectation of, data subjects. To address this concern, the
Administration proposed amending the Bill to confine the proposed
regulatory regime to the sale of personal data for direct marketing

purposes.

FINAL STAGE

The Bill will proceed to its final stage after the Bills Committee has
completed its scrutiny. The PCPD will continue to keep in view the
discussions at the Bills Committee meetings and, where necessary,
to provide comments to the Bills Committee and render assistance
to the Administration for passage of the Bill within the current

legislative session.
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STATISTICS OF ADMINISTRATIVE APPEAL BOARD CASES CONCLUDED/
RECEIVED DURING THE YEAR 2011-12
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Appeal withdrawn
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Appeal allowed

EARFHRAM - £BH245% EFFEZET  During the reporting year, 24 appeal cases were

i BResumR AT FSRZEE®R concluded, of which 88% were eventually dismissed by

Bk B E&F ARE o the Administrative Appeals Board or withdrawn by the
appellants.
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m HEESRENETHEN LF
Appeals against the Commissioner’s
decision not to carry out an
investigation

FHUEEFERATH EF
Appeals against the Commissioner’s
decision after conclusion of the
92% investigation

A total of 38 appeal cases were received during the year.

Of these, 35 cases were made against the
Commissioner’s decision not to carry out a formal
investigation, based on the following reasons: (i) there
was no prima facie evidence to support the alleged
contravention, and/or (ii) remedial action had been
taken to rectify the alleged contraventions.

The three remaining cases involved appeals made
against the Commissioner's decision to serve an
enforcement notice after the conclusion of the
investigation.
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THE PROVISIONS OF THE ORDINANCE INVOLVED IN THE APPEALS
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DPP = Data Protection Principle
DAR= Data Access Request
DCR= Data Correction Request
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Twenty-nine out of 38 appeal cases involved the
alleged contravention of DPPs in Schedule 1 of the
Ordinance. One appeal might involve more than one
DPP. Of these appeal cases, 17 involved excessive and/
or unfair collection of personal data; two involved
inaccuracy and retention of personal data; 21 involved
the use of personal data without the data subject’s
prior consent; and four involved the security of personal
data.

For the remaining nine appeal cases, eight involved
alleged non-compliance with DAR and/or DCR and one
was about whether or not “personal data” was involved.
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A resident was dissatisfied with the management of her residential complex and filed numerous
complaints. She wrote to the members of the Incorporated Owners and asked for individual
responses. The letters were subsequently passed to the management office for reply. The appeal
related to whether there was a breach of DPP3 by the Incorporated Owners as a result of the transfer

of the letters.
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(TR EHFRZEE LFERM5E4/20105%)
(AAB Appeal No. 4 of 2010)

The complainant resided in a flat at a residential complex which was
owned by her husband and another person. She was dissatisfied with
the management of the residential complex and made numerous
complaints and enquiries, which were all being dealt with by the
management office. The complainant was not satisfied with the
replies and the way in which her complaints were being dealt with.
She therefore sent two letters to the members of the Incorporated
Owners and asked them not to appoint others to respond but to
provide their own individual responses to her. The Incorporated
Owners subsequently passed the letters to the management office
for reply. Dissatisfied with the treatment, the complainant lodged a
complaint with the Commissioner.
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FEEEWNHAELER FINDINGS OF THE COMMISSIONER

7

The Commissioner was of the view that the original purpose of the
collection of the letters (which contained her personal data) by the
Incorporated Owners was to deal with her enquiries regarding the
management issues of the residential complex. The subsequent
disclosure of the letters to the management office by the
Incorporated Owners was for the purpose of handling her enquiries,
which was directly related to the original purpose of the collection of
the data. Hence, there was no contravention of DPP3. Even though
the complainant had requested the Incorporated Owners not to
appoint others to reply to her, it was not within the jurisdiction of
the Commissioner to oversee such compliance. The Commissioner
thus decided under section 39(2)(d) of the Ordinance that it was
unnecessary to carry out a formal investigation of the complaint.
Dissatisfied with the decision, the complainant appealed.
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The major argument in the appeal was about the declaration made
by the complainant at the end of her letters sent to the Incorporated
Owners. The complainant argued that her declaration was to “prohibit”
the Incorporated Owners from passing her letters to the management
office, while the Commissioner considered that there was no such
prohibition. Upon examination of the declaration, the AAB found
that it was a “request”and should not be interpreted as a “prohibition”
against the disclosure of the letters to the management office.

The solicitor of the Incorporated Owners submitted that the
Incorporated Owners had to rely on the management company
to confirm the identity of the writer of the letters, which contained
criticisms and comments. The AAB accepted the submission and
stated further that the Building Management Ordinance conferred
power on the Incorporated Owners to appoint professionals to
assist in the handling of building management matters and that
the appointment of a management company to handle enquiries
or complaints made by owners and other related persons was very
common and was based on valid legal grounds. To prohibit the
Incorporated Owners from allowing the management office to
verify the identity of the writer of the letters or to refer to the letters
would render the Incorporated Owners not being able to obtain the
necessary assistance and would make it impossible to enhance work
efficiency.

The AAB found that there was no prima facie evidence of
contravention on the part of Incorporated Owners or its individual
members. It concluded that the Commissioner had no power
to compel individual committee members to respond to the
complainant’s letter. The AAB decided that the Commissioner’s
decision under section 39(2)(d) of the Ordinance to refuse to initiate
a formal investigation was in accordance with its established policy
and hence the correct decision.
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The AAB upheld the Commissioner’s decision in refusing to pursue
the complaint further and dismissed the appeal.
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A complainant went to a bank to open a fixed deposit account. He refused to provide the bank with
his marital status, mobile phone number and residential ownership. The appeal related to whether
non-provision of the data would render the complainant’s case not a “complaint” under section 37

of the Ordinance.
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(fTHR EFREE & LFFRM527/20109%)
(AAB Appeal No. 27 of 2010)

The complainant went to the Bank to make a fixed deposit where he
once had a fixed deposit account was, but the deposit concerned
was completely withdrawn a long time ago. The Bank requested the
complainant to reopen a fixed deposit account and asked for certain
personal information from the complainant. The complainant refused
to provide his marital status, mobile telephone number and proof
of residential property ownership to the Bank. The Bank, however,
insisted that such information had to be provided in the application
form for his application to be processed. The complainant left the
Bank without opening the fixed deposit account. He subsequently
lodged a complaint with the Commissioner, claiming that the
Bank’s request for collection of his personal data was excessive,
unreasonable and illegal.
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After making preliminary enquiries, the Commissioner determined
that it was not necessary to investigate the complaint for two
reasons. First, as the complainant had never provided his personal
data to the Bank, his case did not involve any personal data and
therefore failed to qualify as a “complaint” under section 37 of the
Ordinance since it. He relied on the case of Fastweek Publisher Limited
& Another v Privacy Commissioner for Personal Data [2000] 2 HKLRD 83
to support his decision. Second, as he was to conduct a compliance
check with regard to the Bank’s practice of opening fixed deposit
accounts, an investigation of the complaint was unnecessary.
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Although the complainant was notified during the hearing of the
completion of the compliance check and the result was already
on its way to him by mail, the complainant insisted on continuing
the appeal. He stated that the Bank had attempted to collect his
personal data. He submitted that the decision in the Eastweek
case did not prevent the Commissioner from conducting a formal
investigation regarding the complaint and he quoted the Police as
an example who had the power to investigate attempted crimes.
The complainant said he also believed that a compliance check was
an investigation of an inferior nature, when compared with a formal
investigation of his complaint.

On the first ground of the Commissioner’s refusal to carry out an
investigation, the main dispute in the case was whether the act
done by or the practice engaged by the Bank would legally amount
to collection of the complainant’s personal data. The Commissioner
considered that the Bank had not obtained the complainant’s
personal data. The complainant, however, contended that the
Bank had attempted to collect his personal data and that such
collection was not only excessive but also by unfair means. The AAB
was of the view that section 37 did not require the act relating to
a particular individual to be effective in order for the individual to
make a complaint. In addition, there was not any indication that after
the complainant had made the complaint, the Bank would cease
requesting him to provide the information. On the basis of these two
points, the AAB found that the Bank had engaged in matters relating
to the complainant’s personal data. Hence, the Commissioner failed
in his first ground of refusal to carry out an investigation of the
complaint.

As for the second ground of refusal, the AAB considered that given
the Commissioner had decided to conduct a compliance check
on the practice of the Bank in collecting personal data for opening
a fixed deposit account, the refusal to carry out investigation of
the complaint was technical in nature. Such a compliance check
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FAERE  MFAETRIAEKRFET  ME  would have been more comprehensive and in the public interest.
Tae2MiBiE - HE— & L fTH ESFZE  The complainant alleged that if the investigation was not carried
2RA - LEZEWNERTESEBIEF S out under his complaint, he would not be able to participate in the
WFANBE - BRAZTENE  HEEREZ  process. On this point, the AAB considered that the Commissioner
BEBEEAI A T ERZERRATH  would, if necessary, seek the complainant’s assistance during the

DH‘

FE R AT ARIRFHEST - IR LAEHR  process. The more important issue was whether the final result
BRET BRRERBE K BDRWER  would cause any difference. The AAB found that no matter whether
B BRRRITELRITEMN - the investigation was carried out in the name of the complainant’s

%}

complaint or by way of a compliance check, the end result would
be the same, i.e. to issue an enforcement notice against the Bank if a
contravention was found.

Bt - TR EFREZESGHEHEAURF AN Hence, the AAB decided that it was unnecessary to conduct an
BEETHSE - investigation under the name of the complainant.

> R |
\p
™ i THLFZEEEHIRE THE AAB’'S DECISION

LEFWEE - The Appeal was dismissed.
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The complainant, a member of an owners’ committee, lodged a data access request with an owner
requesting access to her views and conversations at two owners’ committee meetings. The owner
refused to comply with the request. The appeal related to whether the subject data access request
involved the complainant’s personal data.
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(1T EFZ B & FFFRM45528/20105%)
(AAB Appeal No. 28 of 2010)

The complainant was a member of an owners' committee. She was
tape-recorded by an owner during two owners' committee meetings
in which she expressed her views on various matters. She lodged a
data access request with the owner requesting access to her views
and conversation at the two meetings but was refused on the
ground that the recording did not contain her personal data. The
complainant alleged that (i) the owner had breached sections 18 and
19, and DPP6 under the Ordinance for failing to comply with the data
access request; and (i) the owner had breached DPP1 for collecting

g BRTPEERIAA MM EMONEAE  her personal data unlawfully and unfairly by tape-recording what she
B EZRTREERZEZ R - said without her explicit consent and knowledge, and despite her
protest.
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The Commissioner conducted a preliminary enquiry into the
circumstances giving rise to the complaint and notified the
complainant of his decision that it was unnecessary to carry out a
full investigation of her complaint pursuant to section 39(2)(d) of
the Ordinance. The Commissioner was of the view that the opinions
and views expressed by the complainant at the meetings did not
amount to her personal data and that in any event, the owner was
collecting the data for her personal use, and therefore, such data
were exempted from the application of data protection principles by
virtue of section 52 of the Ordinance.
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The complainant raised three grounds of appeal to support her case.
The first ground was that since the views and opinions related to the
complainant, the Commissioner should conclude that they were her
personal data. The second ground was that the scope of the section
52 exemption was limited and that in the circumstances of the case,
the exemption should not apply. The third ground concerned the
Commissioner’s failure to properly address the main concern of the
complainant regarding her allegation of the unfair and unlawful
collection of personal data. Hence, a formal investigation ought to
have been launched.

It was not in dispute that the tape recordings contained the views
and opinions of the complainant, and that such views and opinions
were about the performance of owners’ committee and about the
conduct of those present at the meetings. The complainant argued
that the views and opinions expressed at the meetings related to
her, and that she claimed that they were her personal data, relying
on the proposition that “views and opinions can constitute personal
data if they relate directly or indirectly to the data subject”in Wu
Kit Ping v Administrative Appeals Board [2007] 5 HKC 450. The AAB
opined that the views and opinions in Wu Kit Ping’s case were held
to be relating directly or indirectly to the patient because they were
about her medical condition and not because she was the author
of the views and opinions. The AAB accepted the Commissioner’s
conclusion that the views and opinions in question did not relate
directly or indirectly to the complainant because they were about
how the owners’ committee should be conducted and how the
observer should behave during the meetings.

The AAB also decided in favour of the Commissioner's decision that
the exemption under section 52 of the Ordinance did apply as there
was nothing to cast doubt on the claim by the owner that she held
the tape recordings for record purposes to manage her personal
affairs, and there was no suggestion otherwise by the complainant.
Since the DPPs did not apply in light of the exemption, the question
of fairness and lawfulness in collecting the data ceased to be
relevant. The AAB found that it was proper for the Commissioner
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to take all circumstances into account, in particular the practice of
the owners’ committee to permit such recordings and that some
of the owners present would tape record the proceedings was
known at the time to the complainant. The AAB observed that it was
understandable that a person might be intimidated or somewhat
discouraged knowing his speech had been recorded. However, the
recording was not unfair to the speaker in the circumstances.
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The AAB dismissed the appeal and was of the view that the decision
of the Commissioner was reasonable and could not be faulted.
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A mobile telephone company contacted the complainant by phone to try to sell him insurance

products. Dissatisfied with the use of his personal data, he complained to the Commissioner, who
found that the company had contravened DPP3 of the Ordinance. The appeal related to whether an
enforcement notice should be served despite the fact that the company had taken remedial action

to remedy the contravention.
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(TR EFZE G EFREMHFFE4/20115%)
(AAB Appeal No. 4 of 2011)

The complainant was a customer of a mobile telephone company.
He received a telephone call from the company marketing to him
insurance products. He suspected that the company had used his
personal data without his consent, and therefore lodged a complaint
with the Commissioner.
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The Commissioner investigated the company and found that
it had contravened DPP3 of the Ordinance by having used the
complainant’s personal data without his prescribed consent.
Prior to the Commissioner’s conclusion of his investigation, the
company revised its privacy protection policy and personal
information collection statement to specify explicitly the purpose
of use of its customers’ personal data. The company also signed an
undertaking to the Commissioner to ensure compliance with the
Ordinance while engaging in direct-
marketing activities. In view of the
measures taken by the company,
the Commissioner decided not to
issue an enforcement notice against
the company. The complainant was

dissatisfied with the Commissioner’s
decision and appealed to the AAB.
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The complainant stated in his grounds for appeal that he had
authorized a newspaper to ask the Commissioner about the
information and details of his case for a news report, but that
the Commissioner had refused to respond. He stated that the
Commissioner had also refused to provide the newspaper with a
copy of the undertaking signed by the company. The complainant
further stated in his grounds of appeal that he had authorized the
newspaper to enquire with the company about his case and noted
from the news report that the information provided by the company
to the newspaper was false. It showed that the company was not
remorseful about its act. Hence, the Commissioner should have
issued an enforcement notice against it.

The AAB stated that the Commissioner’s decision not to serve an
enforcement notice against the company was made pursuant to
section 50(1) of the Ordinance after he was satisfied that it was
unlikely that the contravention would continue or be repeated
in view of the remedial action taken by the company and its
undertaking to the Commissioner. In respect of the likelihood of
repetition, the AAB opined that the Commissioner’s subjective
decision must be supported by objective reasoning in order to be
reasonable. The AAB found that it was fair for the Commissioner
to take into consideration the circumstances of the contravention,
remedial action taken and undertakings given by the company
before the Commissioner arrived at his decision. The AAB also
reminded that the Commissioner’s subjective assessment should be
impartial and should not be affected by other unrelated factors.
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The AAB accepted that the Commissioner’s refusal to provide a copy
of the undertaking to the newspaper was in compliance with the
Commissioner’s secrecy duty under section 46 of the Ordinance,
and that the Commissioner did not know what false information
had been provided by the company to the newspaper. Also, the AAB
found that there was no evidence to show that the Company was
not remorseful. The AAB therefore found that the Commissioner’s
decision was a fair subjective judgment supported by sufficient
reasoning.
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The Appeal was dismissed.
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TO PUBLIC CONSULTATIONS

CONSULTATION DOCUMENT ON THE LEGAL, PRIVACY
AND SECURITY FRAMEWORK FOR THE ELECTRONIC
HEALTH RECORD

The Electronic Health Record (eHR) Sharing System is proposed as
a key infrastructure for Hong Kong's healthcare system to enhance
the quality and efficiency of healthcare in both the public and
private sectors. An eHR is a record in electronic format containing
the health-related data of participating patients. With the patient’s
consent, healthcare providers may access the patient’s health-related
data in the provision of patient care.

As part of the planning process, the Working Group on Legal, Privacy
and Security Issues (WG) was formed by the government, with
the responsibility to examine and formulate recommendations on
the legal, privacy and security issues relating to the eHR sharing
infrastructure.

The PCPD took part in the WG to advise on issues related to personal
data privacy protection when developing the legal, privacy and
security framework for the eHR. In past WG meetings, the PCPD
advised the government on a range of issues governed by the
PD(P)O, including who can give consent to upload health records
to the eHR and who can make data access requests on behalf of the
data subjects. The PCPD also commented on the privacy framework
and the Privacy Impact Assessment Strategy Plan.

= In December 2011, the government issued a Public
Consultation Document on the Legal, Privacy and
Security Framework for the eHR (Consultation
Document). The Consultation Document outlined
the privacy guiding principles, naming, voluntary participation by
patients, access by healthcare providers to the health data of only
patients for whom they are delivering care and with their consent,
and only those health data that are necessary for the delivery of care
for the patients.

The Commissioner welcomed these privacy guiding principles and
the government’s proposal to enact specific legislation for the eHR
to complement and supplement the PD(P)O. In response to the
Consultation Document, the Commissioner submitted comments to
the government from the policy, legal and compliance perspectives
of the PD(P)O.
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The Commissioner further commented that there was insufficient
justification for not implementing a “safe deposit box” to allow
certain sensitive health information to be withheld from those who
do not need access to it. The Commissioner also suggested more
justification should be provided for why the Hospital Authority and
the Department of Health must be given “open-ended” access to
eHR, while patients could choose whether to give “one-year rolling”
or‘open-ended”access to other healthcare providers.

Finally the Commissioner highlighted the importance of addressing
the data correction request (DCR) rights of patients. Under the
government proposal, healthcare providers, instead of the eHR
operating body (eHR OB), would be responsible for complying with
the patients’ DCR. The Commissioner recommended, in the event
the healthcare providers cannot be located, do not respond, or
even refuse to comply with the DCR, that there should be a safety
net in place for the eHR OB to "red flag” the data to signal that it is in
dispute.

CONSULTATION ON THE IMPROVEMENT OF NON-
MEANS-TESTED LOAN SCHEMES

E

]

[E31E5R

BERBBER
Student Financial Assistance Agency

In November 2011, the Government

)es
5

issued for Phase 2 public consultation
various proposals to improve the
operation of non-means-tested
loan schemes administered by the Student Financial Assistance
Agency (“SFAA"). One of the proposals for stepping up efforts to
reduce the loan default rate was the sharing of the negative data
of defaulters with the credit reference agency (“CRA”") under clearly
defined circumstances (“the Proposal”). In response, the Privacy
Commissioner for Personal Data made the following observations.

Compliance with the Personal Data (Privacy) Ordinance (PD(P)O)

The framework of operation, extent of application, and amount of
information to be shared under the Proposal are not well-defined. If
the Proposal was to be applied to existing borrowers, the question to
be asked was whether the sharing of the data with the CRA accords
with the original purpose of collection of the borrowers’ personal
data. If not, the disclosure of data by the SFAA to the CRA without the
prescribed consent of the borrowers would constitute a breach of
Data Protection Principle (DPP)3.
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If the SFAA intends the Proposal to cover only new loan applicants,
the SFAA will need to take all practicable steps to inform the
applicants of the arrangement for the transfer of their negative credit
data to the CRA in the event of default. However, the issue then
arises whether the borrower’s personal data are collected by means
which are fair in the circumstances of the case (DPP1(2)). As some
student representatives pointed out, often students have no means
of finance for tuition other than non-means-tested loans.

Other Privacy Concerns

There is only one major consumer CRA in Hong Kong, namely,
TransUnion Limited (TransUnion). TransUnion presently operates in
a closed system almost exclusive to the banks and licensed money
lenders in Hong Kong. These credit providers share their customers’
credit data among themselves through TransUnion. This credit
data sharing system serves the banks and licensed money lenders
themselves in assessing and monitoring their customers’ credit risk,
credit-worthiness and credit capacity. However, providing negative
credit data to a CRA to deter a loan default is not an intended
function of this system. The PCPD fears that the Proposal would open
the floodgates of a closed system to requests of a similar nature from
(i) other government departments for recovery of overdue taxes,
government rents and rates, water charges, etc. and (ii) private sector
sources such as retail stores, small businesses, telecoms, utilities and
others which are also keen to recover outstanding debts from their
customers.

The Proposal also entails the transfer of the borrowers' very private
and sensitive data from a Government agency to TransUnion, a
commercial enterprise which is not subject to the direct oversight
of the Hong Kong Monetary Authority, the financial regulator.
Importantly, TransUnion’s majority shareholder is not Hong Kong
based.

Last, but not least, TransUnion assigns a credit score to individual
consumers based on the credit information held in its database,
but the computation of the score is proprietary and confidential
information not to be disclosed to consumers. In other words,
whether the Proposal would produce an insignificant or a
disproportionately negative effect on the borrower cannot be
assessed.
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Public Opinion Survey

According to the Government’s public consultation documents
and its media releases, there was clear public support to pursue
the Proposal as an effective deterrent measure against default.
However, given the unique nature of the CRA and its closed system
of operation, it is doubtful whether the support was given in full
knowledge of the privacy implications pointed out above. Against
this background, the PCPD commissioned a study in early February
2012 to ascertain the attitude of the general public and students
towards the Proposal.

The PCPD’s survey identified support for the Proposal from 60%
of the respondents who had little or no knowledge of its privacy
implications. However, after they had been informed of the privacy
concerns, the percentage of respondents indicating support
dropped to only 35%. A breakdown of these figures shows that the
swing of views is in fact sharper in the case of the general public
(from 77% to 40%) than in the case of students (from 53% to 33%),
who are the immediate stakeholders.

Conclusion

Whilst the Proposal’s deterrent effect against default is unknown
due to the non-transparency of the operations of the CRA, it has
important privacy implications for the whole community. There are
also clear indications that when students and the general public have
full knowledge of these privacy implications, they do not support the
Proposal. The PCPD therefore recommended that the Government
look for other less privacy-intrusive measures to tackle the student-
loan problem, which could be equally if not more effective.

CONSULTATION ON CHARITIES

The Law Reform Commission issued a
consultation paper seeking views on the reform

= . of the laws and regulatory framework relating
to charities. In response, the Commissioner
made a submission regarding the recommendation that registered
charitable organizations be required to file an annual activity report
to the future charity commission and that the report be made

accessible to the public for inspection.
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It was recommended that the annual activity report be provided in a
standard form and that the matters covered should include, among
other things, information about directors of the organizations.
The Commissioner advised that the personal data of directors to
be collected in the annual activity report be specifically spelt out
in the future legislation. To be compliant with DPP1(1), the data
so collected must be necessary, adequate and not excessive for
reporting purposes.

The Commissioner further advised to include a “Personal Information
Collection Statement”in the standard form for annual activity report,
setting out the information as required under DPP1(3), including, but
not limited to: (i) whether it is obligatory or voluntary to supply the
data; (i) where it is obligatory to supply the data, the consequences
for failing to so supply; (iii) the purpose(s) for which the data are to
be used; and (iv) the classes of persons to whom the data may be
transferred.

It was also recommended that the annual activity reports of
registered charitable organizations might be accessible to the public
to ensure transparency. While the Commissioner noted the necessity
for the future charity commission to collect the directors’ personal
data for the purpose of registration and regulation of the charity’s
activities, he pointed out that due consideration should be given to
whether public disclosure of the personal data is appropriate and if
so, what kinds of personal data of the directors (such as full name,
address, identification document number, etc.) should be made
available for public inspection.

Furthermore, to ensure that the use of the personal data contained
in the proposed public register complies with the requirements
under DPP3, the Commissioner suggested the following: (i) to
consider restricting the disclosure of directors’ personal data only
in circumstances that are necessary for regulating the charitable
organizations; and (i) to specify in the future legislation the purpose
of setting up the public register and the sanction imposed against
misuse of personal data contained therein.
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CONSULTATION ON ARRANGEMENTS FOR ISSUING A
CERTIFICATE OF PARTICULARS FOR MOTOR VEHICLES

i = The Transport and Housing Bureau issued

Trangport Deparemene A CONSUltation paper seeking views on
its proposal to improve the arrangements for issuing a Certificate
of Particulars for Motor Vehicles (“the Certificate”) with the aim of:
(i) enhancing privacy protection; and (i) ensuring that the personal
data of registered owners contained in the register of vehicles are
properly used. Legislative amendments would then be introduced to
the Road Traffic (Registration and Licensing of Vehicles) Regulations
(Cap. 374E) (“the RT Regulations”). In the Commissioner’s submission
in response to the consultation, he highlighted the following matters
concerning personal data privacy:-

(1) The Commissioner supported the proposal to specify in
the RT Regulations the purpose of setting up the register of
vehicles. Once the purpose is specified, any use of the personal
data inconsistent with the purpose and without the vehicle
owners' consent, which constitutes a breach of DPP3, can be
indisputably identified.

(2) The Commissioner generally supported the proposal to limit the
release of registered owners' personal data to applicants who
satisfy any one of the following situations: (i) he is the registered
owner of the relevant vehicle; (i) he can present a written
consent of the relevant registered owner; or (iii) he declares
to the Commissioner of Transport that the personal data so
obtained would be used only to certify the identity of the
registered owner in specified scenarios. The proposed scenarios
include insurance claims in respect of any casualty, loss or
damage arising from traffic accident or seeking compensation
thereof, rectification of improper presence of a vehicle, recovery
of overdue fees, fines or charges for services provided for a
particular vehicle, legal proceedings involving the vehicle, and
facilitating the identification of registered vehicle owners for
safety recalls of the vehicles in question. The Commissioner
recognized that these scenarios are generally targeting the
prevention of unlawful or serious improper conduct, which falls
within the exemption from DPP3 under section 58(2) of the
Ordinance.
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The Commissioner noted the concern from the media sector
that they should also be allowed to obtain particulars of
vehicles, including personal data of registered owners for the
purpose of news activities. The Commissioner highlighted to
the Administration the exemption under section 61(2) of the
Ordinance concerning the disclosure of personal data to the
media by a person with reasonable grounds to believe that it is
in the public interest to publish such data.

The Commissioner also welcomed the proposal to introduce
sanctions against the use of registered owners’ personal data for
purposes other than those as declared by the applicants mentioned
above. The Commissioner further invited the Administration to
consider requiring the applicants to make a declaration on the
truthfulness of the information provided in the application form.

As a further safeguard against wrongful access to personal data
under false declarations, the Commissioner suggested to keep
the registered owners informed of individual applications for a
certificate.

CONSULTATION ON THE SECOND DRAFT OF THE CODE
OF PRACTICE FOR ONLINE SERVICE PROVIDERS

The Commerce and Economic Development Bureau issued a

consultation paper inviting submissions on the Second Draft of the

Code of Practice (“Second Draft CoP”) for Online Service Providers
("OSPs"), which purports to clarify the role of OSPs and their liabilities
regarding copyright issues. The Commissioner made a submission

and raised the following privacy issues:-

(i)

The Commissioner noted that certain personal information,
including name, address and telephone number, would be
provided under the forms prescribed in the Second Draft CoP.
In this connection, the Commissioner reminded that it would
be desirable to provide a Personal Information Collection
Statement in the forms for the purpose of compliance
with DPP1(3). In relation to the kinds of personal data to be
collected, the Commissioner suggested that specifying the
kind of information required rather than using the generic term
“additional information” in one of the forms, pointing out that
this would help to ascertain whether the additional information
is necessary and not excessive for the intended purpose of use.
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The Commissioner raised concerns about the use of subscribers’
personal data by OSPs for serving notice of alleged copyright
infringement (“Notice”). He considered it necessary to ascertain
the original purpose of collection of the subscribers’ personal
data and where no such purpose of use was specified at the
time of collection of their personal data, the subsequent change
in the purpose of use of the personal data (i.e. for use in serving
the Notice) might constitute a breach of DPP3 except with the
consent of the subscribers. As the proposed operation would
affect subscribers who existed prior to the amendment to the
Copyright Ordinance, it would be necessary to address the
issue to safeguard the personal data privacy rights of those pre-
existing subscribers.

The Commissioner observed that the proposed arrangement
would involve the storage and transfer of a substantial amount
of personal data on the part of the OSPs. He reminded that in
order to comply with DPP4, the OSPs would have to take all
practical measures to safeguard the security of personal data
held or transmitted by them during the process.

The Commissioner noted that under the Second Draft CoP,
the OSPs might designate an agent to receive a Notice and/
or Counter Notice by electronic or other means and perform
other tasks. In view of the vicarious liability of a principal for the
acts done by its agent under the Ordinance, the Commissioner
submitted that it would be incumbent on the OSP to ensure
that its agent was well versed in the Ordinance regarding
personal data privacy protection.
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CONSULTATION ON STALKING

The Constitutional and Mainland Affairs Bureau

w« issued a consultation paper on Stalking to gauge

public views on the recommendations of the Law

&~ Reform Commission in its report on “Stalking” The
Commissioner made a submission raising the following issues.

More stringent regulation on stalking

The Commissioner expressed his support for the Administration’s
proposal to legislate and formulate sanctions against stalking. He
took the view that to treat stalking as a unique issue and deal with
it in an independent manner would be able to plug the loophole
of insufficient coverage or protection under the existing civil
and criminal law, and thereby enhancing privacy protection for
individuals.

Media Intrusion and Privacy

The Commissioner stated that his Office has been dealing with
two types of complaints under the Ordinance which could well
fall within the ambit of stalking. The first type of complaint refers
to the clandestine taking of photos of celebrities and artistes
through systematic surveillance and using special photographic
equipment such as long focus lens and magnifiers. The second type
of complaint refers to abusive debt collection practices. In both
cases, the complainants generally felt that the existing provisions of
the Ordinance are inadequate for safeqguarding privacy. If a broad
definition of stalking is adopted, a data user’s persistent unfair
collection of the data subject’s personal data would then be taken as
stalking.

The Commissioner agreed that the media might need to be persistent
when trying to solicit responses from their reporting targets who
refuse to communicate over a matter of public interest. However, if
the story was about the private life of an individual, with no public
interest involved, the media should not pursue the individual to the
point of causing “alarm” or “distress”. If the media sought to obtain
information about a public figure’s private life through harassment
or persistent pursuit, the Commissioner considered that it would
only be fair that the media be required to account for its conduct by
convincing the court that its pursuit was reasonable.
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The Commissioner agreed that a single act, no matter how bizarre,
should not be classified as stalking and thereby attract criminal
liability.

The pivotal role that the media plays in conveying information of
public concern to the society is also recognized. A balance is needed
between press freedom and other fundamental human rights,
including the right to privacy. To cater for the specific concern of the
media that the proposed legislation would jeopardize legitimate
journalistic activities, the Commissioner supported the creation of a
separate defence, rather than having it subsumed under the general
defence of the “pursuit of a course of conduct that is reasonable
in the particular circumstances”. To meet the media’s expressed
needs to define clearly “legitimate news-gathering activities’, the
Commissioner suggested the Administration consider drawing up
a non-exhaustive list of subjects for which news-gathering would
serve the public interest. For this purpose, he provided reference to
the list included in the judgment of Harrison, J in CanWest TV Works
Ltd. v.XY [2008] NZAR:-

criminal matters;

issues of public health and safety;

matters of politics, government or public administration;
matters relating to the conduct or organizations which impact
on the public;

exposing misleading claims made by individuals or
organizations; and

exposing seriously anti-social and harmful conduct.
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Debt collection-related activities

Abusive debt-collection practices are other forms of stalking
behaviour which interfere with privacy and may be collateral to
a breach of personal data privacy rights. The PCPD’s experience
in handling enquiries and complaints from the public supports
the view that abusive debt collection is a serious social problem
infringing the privacy of individuals. Malpractice alleged in
complaints involving debt collecting agencies include repeated
telephone calls, dispatching debt recovery letters to a complainant’s
workplace or neighbours, posting copies of a complainant’s identity
card with an abusive message, and demanding repayment of a debt
from a referee who was not a guarantor. While the above-mentioned
activities may be caught under the Ordinance, establishing stalking
as a criminal offence would be a more direct sanction and will deter
activities which cause harassment and annoyance to the victims.

Civil Remedies for Victims

The Commissioner believed that there is no reason why victims
to stalking should not be entitled to civil remedies which the
perpetrator should be liable in tort to the object of the pursuit. A
civil remedy would be more appropriate in circumstances where
the stalker’s behaviour is not sufficiently serious to warrant the

intervention of the criminal law.
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CONSULTATION ON THE “$6,000 SCHEME”

The Commissioner responded to the Government’s enquiries and
those of the Legislative Council Panel on Financial Affairs as regards
the Government’s scheme (“the Scheme”) to give a sum of $6,000
to each Hong Kong Permanent Identity Card holder aged 18 or
above. The Scheme required registration by eligible persons, and
different views were expressed as regards whether registration
could be dispensed with by the use of the Government’s existing
payment systems, such as the system for disbursing Comprehensive
Social Security Assistance (“CSSA”) and Social Security Allowance
("SSA"). The Commissioner advised that the use of existing payment
systems involved the use of personal data previously collected from
the payment recipients, such as bank account details. Under DPP3
of the Ordinance, such use of personal data, unless consented to by
the recipients, is only permissible if the purpose of the Scheme is the
same as, or directly related to, the original purpose of the collection
of the data. As the original purpose of the data collection is for the
Government to provide CSSA and SSA, both being social welfare
in nature, the critical question was whether the purpose of the
$6,000 handout was also related to social welfare. In this regard, the
Government stated that the purpose of the handout was to “leave
wealth with the people’, not that it was meant to be social welfare or
to include the meaning of social welfare. Hence, in order to comply
with DPP3, separate registration was necessary.

46000




FLBEE 8 AE F 3R PCPD ANNUAL REPORT 2011-12 55

NEHRZT AR R IT B EATER R

COMMENTS MADE BY THE PCPD ON PROPOSED
LEGISLATION AND ADMINISTRATIVE MEASURES

BREZRESRFNIARE  ER
ERERNARBENREED
15l

BREEZBE(THIEES)) S3lAH
EoOlBALBEENER - BESCAE
IRALEBEENER  WEIRSIFIEH
MHEEER] - BRAER] B A 3l A IE XN
AEROREBAEHLEORE R
REEMEZNFARARKIERIXE
A E—RFE - ERREAR A ESE
RECLMBERMERERMR - ARERE
S £ AE B BRI ARA N CRE RS
5) -

o

EREESI T MARRERTR BT
NRHRZEINER - EFIMIESCE
e

QonFRFI AR E 8 (BFT)
(525%) IRBHIER)
LEEELBHERERFEEER (T
BIEZRDRILEF —EAHEBERE
BamMETER(THIETEIRRH
VERBRLER MEEBREBRB
REFHBELRREELEEENER -

BEXRTRRTRHEENE - IR
REBMESR EHBAZXMNTEARET
BRAEFREEERERaMBEENEE
BAAERNER - N8B BeREKRINE
i BREEEBEEDNAEKETE
MEFLEEEZANMEEEEARR
MEBELRHE  REXFEA(BBEEA)
ARER TAEXTEANBAZRNER
LEE - ELERBEEAERESBHES
REBREMEEEARFNE  REERE

GUIDELINES ON ELECTION-RELATED ACTIVITIES IN
RESPECT OF THE ELECTION COMMITTEE SUB-SECTOR
ELECTIONS, DISTRICT COUNCIL ELECTION AND
VILLAGE REPRESENTATIVE ELECTIONS (THE
“GUIDELINES”)

The Electoral Affairs Commission (“EAC") previously sought the
Commissioner’s comments on the respective Guidelines. The
Commissioner’s comments were either noted or adopted by the
EAC and relevant amendments were made to the Guidelines. Such
amendments include specific highlights of the requirements to
protect personal data privacy in the main body of the Guidelines,
replacement of general terms such as “particulars” or “information”
with a detailed description, as suggested by the Commissioner,
removal of the gender of electors from the extract of the Final
Register to be supplied to Candidates, attachment of the updated
version of the Guidance Note on Electioneering Activities to the
Guidelines issued by the PCPD, etc.

Members of the public were consulted on the proposed Guidelines
with the incorporation of the aforementioned amendments, and the
respective revised Guidelines were duly published.

MANDATORY PROVIDENT FUND SCHEMES
(AMENDMENT) (NO. 2) BILL 2011

The Commissioner previously

5 0 % e L
pg=#4" MANDATORY PROVIDENT FUND
SCHEMES AUTHORITY

commented on the legislative proposal
of the Mandatory Provident Fund
Schemes Authority ("MPFA") to establish and maintain an electronic
system for the transfer of accrued benefits (“the ePass”). The Secretary
for Financial Services and the Treasury (“the Secretary”) consulted the
MPFA and responded to the Commissioner on his comments.

The Secretary stated that to allow flexibility, it was not preferable to
specify in the proposed legislation the particular kinds of personal
data to be collected for the purpose of processing the transfer of
accrued benefits under the ePass, as advised by the Commissioner.
However, MPFA would take measures to ensure that a scheme
member who elected to transfer his benefits would be fully aware of
the kind and scope of his personal data that needed to be collected
for the transfer of benefits purpose and which may be passed by
his trustee (the transferor trustee) to the transferee trustee. Such
measures include consulting different stakeholders on drafting the
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MPFA Guidelines and election forms with explanatory notes, and
making the said Guidelines and forms available for public viewing
and guidance. Specifically, it was intended to make clear in the
Guidelines the purpose for which personal data are to be used and
to whom the data would be transferred.

The MPFA noted the Commissioner’s comments in relation to the
retention and use of personal data. Specifically, the MPFA would
ensure that personal data would not be retained longer than is
necessary for the fulfilment of the purpose for which the data are
or are to be used. Data relating to the transfer elections transmitted
through the ePass system would only be retained by the MPFA for
a limited period to ensure the effective operation of the system,
and that the retention period would be specified in the Application
Technical Specifications of the system that would be distributed to
MPF trustees.

With regard to security of personal data, MPFA would put in place
adequate data-security measures and review the system from time
to time in light of new technological development to ensure a
high level of security for the personal data transmitted through the
system. Particularly, a Virtual Private Network (VPD) between MPF
trustees and the MPFA will be used for transmission of all transfer
data; all member data transmitted between MPF trustees and the
MPFA will be encrypted and MPFA will not have access to member
data in the ePass system.

The Commissioner was satisfied that his comments had been
addressed and reminded MPFA to consider conducting privacy
impact assessment and security risk assessment on the ePass.

The Bill was introduced in the Legislative Council on 9 December
2011.
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LEGISLATIVE PROPOSAL TO UNDERPIN THE TORTURE
CLAIM SCREENING MECHANISM

The United Nations Convention Against Torture and Other Cruel,
Inhuman or Degrading Treatment or Punishment (the “Convention”)
has been applied to Hong Kong since 1992. Under Article 3 of the
Convention, Hong Kong has an international obligation not to remove
a person to another state where there are substantial grounds for
believing that he/she would be in danger of being subjected to
torture. The Secretary for Security proposed to underpin this obligation
by statutory screening procedures. The Immigration Ordinance would
be amended to prescribe the procedures for screening torture claims.
Under the new procedures, an immigration officer or assistant may
take the photographs and fingerprints of a torture claimant and may
require the claimant to attend an interview to provide information and
answer questions relating to the torture claim. Besides, the claimant
may be required to attend medical examination or disclose to the
immigration officer the medical report of the examination.

The Commissioner expressed concern about the necessity of
collection of fingerprint data, and advised that the extent of intrusion
into personal data privacy and the exposure to personal data privacy
risks should have to be considered. As for the medical examination,
the Commissioner further advised that claimants should be given
a Personal Information Collection Statement in accordance with
DPP1(3), to be informed explicitly of the consequences of failing
to supply his personal data when the collection is mandatory, the
purpose for which the data are to be used, the classes of persons
to whom the data may be transferred, and his right of access and
correction of his personal data.

The Commissioner also recommended limiting the kinds of personal
data to be collected as far as practicable, instead of conferring a
wide discretionary power upon the Immigration Department to
specify the kind of information to be supplied when considering the
torture claims. As for the security of the data collected, the Secretary
was advised to review the list of measures recommended in the
“Guidance Note on Collection of Fingerprint Data” issued by the
PCPD, including avoidance of universal or indiscriminate collection
of fingerprint, adoption of proper encryption and restricting access
of the data to authorized person only. Regarding retention of data,
the Secretary was advised to erase the data regularly and frequently
upon fulfilment of the purpose of collection.
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The Immigration (Amendment) Bill 2011 was gazetted on 8 July 2011
and there was no further development during the reporting period.

FISHERIES PROTECTION (AMENDMENT) BILL 2011

The Fisheries Protection (Amendment) Bill 2011 was introduced
to implement a series of fisheries management measures to
regulate fishing activities in Hong Kong. The Commissioner, who
had previously commented on the Draft Drafting Instructions for
amending the Fisheries Protection Ordinance, Cap. 171, was further
invited by the Agriculture, Fisheries and Conservation Department,
Food and Health Bureau to comment on the Bill.

The Bill provides that a register of registered vessels containing
the name of certificate holders of registered vessels and other
information of the vessels will be made available for public
inspection. To regulate the use of personal data contained in the
register, the Commissioner advised that the purpose of setting
up the public register should be spelt out in the Bill and there
should be sanction provisions against misuse of personal data
contained therein.

The Bill also provides that the Director of Marine may supply any
particulars or information relating to a vessel (including particulars of
its owner) to the Director of Agriculture, Fisheries and Conservation.
To ensure compliance with the requirements under DPP3, the
Commissioner advised that prescribed consent of the vessel owners
on such release/transfer of information should be sought when they
apply for registration of their vessels.

The Bill was introduced into the Legislative Council on 21
October 2011.

Legal Practitioners (Amendments) Ordinance Higher
Rights of Audience Rules

The Higher Rights Assessment Board (the “Board”) was established
on 2 July 2010 to, among other things, make rules in relation to
applications for higher rights of audience and determination of
the applications by solicitors for higher rights of audience. The
Commissioner’s comments were sought on the collection and use of
personal data by the Board from the applicants as proposed under
the draft Higher Rights of Audience Rules (the “draft HRA Rules”).
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The Commissioner recommended specifying in the draft HRA
Rules the particular kinds of personal data that were required to be
provided and advised that such data should be necessary, adequate
and not excessive for the purpose of processing applications for
higher rights of audience.

The Commissioner further noted that under the draft HRA Rules, the
Council of the Law Society of Hong Kong may disclose information to
the Board in reply to a written enquiry made by the Board in relation
to an applicant for higher rights of audience. In this connection,
the Commissioner reminded the Board that prescribed consent
of the applicant might need to be obtained for the disclosure as it
appeared that such use of its members’ personal data by the Law
Society might not be the same as or directly related to the original
purpose of collection, namely, for membership application or
regulation purpose only.

The Higher Rights of Audience Rules were gazetted on 23 March
2012 and tabled in the Legislative Council for negative vetting on 28
March 2012.

RESIDENTIAL CARE HOMES (PERSONS WITH
DISABILITIES) REGULATION

The Secretary for Labour and Welfare has introduced the Residential
Care Homes (Persons with Disabilities) Regulation (the "RCH
Regulation”) to stipulate the requirements on the operation,
management and supervision of residential care homes for persons
with disabilities (including staffing and space requirements, health
and safety requirements, penalties and fees, etc.). Under the RCH
Regulation, a person has to meet certain requirements before he can
be qualified to be registered as a health worker for the purposes of
employment at a residential care home for persons with disabilities.

The Commissioner reminded the Secretary for Labour and
Welfare that personal data to be collected from the applicants for
determining the applications for registration should be limited to the
extent necessary for or directly related to that purpose, and that data
are adequate but not excessive in relation to that purpose.
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Concerning the proposed public register of health workers, the
Commissioner advised the Secretary to take heed of the “Guidelines
on protection of privacy in relation to personal data contained in
public registers”issued by the Home Affairs Bureau.

The RCH Regulation came into force on 18 November 2011.

COMPREHENSIVE REVIEW ON THE INTERCEPTION OF
COMMUNICATIONS AND SURVEILLANCE ORDINANCE

The Secretary for Security sought the Commissioner’s comments
on the personal data privacy issues involved in the proposed
amendments to the Interception of Communications and
Surveillance Ordinance (“ICSO"). The comments made by the
Commissioner include the following:

()  Comments were sought in respect of empowering the
Commissioner on Interception of Communications and
Surveillance (the “ICS Commissioner”) to access and listen
to intercept products on a random basis for the purpose of
guarding against any misrepresentation by the law enforcement
agency concerned. The Commissioner had reservations that
random checking might vest the ICS Commissioner with
unfettered discretion. The ICS Commissioner was advised to
adopt an objective sampling method for selecting intercept
products for random checking. Due consideration should
also be given to introduce some conditions which the ICS
Commissioner has to meet before exercising his power to
conduct checking.

(i) As for retention and destruction of information subject to Legal
Professional Privilege (“LPP") contained in intercept products,
the Commissioner was concerned that, without specifying
a retention period for the information contained in these
products, the existing ICSO destruction requirements are too
relaxed which may possibly undermine the privacy interests and
right to confidential legal advice of the individuals concerned.
The Secretary for Security’s attention was drawn to DPP2(2),
which provides that personal data shall not be kept longer
than is necessary for the fulfilment of the purpose (including
any directly related purpose) for which the data are or are to be
used.
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(i) The Commissioner supported the proposal to obtain
authorization from panel judges as a pre-requisite for the ICS
Commissioner to listen to intercept products of cases which
involve LPP information or have the likelihood of obtaining
LPP information. By imposing this requirement, the ICS
Commissioner’s application will be independently assessed by a
third party on the appropriateness and necessity to his listening
to the intercept products, thereby avoiding possible challenges
on arbitrary use of power.

(iv) Concerning the proposal of empowering the ICS Commissioner
to check covert surveillance products for the purposes of:
(i) investigating whether a law enforcement agency has
contravened the terms of a prescribed authorization; and (ii)
ascertaining whether any LPP information has been obtained,
the Commissioner advised that privacy protective measures to
be adopted should be in line with those for checking intercept
products (such as formulation of conditions for access and
checking, reporting and/or disciplinary arrangements, and
retention and destruction policy), and spelt out clearly in the
legislative amendments.

RESIDENTIAL PROPERTIES (FIRST-HAND SALES) BILL

Under this Bill, the vendor of a development is required to maintain
a register for public inspection in relation to transactions for the
relevant development. The register will contain information on
whether the purchaser is or is not a related party to the vendor.
Although the name of the purchaser is not revealed in the register,
the Commissioner was concerned that their identity would be
indirectly ascertained by way of carrying out a land search against
the property at the Land Registry.

The Commissioner therefore advised the Secretary for Transport
and Housing that the Bill should state the purpose of keeping the
register and specify the permissible secondary uses of the data of
the register. The Commissioner also suggested that steps should
be taken to ensure that all persons accessing or requesting to
access the register are aware of the specific purpose and the need
to confine the subsequent usage of the data to such purpose. The
Commissioner further advised the Secretary to impose sanctions in
the Bill against improper use of the personal data contained in the
register so as to provide sufficient privacy protection and safeguards
for the personal data.
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The Code of Practice on Consumer Credit Data (“the Code") first came
into operation in November 1998. It requlates the use of recorded
information relating to an individual's credit transactions and aims
to ensure that the handling of personal data by the Credit Reference
Agencies (“the CRA") is fair and in line with the requirements of the
Ordinance.

In March 2011, the Commissioner approved the 3rd revision to
the Code, which involved three sets of amendments to it. The first
set, which took effect on 1 April 2011, relate to the expansion of
the sharing of mortgage data among credit providers through
the CRA to include both positive and negative mortgage data for
both residential and non-residential properties. The expanded data
sharing was proposed by the financial services industry to facilitate
comprehensive credit assessments of applicants for mortgage loans,
thereby promoting responsible borrowing and prudent lending.

The second set of amendments, which took effect on 1 July 2011,
obliges the credit providers to update promptly the CRA database
upon the occurrence of certain events (e.g. repayment in full or
in part of any amount in default) and in the case where a request
for updating is made by an individual, not later than 14 days from
the date of receiving the request. With effect from the same date,
‘gender” was excluded from the scope of personal data to be
collected and retained by the CRA.

The third set of amendments, which will take effect from a date to be
further notified by the Commissioner, relate to the retention of data
in relation to write-off accounts due to a bankruptcy order being
made. Based on the information and estimates provided by the CRA
and the financial services industry, it is likely that the third set of
amendments will take effect in early 2013.

Non-compliance with the Code is not in itself unlawful. However,
in any proceedings involving an alleged breach of the Ordinance,
evidence of non-compliance with the Code will give rise to a
presumption against the party concerned. These proceedings can
come before the Administrative Appeals Board, a magistrate or a
court.

The Code (39revision) and the fact sheet are available for download
from the PCPD website.





