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APEC Electronic-Commerce Steering Group Data

Privacy Subgroup

In 2010-11, the PCPD has joined the Asia Pacific Economic
Cooperation (APEC) Cross-border Privacy Enforcement Arrangement
(CPEA) with Privacy Enforcement Authorities (PE Authorities) from
APEC member economies. To begin with, the PE Authorities comprise
data protection organisations from Australia, Canada, Hong Kong,

New Zealand and the United States.

The CPEA is an initiative of the APEC economies to facilitate
both domestic and international efforts to promote and enforce
information privacy protections. It aims to contribute to consumer
trust and business confidence in electronic commerce involving
cross-border data flows by establishing a framework for information

sharing and regional cooperation in the enforcement of privacy laws.

Hong Kong is a trading hub in Asia Pacific where many organisations
move information across borders as part of their business activities.
The CPEA will help in PCPD’s investigation of violation of personal
data privacy that involves cross-border data transfer. Having joined
CPEA, Hong Kong may now contact other participating PE Authorities
for assistance or to make referrals and conduct parallel/joint exercises
regarding information privacy investigations and enforcement
matters that involve each other’s economies. This will enhance Hong

Kong's sustained efforts to increase cross-border trade and growth.

If an overseas company that collects personal data in Hong Kong
infringes the Personal Data (Privacy) Ordinance, or if a resident found
his personal data held by a Hong Kong company being transferred
to an overseas recipient and then subsequently being misused, the
PCPD may now seek assistance from the relevant PE Authorities in
the course of the investigation. On a wider front, if an international
company whose business spreads across APEC member economies
is found to have carried out practices that violates personal data
privacy, concerted efforts can be taken by the relevant participating

PE Authorities to investigate the matter.

During the year, the APEC Electronic-Commerce Steering Group
(ECSG) Data-Privacy Subgroup worked on the finalisation and
endorsement of the remaining APEC Data-Privacy Pathfinder project

documents. The PCPD continued to participate actively in the
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Subgroup, contributing to the development of the project document
entitled “CBPR (Cross-Border Privacy-Rules) Compliance-Assessment
Guidelines for use by Accountability Agents’, which was endorsed by

the Subgroup in March 2011.

International Conference of Data Protection and

Privacy Commissioners

The Commissioner attended the 32nd International Conference of
Data Protection and Privacy Commissioners (“the Conference”) in
Jerusalem, Israel from 27 to 29 October 2010. He continued to serve

as a member of the Steering Croup and the Credentials Committee.
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Privacy Commissioner
Mr. Allan Chiang (2nd
from left, third row)
attended the 32nd
International Conference
of Data Protection and
Privacy Commissioners in
Jerusalem, Israel.

"Privacy: Generations” was the main theme of the Conference, at
which the Commissioner gathered with privacy authorities from
around the world to explore how a new generation of technology
and users have disrupted the current framework of data protection
and necessitated a new generation of governance, which includes
a legislative framework, innovative regulatory strategies and new

approaches to enforcement.

The Conference resolved to recognize Privacy by Design as an
essential component of fundamental privacy protection, and
encourage the adoption of Privacy by Design’s Foundational Principles
as guidance to establishing privacy as an organisation’s default
mode of operation. It also resolved to improve the Conference’s

organizational set up to meet its mission and objectives.

The Conference made further progress in developing and promoting
a Joint Proposal for setting international standards on privacy and

personal data protection.
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Asia Pacific Privacy Authorities

The Asia Pacific Privacy Authorities (APPA) is the principal forum
for privacy authorities in the Asia Pacific Region to liaise and
exchange ideas about privacy regulation, new technologies, and the
management of privacy enquiries and complaints. Members include
the Privacy Commissioners of Australia (including the Commissioners
of the States of New South Wales, Queensland, Victoria and Northern
Territory), Canada (including the Province of British Columbia), New
Zealand, Korean Information Security Authority, Hong Kong, Federal
Institute for Access to Information and Data Protection, Mexico and

Federal Trade Commission, United States.

At its two bi-annual meetings, reports from members’jurisdictions
on privacy developments were received, and a wide range of topical

privacy issues were discussed.

The 33rd APPA Forum was hosted by the Office of the Information
Commissioner, Northern Territory, in Darwin, Australia on 3-4 June
2010. Attendees shared their views on the future privacy impact of
ubiquitous computing, cloud computing and the use of biometric
data for entry into venues. Also discussed were Progress towards
the Global Privacy Enforcement Network (GPEN), the APEC Privacy
Framework, the OECD's Working Party on Information Security and
Privacy, the International Conference of Data Protection and Privacy

Commissioners, and the establishment of a Global Privacy Standard.

Members agreed at the meeting to establish a Technology Working
Group with Hong Kong as the leader. The functions of the Group
are to act as a focal point for the APPA Forum and may include the
development of a database to consolidate views, experience, case

notes and guidance notes.
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Privacy Commissioner Mr. Allan Chiang (5th from right,
first row) attends the 34th APPA Forum in Auckland, New
Zealand on 7 December 2010.
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Members also agreed to broaden APPA's membership, reflecting the

fact that the Forum is growing in strength and support.

The 34th APPA Forum was held on 7-8 December 2010 in Auckland,
New Zealand. At the meeting, members adopted a new Statement
of Objectives that highlights the importance of cross-border
enforcement cooperation and recognises a strengthened relationship
between the APPA and APEC Cross-border Privacy-Enforcement
Arrangement. Members agreed to broaden APPA membership criteria
to include privacy enforcement authorities that have been approved
to participate in GPEN. Besides, the Technology Working Group
agreed to commence the compilation of a database of material for

members to enhance the sharing of information across jurisdictions.

Members also shared their views on Web 2.0 technologies and
privacy regulation, direct marketing and privacy, including the sale
of data from Hong Kong's public transit Octopus card for marketing
purposes, credit reporting and privacy, international privacy

developments, and international cross-border privacy enforcement.

For details, please visit the APPA official web page at: http://www.
privacy.gov.au/index.php?option=com_content&view=article&id=34
&ltemid=833

Familiarization visits

In the reporting year, the PCPD received the following delegations:

30 September 2010 — PCPD staff gave an introduction on the

implementation of the Ordinance to visitors from Asian Legal
Resource Centre (TEMERERF D).

27 October 2010 — PCPD staff met with the delegation from
Ministry of Supervision (BIZRESZZER) .
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