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Complaints received during the 2010-2011 financial year
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A total of 1,225 complaint cases were received in 2010-2011

(an increase of 20% on the previous year).
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® 965 (79%) complaint cases were against private-sector
organizations.

® 146 (12%) complaint cases were against public-sector
organizations (i.e. government departments and other
public bodies).

® 114 (9%) complaint cases were against individuals.
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FIGURE HAEHBIERHR

3 Complaints Against Private-Sector Organisations
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KEDIFEANELTEHERFEZ  The majority of complaints against companies in the
WIS E TR ERFEFHN{E AE telecommunications and financial sectors alleged the
£ o B FEE A EARMEFEAMEA  unlawful use or disclosure of customers’ personal data. There
BREEEEMREIE (158%) * LAKAE  was a considerable increase in the number of allegations
KN AFIWEFAER (33%) H{EZE  of the use of personal data in direct marketing (158%), and
ZHH MEEEE TR EZEMM  excessive or unfair collection of personal data (33%), but a
EBEER SN IEERESN (12%) B{EZE  decrease in the number of allegations of non-compliance
2 o with data access or correction requests (12%) compared with
the previous year.

B %

FIGURE HAERBHKRR
4 Complaints Against Public-Sector Organisations
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ERFALCHBHNEZREE - KEHD  The majority of complaints against public-sector

Wk organisations involved allegations of:

o AU ERMRARGSESEAR  © the use or disclosure of personal data beyond the scope
EMEAERREAER (37%) of the collection purpose and without the consent of the

individual (37%);

o AT AFWERMAZE (30%) ; * the excessive or unfair collection of personal data (30%);

e REAIREEAAEBRBRLZEM  © the lack of security measures to protect personal data
(15%) : & (15%); and

o RipBTEHER BRI WESLZR  © non-compliance with data access or correction requests
Z5K(13%) ° (13%).
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The 1,225 complaint cases received in 2010-2011 involved a total
of 1,586 alleged breaches of the requirements of the Ordinance.
Of these, 1,321 (83%) were alleged breaches of the data-
protection principles and 265 (17%) were alleged contraventions
of the provisions in the main body of the Ordinance.

Of the 1,321 alleged breaches of the data protection principles,
501 (38%) concerned mainly the alleged excessive or unfair
collection of complainants’ personal data. In this category,
60 (12%) involved allegations, most of them against financial
institutions or beauty salons, of the collection of complainants'
personal data from unknown sources for the recovery of debts
or for direct marketing purposes.

There is a misunderstanding among some complainants
regarding the application of the Ordinance to the collection of
personal data. The Ordinance does not require a data user to
obtain the consent of the data subject for collection from a third
party of his personal data or to notify him of the collection. In an
administrative appeal case, the Administrative Appeals Board
ruled that the mere evidence of the holding of personal data by
a person could not prove that he had obtained the data by unfair
or unlawful means. Accordingly, the collection of personal data
from sources other than the data subject without his knowledge
or consent, without more, does not suggest a contravention of
the Ordinance. Moreover, there is no provision in the Ordinance
that requires the data user to disclose to the data subject the
source from which the data user obtained the personal data.
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At the beginning of the reporting year, 240 complaints were
being processed. With the 1,225 new complaints received,
the Commissioner handled a total of 1,465 complaints
during the reporting period. Of these, 1,089 (74%) cases were
completed during the reporting year, and 376 (26%) cases
were still being processed on 31 March 2011 (Figure 6).

In February 2011, the PCPD revised the Complaint Handling
Policy to clarify the information that the complainant has to
provide before the PCPD proceeds to handle the complaint
under section 37 of the Ordinance, and to elaborate on
the Commissioner’s discretion under section 39(2) of the
Ordinance to refuse to carry out or continue an investigation
into a complaint. The revised Complaint Handling Policy was
gazetted on 11 February 2011.
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7 Outcome of Investigations

EXF#E REREEE
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FEARFRPATTLER 1,089 RIEZR : Of the 1,089 cases completed during the reporting period:

° 366 5% (34%) )R B RMEEE * 366 (34%) cases were found to have no prima facie case;

0 71R (6%) NMEKHIM EEEEESHKE  © 71 (6%) cases were outside the jurisdiction of the
=EZIEF Ordinance or were made anonymously;

° 1515 (14%) E S EAHARE B 151 (14%) cases were resolved through mediation during
BRASEIRR preliminary enquiries;

° 231 (21%) #BFEZE - KREFRE  © 231 (21%) cases involved mostly complaints where the
FATEELEZEENEHNER complainants did not respond to the Commissioner’s
EREMBERRE  fInESRE inquiries, or where the matter had been transferred

or reported to other authorities: e.g. the Hong Kong
Police Force;

° 142 (13%) FEAHWIRFELHEEE  © 142 (13%) cases were found to be unsubstantiated after
RBETE enquiries with the parties being complained against;

0 785 (7%) EH BRI BIZF A © 78 (7%) cases were withdrawn by the complainants
BE R during preliminary enquiries; and

e ATREYS0R (5%) FEETTIERNFAEE  © the remaining 50 (5%) cases were resolved after formal
1FEIFRR o investigation.
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8 Results of Formal Investigations
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EARERMATHRERFAEHS0RME  Of the 50 formal investigations completed during the
= LEBEERIMEB 2857 (56%) reporting period, the Commissioner found contravention
BR TIEGIHBEE - 857 (16%) I fEE  of the requirements of the Ordinance in 28 (56%) cases. In
Mk AR BiEmMEEBHEBEMNE  eight (16%) cases, either no contravention was found or no
Woo BN 145 (28%) B2 AR F AR contravention was established due to insufficient evidence.
FENEREGEEEMFR ILASE - The 14 (28%) remaining cases were discontinued, as the
complainants decided not to pursue the matter further.
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EHETEREOE T 28 RMEE  Of the 28 cases where the requirements of the Ordinance

o1 RER A EREEBREE  were found to have been contravened, 21 cases involved

Bl B8 7 RER TIEMIEE2&XHE  contravention of one or more of the data protection

T BT RAEGSEHEEBRE({E  princples. The remaining seven cases involved contravention

HREMEHERESRER (BXR9) > of the requirements of the main body of the Ordinance
relating to direct marketing and compliance with data
access requests (Figure 9).

FEEEABFIR2010-11 RFIE
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In the 151 cases resolved through mediation during
preliminary enquiries, the Commissioner provided advice
and/or recommendations to 118 organizations on their
practices and procedures in order to assist them in
complying with the data-protection principles and other
requirements of the Ordinance.

Of the 28 cases in which requirements under the Ordinance
were found to have been contravened, the Commissioner
issued enforcement notices to the parties complained
against in eight cases to prevent continuation or repetition
of the contraventions.

In the remaining 20 cases, the Commissioner either issued
warning notices to the parties complained against after they
had taken measures to remedy the contraventions, or dealt
with the contraventions by way of written undertakings
given by the parties complained against to implement the
remedial measures. However, the Commissioner may still
issue an enforcement notice to them if they fail to remedy
the situation to the satisfaction of the Commissioner.
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ERER
Conviction Cases

ARERZEERERNRY  REBEETGR
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RENBERRR  RERERENTFESEM
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In an effort to enhance the effectiveness of prosecution for
offences under the Ordinance, the Commissioner had a meeting
with the Police and Department of Justice in March 2011 to
discuss the formulation of policies and guidelines for the
investigation and prosecution of offence cases referred by the
PPCD. The meeting noted that the success rate of prosecution
in the past was low and agreed to continue the dialogue to

improve the situation.

The following are cases in the reporting year where the data
users were found to have contravened the provisions in the
main body of the Ordinance, which constitutes an offence.
After considering the particular circumstances of the cases, the
Commissioner decided to refer them to the Police for criminal
investigation. As a result, the offenders were prosecuted and

convicted of the offences.

EFEHARRIERAMREEREHMEER

A telemarketing company was summonsed for failing to comply with an opt-out request

' BERAR
@ The Complaint

20105 6 A B AMEI—HEFREL
AIREBRIFEDRMBEETE - BERFA
EERMPHTERREAMIEEERE
BZEFEREARE2010F 7 BRI
FABLRERHEES -

fERBIgE 34 (1) (i) FRARE - WERESEAE
KERMEREFILERAEBAAERMEER
{RIHAE - BFHEMEZARM -

+
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Outcome

NEFR2010-11 RFEIHE

In June 2010, the Complainant received a telephone call from a
telemarketing company promoting a beauty and body-slimming
program. Despite the Complainant’s request not to call her again
for direct marketing, the telemarketing company made two

further marketing calls to the Complainant in July 2010.

Section 34(1)(ii) of the Ordinance requires a data user who uses
personal data for direct marketing purposes to cease to use the

data if the data subject so requests.

Two summonses were issued against the telemarketing company
for contravening Section 34 of the Ordinance. The telemarketing

company pleaded guilty and was fined $5,000.
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A beauty salon failed to comply with a customer’s opt-out request

' BRAR
@ The Complaint

20094  —FEIERR (TH [5Z2E2AFT]) In 2009, a beauty salon (the Salon) collected personal data from
WE TIRFANBEAZE - WHEMIEMH—  the Complainant and offered a free facial-treatment course. The
AR BEmMILERER - HFAEZZEE  Complainant took up the offer and thereafter received repeated
% EBECDREEBRKEER - B1%  business promotion calls from the Salon despite her opt-out
R R ZERRIIRIE TS o 85FAFZE  request. The last promotion call that the Complainant received
— R EZERRHEHEEERE 20105 from the Salon was in August 2010.

8H °

Q@ «=
@

Outcome

KRAER  ZEBTBIEEEILIEHIEE 34  After investigation, the Salon was summonsed for an offence
IEEVIRTE o A ERPTARIETE - WHIEIZ  under Section 34 of the Ordinance. The Salon pleaded guilty and
1,000 7T ° was fined $1,000.
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Improvements in Data Handling

UTRAFHRPAN-—LEAR - MAERER
EERERFRARFLEE  XELRES
HEEIT - BITREREEAERLRBAERE -

The following cases in the reporting year illustrate how data
users responded promptly to complaints and implemented
measures under the guidance of the Commissioner to improve

personal data privacy protection.

B=R CASE

1 IERTABREBER  REREAZINEAERTZARBETF
FEMNERATE — REERFE 4R

Tourist guide displaying sample disembarkation form to tour members:
failure to protect personal data contained therein from unauthorized or
accidental access - Data Protection Principle (“DPP”) 4

RFEAR
The Complaint
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The Complainant and her
family members joined a guided tour to Taiwan operated by a
travel agency. At the gathering point at the start of the tour, the
Complainant followed the tour guide’s instruction to submit
her passport for embarkation. The Complainant later found that
the tour guide had used the personal data in her passport in a
disembarkation form which the guide used to show the tour
members how to complete the form. The Complainant was
aggrieved that the tour guide, by doing so, had failed to protect
her personal data, and thus lodged a complaint with the PCPD.

The travel agency explained that the tour guide had not intended
to show the Complainant’s personal data to the others. The tour
guide believed that the form was held up in such a position that
the tour members would not be able to read the data during

the demonstration.

The Commissioner was of the view that by showing the
disembarkation form containing the Complainant’s personal
data, there might be an unintended risk of disclosing the
Complainant’s personal data to other tour members. Upon the
advice of the Commissioner, the travel agency instructed their
guides to use a sample form with dummy data when providing

similar explanations to tour members.
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2 CEEEMEVERSMENBAER TEBMeHEEBERE | R
BHBZ2MENTHARE —REENE3RA

Competition organizer transferring participants’ personal data to the
event sponsor for promoting the latter’s services: failure to obtain
prescribed consent from the participants - DPP 3

BIFRAR
The Complaint
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The Complainant’s son participated in an open chess competition
(the Competition) organised by a chess college (the College), which
collected personal data from the Complainant and her son. Shortly
after the Competition, one of the sponsors of the Competition (the
Sponsor) telephoned the Complainant to promote its courses. The
caller told the Complainant that the Sponsor had obtained her
personal data from the College. The Complainant was dissatisfied
that the College had, without her prescribed consent, shared her

personal data with the Sponsor.

The College admitted having provided the personal data of
some 300 Competition participants to a marketing company (the
Marketing Company) appointed by them. The Marketing Company

subsequently transferred the personal data to the Sponsor.

Obviously, the purpose of collecting the personal data of the
participants of the Competition by the College was for matters
relating to the Competition. Therefore, the subsequent disclosure
of the participants’ personal data for the purpose of promoting
the Sponsor’s courses was not directly related to the original data-

collection purpose.

The College accepted the advice of the Commissioner and
undertook not to use the personal data collected in competitions
for direct marketing purposes in future. They also issued letters to
the Marketing Company and the Sponsor asking them to erase

the personal data in question.
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Employer introducing newcomer to staff members: must not disclose
excessive personal data - DPP 3
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The Complaint

BHFAZ—HAT (B [ZAF]) MFE
T -FELEER BEBZAGNRAE
KRB E A HMmEE %L ER
(T8 [ZEE ) 48 o ZBEIE KA
AIEEATE LAHIJE’\JH%HE&?@M\IVEE,HJ?
(T [ZEER]) - At - iRFZ A A
ERANGERE  BREERERETHE

RATRE - EHATED R LB
BTEHBHNA NRALMNNBERSF
A TR S B E R At
R

Q =«
‘ Outcome

ZARRVIREZEER B B2 RIER
BR% - MLEEERA/ZARAZLERH
PIEEMBERERFANZEER X
TRATERRME | WERELR - TR
EHEEANBEENBNEREGR -

ZAREMILEEERNER - WAIEERER
Bt ERSHETINEIHEER  Rg

BEFETHMSE  EUUERKAEE
AR - MASREEMEAZR -

244 2010-11 RIFLE

The Complainant was a new employee of a company (the
Company). On the first day of work, she found that the Office
Manager of the Company had sent an email (the Email) to
introduce her to all other staff members a few days earlier. In the
Email, her previous employer’s name, her previous posting and the
number of years she had worked overseas (the Information) were
mentioned. She complained that the Company had disclosed the

Information to other staff members without her prior consent.

The Company explained that its Office Manager had sent out
the Email for the purpose of introducing the Complainant to all
other staff members and that the Information was included so
that the staff members could have a brief understanding of the

Complainant’s background.

It was noted that the Information was initially collected by
the Company for recruitment purposes. The Commissioner
considered that the Company's disclosure of the Complainant’s
Information by sending the Email to all other staff members was
not on a “need-to-know” basis, nor was it for the purpose directly

related to the original purpose of collecting the data.

The Company accepted the advice of the Commissioner and
adopted an immediate measure of disclosing only the names,
office seat locations and office telephone extension numbers of
new staff members, without disclosing their other personal data,

unless prior consent had been obtained.
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Institution issuing membership cards: the cards should not bear members’
Hong Kong Identity Card numbers as membership numbers - DPP3
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The Complaint
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The Complainant was a member
of a professional organization (the
Organization). She was issued a
membership card embossed with her full name and Hong Kong
Identity Card (HKIC) number. The Complainant considered that
her HKIC number was sensitive personal data and should not be
shown on her membership card. The Organization stated that
they used the HKIC numbers of their members as index numbers
for maintaining their members' records; hence, they embossed
the HKIC numbers on the membership cards for the ease of

identifying their members.

Paragraph 2.6 of the Code of Practice on the Identity Card Number
and other Personal Identifiers (the Pl Code) sets out situations
in which a data user may use the HKIC number of an individual.
Although under paragraph 2.6.4 of the Pl Code, a data user may
use the HKIC number for linking, retrieving or otherwise processing
records it holds relating to an individual, the Organization had no
justification for embossing the HKIC on the membership card.
Furthermore, the said practice may increase the risk of the members’

HKIC numbers seen by other unintended parties.

Upon the advice of the Commissioner, the Organization stopped
issuing membership cards embossed with members'HKIC numbers.
The Organization subsequently adopted a new membership
card numbering system which did not use the HKIC numbers of

its members.
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Lessons Learnt from Complaints

UTRFEREEFHARERHAA—LLER The following complaint cases illustrate some data users’
FRESREEREHNRENZEEIEARIT actions or practices that were found to have contravened the
B NERENREBEHMERELKE E  requirements of the Ordinance during the reporting period.
ERAZEL (BEREERNEA) ERMNITE  They were selected on the basis of the subject matter and
25N - demonstrate the wide variety of conduct that is subject to

B CASE

1 BEMPARGSENESANTARRAF=ERBEB/AESR | ARRIE
PITHHRREEMER —

the provisions of the Ordinance, including those of the Data

Protection Principles (DPPs).

REEZ R 3 R RI K% 5 58 %

A government department disclosing personal data to a third
party without the data subject’s prescribed consent: must ensure
the exemptions under the Ordinance are applied appropriately — DPP3

and section 58

RFEAR
The Complaint
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The Complainant wrote to a bus company (the Company) to
claim compensation for an injury sustained while travelling
on one of the Company’s buses. He also reported the case
to a government department (the Department) for criminal

investigation.

A written statement was taken from the Complainant, who
explicitly stated therein that he did not consent to disclosing his

statement to any third party relating to his claim.

Although no prosecution was brought against the Company or
the bus driver after the Department’s investigation, the statement
was released to a loss adjustor acting for the Company on the
ground that the information might assist the Complainant
to carry out his civil claim against the parties concerned. The
Department claimed that the disclosure was exempt under
Section 58(1)(d).
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The Commissioner was of the view that the disclosure for the
purpose of assisting the Complainant to carry out a civil claim
was neither the Department’s original purpose for collection
(i.e. to ascertain whether any criminal element was involved),
nor a directly related purpose. Given that no prescribed consent
from the Complainant had been obtained, the Department had
contravened DPP 3, unless an exemption under the Ordinance

was applicable.

In relation to the exemption under Section 58(1)(d), the
Commissioner had to consider whether the application of DPP
3 in relation to such use would likely to prejudice any of the
matters referred to in this section (i.e. the prevention, preclusion
or remedying of unlawful or seriously improper conduct). As
the Department had failed to establish why disclosure of the
statement to the loss adjustor would likely to prejudice those
matters, the Commissioner concluded that the disclosure was
not exempt under Section 58(1)(d) and that the Department had

contravened DPP 3.

An enforcement notice was served on the Department directing it
to formulate a policy guidance note requiring its staff to obtain the
prescribed consent of data subjects before releasing their personal
data to third parties (unless an appropriate exemption under the
Ordinance applies). In October 2010, the Department complied

with the terms of the enforcement notice accordingly.

The Commissioner also advised the Department that when
applying the exemption under Section 58, it should record
evidence in support of its decision and obtain legal advice

where appropriate.
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In December 2008, the //

Complainant applied for
a credit card from a financial company (the Company). She
provided the Company with her address in “District A" as her

correspondence address.

Later, the Complainant noted, from a letter issued by the
Company, that the district of her address had been wrongly
written as “District B” (the Wrong Address). She then made a
correction request to the Company in person by submitting a
“Change of Customer Information Request Form” (the Form), with

address proof.

In January 2009, the Complainant received a letter from the
Company and found the address was still the Wrong Address. So

she telephoned the Company and requested a correction.

In February 2009, the Complainant did not receive her credit
card statement for the month of January 2009. She subsequently
learnt from the Company that the January statement had
been sent to an address without flat and floor information (the

Incomplete Address).

The Company froze the credit-card account and issued a new
credit card to the Complainant. Later, the Complainant received
the new credit card but not the January statement. When she
went to the Company to collect the January statement, she found
that the address printed on the statement was the Incomplete
Address. Feeling aggrieved, the Complainant lodged a complaint

with the Commissioner.
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In response to the Commissioner’s enquiry, the Company
explained that upon receipt of the Complainant’s address-
correction request, its employee had mistakenly input “District B”
as the address district into its computer system. The employee

responsible for random checks was unable to spot the mistake.

The Company further explained that the January statement had
been sent to the Incomplete Address because its employee
had failed to fill in the flat and floor information upon receipt of

the Form.

The Company had installed a computer software to randomly
check the accuracy of its customers’ addresses. However, there
was no record showing that the Company had used the software
to check the Complainant’s address. To remedy the situation,
the Company took initiative to implement new procedures to
require its staff members, on a compulsory basis, to use the
software to check all customers’ addresses, and adopt a double-

checking procedure.

The Commissioner found that the mistakes were made by
employees of the Company due to carelessness on the part of the
Company's employees and the failure of the Company’s checking
procedures. By failing to take all reasonably practicable steps to
ensure that the Complainant's address it used was accurate, the
Company had breached DPP 2(1) of the Ordinance.

The Commissioner served an enforcement notice on the
Company directing it to conduct a monthly 10% random check
on requests for change of address and report the random check
results to top management. The Company agreed with the
directions issued by the Commissioner and complied with the

enforcement notice accordingly.
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The Complainant visited the service centre of a printing-
consumables supplier (the Supplier) to replace bad cartridges.
The service centre asked the Complainant to provide personal
information, including his Hong Kong Identity Card (HKIC)

number, on the Supplier’s registration form.

The Complainant did not accede to the request for his HKIC
number, so the service centre refused to provide the Complainant
with replacement service. The Complainant was dissatisfied and
filed a complaint with the Commissioner alleging the Supplier

had tried to collect excessive personal data.

The Commissioner’s investigation revealed that the Supplier had
collected customers'HKIC numbers to identify customers (or their
couriers) without sale receipts, in order to avoid replacing fake
cartridges. According to the Supplier, the service centre could
not determine on the spot whether the defective cartridges were
genuine or fake, adding that it took time to deliver defective

cartridges to its test centres for verification.
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The Commissioner ruled that it was not necessary for the Supplier
to collect customers' HKIC numbers because the Supplier could
provide replacement service after the verification process. An
enforcement notice was issued requiring the Supplier to take

appropriate remedial action.

The Supplier later took the matter before the Administrative
Appeals Board (AAB) for adjudication. After a de novo hearing at
the AAB, the Commissioner varied the terms of the enforcement
notice, which was then agreed to and complied with by

the Supplier.

The Supplier’s revised practice is to offer less privacy-intrusive
options to customers in lieu of collecting their HKIC numbers.
The options include (a) providing proof of address, (b) paying a
deposit, or (c) leaving the defective cartridges with the service
centre for 14 days for verification before replacement. The
Supplier agreed not to collect HKIC numbers from its customers
except when the customers completely understood but explicitly

rejected the other three options.
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The Complainant visited a telecommunication shop (the Shop) to
subscribe for broadband and fixed-line phone services. The Shop
adopted an open-plan design. Some computer terminals were
set up in a public area and visitors were free to circulate around

those terminals.

The Complainant's subscription request was processed at
one of the computer terminals in the public area. During the
process, he noticed that his personal information was visible
to people standing next to or behind the customer-service
officer working at the computer terminal. He made an on-site
observation at the Shop the following day and confirmed that a
visitor could easily read the customers’ personal data (the Data)
displayed on a computer screen by standing behind a customer-
service officer. The Complainant was upset and complained to

the Commissioner.

In response to the complaint, the Shop stated that it had installed
polarised filters, a screen saver and a software function that
automatically hid the Data to prevent it from being viewed by
unintended people. The Shop also adjusted the height and angle
of the computer screens to make them less visible to bystanders.
However, these measures proved insufficient to prevent

unauthorised or accidental access to the Data.
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The Commissioner found that the Shop had contravened the
requirements of DPP 4 by failing to provide adequate security.
The investigation established that the computer screens in
question were badly situated, and that it was possible for visitors

to see the Data on the screens.

As the remedial measures taken by the Shop had not been able
to prevent a recurrence of the contravening act, an enforcement
notice was served on the Shop directing it to remodel the design
of its computer terminals so that the Data on the computer

screens could not be viewed by passers-by.

The Shop agreed with the Commissioner’s findings and
complied with the enforcement notice by disabling the functions

of entering and retrieving of the Data at all the computer

terminals which faced the public.
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The Complainant was a subscriber of the mobile phone service of
a telecommunications company (the Company). In March 2009,
the Complainant received a telephone call from the Company
inviting her to join a lucky draw held by an insurance agency (the
Agency), offering free accident insurance to participants in the

lucky draw.

The Complainant agreed to join the lucky draw and the call
was transferred to the Agency. After registering her in the lucky
draw, the Agency promoted an insurance product to her. The
Complainant was displeased that her personal data had been
used in the promotion of the insurance product and filed a

complaint with the Commissioner.

Enquiries by the Commissioner established that the Company
had entered into a joint marketing program (the Program) with
the Agency to promote the insurance product. A “two-level”
calling approach was adopted under the Program. In the level-
one call, the Company would telephone a target customer
inviting him/her to join a lucky draw held by the Agency. If the
customer accepted the invitation, the telephone line would be
transferred to the Agency for the level-two call to promote the

insurance product.
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After investigation, the Commissioner concluded that the Company

had contravened the requirements under DPP 3 because:

(@) the Company had received monetary gains from the
Agency in return for promoting the insurance product to the
Complainant;

(b) the insurance product was unrelated to the
telecommunications service;

(c) the Company had not explicitly informed the Complainant
that her personal data would be used in the promotion of
insurance products;

(d) the Complainant had consented only to the transfer of the
line for registration in the lucky draw; and

(e) the Company had not obtained the Complainant’s
prescribed consent for her personal data to be used for

marketing the insurance product.

In response to the Commissioner’s decision, the Company
provided the Commissioner with a written undertaking
confirming that if the personal data of its existing customers were
used under any joint-marketing program promoting products or
services unrelated to telecommunications services (e.g. financial
and insurance products), it would first obtain explicit and

voluntary consent to such use from its customers.
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The complainant was dissatisfied that his family of four (including
himself) had bought four multiple-entry tickets to a Theme Park,
but were required to have their fingerprint image scanned at
the entrance gate without being provided with a less privacy-

intrusive alternative.

The complainant felt further aggrieved when his request for a
copy of his “fingerprint scan” pursuant to the data-access right
to which he is entitled under Section 18 of the Ordinance was
denied. The Park told the complainant that it had not collected or

stored his fingerprint scan.

During the investigation, the Park explained that it
offered the alternative of allowing visitors to show photo
identification, such as a passport or HKID card, instead of having
their fingerprint scanned for subsequent admission use. The
Park further explained that it had not collected the complete
fingerprint images of visitors, but only some sample points

from the surface of a visitor’s index finger to create a fingerprint

template for subsequent comparison.
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The Commissioner’s General Observations

The Park provides the alternative of photo identification in lieu
of collecting a visitor's fingerprint data. This option is expressly
stated on the ticket and on the Park’s website, and is orally

conveyed to ticket-holders upon their first entrance to the Park.

The Commissioner respects the decision made by a data
subject to voluntarily supply his fingerprint data for specific
purposes. Unlike other cases where a special relationship exists
(e.g. employer and employees, school and pupils), the Park is
only an amusement service provider to the visitor, so there is
no reasonable suspicion of undue influence due a disparity in
bargaining power. Hence, a visitor's consent to provide their
fingerprint data is considered a genuine consent since a visitor
has the alternative of photo identification or simply not visiting
the Park.

There are arguments that the data stored in a biometric/
fingerprint-recognition system may not be personal data because
the stored template is just meaningless numbers and therefore
not personal data. Furthermore, a fingerprint is not stored and

cannot be reconstructed from the stored template.

It is the established view of the Commissioner that although the
individual’s fingerprint image is converted into a numeric value,
the sample points taken from the surface of a finger may still
be adequate to establish a positive identification. After all, the
purpose of a fingerprint recognition system is to identify or verify
the identity of an individual. Hence, fingerprint templates are
considered personal data when combined with other identifying

particulars of a data subject.
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The evidence and information before the Commissioner indicated
that the complainant had bought four tickets (valid for two days
each) for him and his family to visit the Park. None of the four
persons chose to register his/her name on the ticket. The Park
only collected fingerprint data from them in order to create a
template for ticket validation and did not collect any other personal

identifying particulars from them at the entrance gate.

Despite the Park having the personal details of the complainant
when he registered as a guest of the Park’s hotel, it was not
practicable for the Park to link the template to the complainant
because the Park could not identify which of the four tickets was
used by the complainant. To constitute personal data under the
Ordinance, one of the conditions is that it is practicable for the
identity of the individual to be directly or indirectly ascertained
from the data. As it was not practicable for the Park to uniquely
identify the complainant’s fingerprint template, the data did not fall

within the definition of personal data under the Ordinance.

The Commissioner added that, in other cases, such as when only
one guest bought one ticket and had his fingerprint scanned, his
fingerprint template would then be regarded as his personal data
because the Park could link the purchase details (including his

personal data) to the stored fingerprint template.

However, insofar as this complaint is concerned, the Commissioner
found that the Ordinance had not been contravened at all, as no

personal data were involved.

The Commissioner respects the free will of an individual to
provide his fingerprint data for access to facilities and services if
this is an informed decision, made without undue influence being
exerted upon him. An important factor in this case is that the
Park had provided options for its visitors to choose from before
deciding whether to use the fingerprint scan to gain access to the

Park. Visitors are not compelled to provide the fingerprint data.
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Under section 48(2) of the Ordinance, the Commissioner may,
after completing an investigation, and if he opines that it is in
the public interest to do so, publish a report (Report) setting
out the investigation results, and any recommendations or
comments arising from the investigation, as he sees fit. During

the reporting year, the Commissioner published two Reports.

A telecommunications company authorised another

company to conduct a telemarketing campaign.

On 17 November 2010, the Commissioner published a Report
in respect of an investigation into a complaint against a
telecommunications company for making a telemarketing
call through its agent to a customer who had earlier made an

opt-out request.

Background

The Complainant was a subscriber of the mobile-phone service
of a telecommunications company (the Telecom). In 2001, the
Complainant informed the Telecom that he did not want to receive
any further direct-marketing calls, and the Telecom confirmed to him

that it would cease making such calls to him.

Later on, the Complainant received a telemarketing call from a
telemarketing company representing the Telecom. Dissatisfied with
the Telecom’s non-compliance with his previous opt-out request, the

Complainant lodged a complaint with the Commissioner.

The Investigation

The Commissioner obtained relevant documents from the Telecom
and the telemarketing company. According to the agreement
between the two companies, the telemarketing company would
make calls to mobile-phone users in Hong Kong based on random

selection to promote the mobile-phone service of the Telecom.

The Telecom required the telemarketing company to follow the
Telecom’s guidelines for handling opt-out requests. Before proceeding
with the direct-marketing campaign, the telemarketing company had

to give the call list generated by random selection to the Telecom for
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approval. The Telecom would delete the phone numbers of people
who had opted out of the direct marketing before returning the call

list to the telemarketing company for use.

However, the telemarketing company had failed to give the call list
used on the incident date to the Telecom for approval in accordance
with the guidelines, resulting in the Complainant’s personal data

being repeatedly used for direct marketing.

The Commissioner's Findings

The Commissioner was of the view that although the number was
generated by random selection by the telemarketing company, it was
the personal data that the Complainant had asked the Telecom to
stop using for telemarketing in 2001. Hence, when the telemarketing
company made the marketing call on behalf of the Telecom
on the incident date, it was contrary to the opt-out request made by

the Complainant.

Section 65(2) of the Ordinance provides that any act or practice by a
person as the agent for another person with the authority of that other
person shall be treated as having been performed by that other person,
as well as by the agent. While the act of the telemarketing company
had obviously contravened the Telecom'’s guidelines, the Telecom
had failed to take active measures to ensure that the telemarketing
company would strictly follow the guidelines. The Commissioner took
the view that the terms in the agreement requiring the telemarketing
company to comply with the Ordinance and the guidelines of
the Telecom alone were not sufficient to place the actions of the
telemarketing company outside the sphere of the service authorised

by the Telecom.

Section 34(1)(ii) of the Ordinance stipulates that if a data user has
obtained personal data from any source and uses the data for direct-
marketing purposes, the data subject may ask the data user to stop
using the data for this purpose. In such cases, the data user must stop
using the data without charge to the data subject. As the Telecom
was liable for the act of the telemarketing company it had engaged, it

contravened section 34(1)(ii) of the Ordinance.
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An enforcement notice was served on the Telecom directing it to
clearly specify in the authorisation agreements signed between the
Telecom and the companies engaged to conduct direct marketing on
its behalf that the companies are required (i) to pass the call list to the
Telecom for deletion of the phone numbers of customers who have
made opt-out requests before using it in direct marketing, (i) to specify
the penalty for violation of the requirement, and (iii) to conduct regular

random checks on the direct-marketing records of the companies.

Recommendations Arising from the Investigation

The Commissioner appreciates that to enhance the cost effectiveness
of direct marketing activities, it is common for commercial
organizations to engage agents (e.g. the telemarketing company
in this case) to conduct telemarketing on their behalf. Commercial
organizations are advised to take all practicable steps to prevent their
agents from making direct marketing approaches to those customers
who have made opt-out requests, in order to avoid contravening
the Ordinance. Commercial organizations should select reputable
marketing companies that can effectively monitor the performance

of frontline staff to ensure that their direct marketing activities comply

with the requirements under the Ordinance.
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Transfer of Customers’ Personal Data by Beauty Centre

without Customers’ Consent

On 27 October 2007, the Commissioner published a Report
concerning a beauty centre (Beauty Centre A) that transferred a
customer’s personal data to another beauty centre (Beauty Centre B)

without the customer’s consent.

Background
The customer (the Complainant) purchased a three-year membership
from Beauty Centre A. When he purchased the membership, he

provided his personal data to Beauty Centre A.

Subsequently, Beauty Centre A informed the Complainant that it
was moving temporarily to another address while its premises were
being renovated. However, when the Complainant went to the
address provided by Beauty Centre A, he found that the operator
there was Beauty Centre B, whose staff showed the Complainant
the original copies of the service agreement which he had entered
into with Beauty Centre A, his sign-in record at Beauty Centre A, and
his membership application form, containing his name, address,

telephone number, etc.

The Complainant was dissatisfied that Beauty Centre A had
transferred his personal data to Beauty Centre B without his consent,

so he lodged a complaint with the Commissioner.

The Investigation

The crux of this case is whether the collection and use of the
Complainant’s personal data by Beauty Centre A were limited to
the original purpose or any purpose directly related to it. If not, the
Complainant’s prescribed consent had to be sought in accordance

with the requirements of DPP 3.

The Complainant provided his personal data to Beauty Centre A
for the purchase of the membership and beauty services of Beauty
Centre A. Hence, the Complainant’s reasonable expectation was
that his personal data would be used only by Beauty Centre A for

the provision of its services. The Complainant would not expect
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that his personal data would be passed to a third party which had
no relationship with Beauty Centre A (unless Beauty Centre A had
informed the Complainant of the arrangement at the time when it

collected his personal data).

According to Beauty Centre A, the purpose of the transfer of its
customers’ personal data to Beauty Centre B was to allow the
customers to continue to enjoy beauty services at Beauty Centre B
during the renovation of Beauty Centre A. Beauty Centre A claimed
that the customers’data were only temporarily kept by Beauty Centre
B for “internal use’, and that therefore, it was not necessary to seek the

Complainant’s prescribed consent.

However, our investigation revealed that Beauty Centre A had signed
an agreement with Beauty Centre B to sell its equipment, customer
data and products to Beauty Centre B for HK$100,000. Therefore, the
transfer of customers’ personal data to Beauty Centre B by Beauty

Centre A was part of a business transaction.

The Commissioner’s Findings

[tis clear that Beauty Centre A transferred the Complainant’s personal
data to Beauty Centre B as part of a sale of assets and to provide
Beauty Centre B with a new customer. Therefore, the act exceeded the

Complainant’s reasonable expectation on the use of his personal data
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by Beauty Centre A. The Commissioner considered that the purpose
of transferring the Complainant’s personal data to Beauty Centre B by

Beauty Centre A was not directly related to the purpose of collection.

The Commissioner was of the view that in transferring the
Complainant’s personal data to Beauty Centre B without the
Complainant’s consent, Beauty Centre A had acted in contravention
of DPP 3.

An enforcement notice was served on Beauty Centre A directing
it to stop transferring customers’ personal data to a third party
under similar circumstances without the prescribed consent of its
customers, and to devise a relevant company policy in accordance

with the above direction.

Upon receipt of the enforcement notice, Beauty Centre A stopped
transferring its customers’ personal data to third parties under similar
circumstances, and devised a company policy to ensure that when
collecting personal data, its customers would be explicitly informed

of the purpose for which their data would be used.

Recommendation Arising from the Investigation

When beauty services operators (the Operators) first collect personal
data from their customers, the Operators should clearly inform
their customers that if they are unable to complete the promised
services, they may consider transferring their customers’ personal
data to a third party for provision of the same or similar services. If
the Operators have not done so, they must ensure that prescribed
consent has been obtained before transferring their customers’

personal data to a third party in future to avoid contravening DPP 3.

In cases where customers do not agree to the transfer, the Operators
should propose other options and reach an agreement with their
customers on the destruction or return of the data. For those
customers who cannot be contacted, the Operators should continue
to try to contact them, and meanwhile, take steps to ensure their
data are kept safely and properly for future handling. The inability to
reach a customer is not an excuse to transfer the customer’s personal
data to a third party. Such transfers are irresponsible and contravene
DPP 3.



