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To maintain customer trust and
confidence, it is incumbent upon
senior management of all
organisations, public and private,
profit and non-profit, to proactively
ensure that a corporate-wide
privacy strategy is in place which
emphasizes transparency in the
collection of their customers’
personal data and respects their
right to determine how their
personal data is used. A paradigm
shift is called for which requires
privacy and data protection to be
woven into the fabric of every
organisation’s business processes
and operational procedures.
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Privacy Commissioner for Personal Data

The Privacy Landscape

The pervasive use of new information and communications
technologies in today’s digital society has enabled the collection and
use of vast amounts of personal data with phenomenal ease and
efficiency. According to one estimate, more data has been collected
in the last seven years than in the whole of previous human history.
In ten years' time, the global volume of digital data is expected to

increase more than 40-fold.
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The opportunities brought about by this astounding increase in the
volume of data and the onset of an era where more and more people
and objects are connected in real time to information networks are
immense. The Economist recently commented that data is becoming
a new type of raw material that is on par with capital and labour. In a
similar vein, the World Economic Forum also predicted that personal

data would emerge as a new asset class of the 21st century.

No doubt, the collection, storing and mining of personal data can
create economic and societal value, and enhance the productivity
and competitiveness of enterprises in ways previously beyond our
imagination. At the same time, they pose immense risks to privacy

and raise serious concerns about the protection of personal data.

Major Privacy Intrusions

Despite the educational and promotional efforts of my office, privacy
rights in relation to personal data had not been a hot topic in Hong
Kong until recent years when we witnessed a series of privacy
catastrophes which gained widespread media attention. Two major

privacy intrusions in the year under review are worth noting here.

First, it was revealed in May 2010 that Google’s Street View vehicles
had inappropriately collected and recorded Wi-Fi payload data when
taking pictures of the streets of Hong Kong as part of their operations
to provide geographic information services. This incident represented
a serious violation of privacy rights, as the payload data contained
personal data, such as email messages with names, addresses and
phone numbers, when only the addresses of Wi-Fi routers should
have been recorded. This was not an isolated incident, as similar
occurrences have been reported in other parts of the world, attracting
international attention. Among other things, these abuses, accidental
or intentional, highlight the fact that while the impact of new and
rapidly evolving technologies on modern life is undeniably exciting,
the consequences for personal data protection can be grave if the
privacy implications are not thoroughly considered and properly

managed when these technologies are developed and used.
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In the second major privacy-intrusion incident, the Octopus group
of companies contravened the Data Protection Principles in the
collection and use of the personal data of customers registered in
their Octopus Rewards programme. Specifically, Octopus, without
its customers’ explicit consent, transferred their personal data to
a number of partner companies for use in the marketing of the
latter's products and services. Octopus played little or no part in the
marketing process but received monetary gains from the partner
companies in exchange for the data transfer. The transaction, in

essence, was a sale of private personal data.

The Watershed

The Octopus incident attracted prolonged media attention and
strong protests from different interest groups in Hong Kong for a
number of unique reasons. First, it represented only the tip of the
iceberg, as the misuse of customers' personal data in the manner
identified was not uncommon in business enterprises such as banks
with a huge customer database. Secondly, it involved the handling
of the personal data of 2.4 million people, one-third of the entire
population of Hong Kong, for substantial monetary gain. Thirdly,
Octopus is a household name which all Hong Kong citizens are
familiar with and have high regard for. Therefore, it was no surprise
that they reacted with a sense of betrayal and fury when they found
out that their personal data had been traded like a commodity for the

private gain of Octopus.

The Octopus incident is a milestone event in the history of
personal data protection in Hong Kong because of its far-reaching
consequences. It raised public awareness and understanding
of individuals’ privacy rights concerning personal data to an
unprecedentedly high level. This conclusion was corroborated by
the findings of a survey conducted by an internet security company
in the first quarter of 2011 that 85% of Hong Kong people surveyed
indicated that they were “very concerned” or “extremely concerned”

about unauthorized access to, or misuse of, their personal data.
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Correspondingly, there has been a marked increase in the workload
of my office. For example, the number of complaints we received
increased by 20% compared with the previous year. Apparently,
members of the public are more aware of their privacy rights and
more vocal about protecting them than before. Also, the demand for
general education from the public, and advice and assistance from
organizational data users for compliance with legal requirements has
been overwhelming. In response, we increased by some 80% the
number of seminars and workshops we offered to the public and to
organisations. We also issued a Guidance Note on the collection and

use of personal data in direct marketing.

I hope that the Octopus case has served as a wake-up call to
corporate data users which neglected the issue of personal data
privacy in the past. By now, they should have come to realize that
the reputational risk associated with privacy contraventions is so
high that they can ill-afford to ignore privacy issues in their corporate
governance, or just to leave them in the hands of their legal and
compliance professionals. To maintain customer trust and confidence,
it is incumbent upon senior management of all organisations,
public and private, profit and non-profit, to proactively ensure that
a corporate-wide privacy strategy is in place which emphasizes
transparency in the collection of their customers’ personal data and
respects their right to determine how their personal data is used. A
paradigm shift is called for which requires privacy and data protection
to be woven into the fabric of every organisation’s business processes

and operational procedures.

Review of the Personal Data (Privacy) Ordinance

From one perspective, the Octopus incident could not have
happened at a better time, because it coincided with the
Government’s public consultation exercise to overhaul the Personal
Data (Privacy) Ordinance, with a view to introducing amendments
to ensure the legislation is still adequate and relevant in an evolving
privacy landscape. In response to grave public concern over the
collection, use and sale of personal data for direct-marketing
purposes, the Government came up with a set of proposals to tighten
control of personal data privacy through a combination of procedural

safeguards and sanctions.
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In the consultation process, we also championed a great
number of initiatives to enhance data protection, including the
recommendation to give the Privacy Commissioner the power to
impose monetary penalties for serious privacy contraventions and
to award compensation to aggrieved data subjects. These seem
to be in accord with the aspirations of the public and legislators,
who expressed dismay at our inability to impose such sanctions on

Octopus for its contravention of the Data Protection Principles.

To this end, we embarked on an intensive public engagement
exercise to explain our proposals, including those that the
Government had indicated not to pursue further. We attended a
total of 41 public forums and meetings with stakeholders and other
interested parties, and solicited pubic views through a written
questionnaire and an online survey. Having made a comprehensive
and well-researched submission to the Government, we hope that
its final proposals will duly incorporate our contributions and thereby

meet the public’s rising expectations for greater data protection.

Looking Ahead

Given our insufficient resources and limited sanctioning powers, we
face considerable challenges in our efforts to promote and supervise
compliance with the law. To pursue our mission in a cost-effective and
efficient manner and to preserve the trust the public has bestowed
on us, we will continue to capitalize on the experience and expertise
we have gained over the years, specifically, by adopting the following

multi-pronged strategy:

(1) maintain high standards of corporate governance;

(2) adhere to the principles of transparency and accountability;

(3) maximize utilization of our resources to achieve economy,

efficiency and effectiveness;
(4)  make continuous efforts to streamline work procedures;
(5) apply a“selective in order to be effective” approach in prioritizing

work, with an emphasis on assignments that will have the

greatest impact;
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(6) be proactive in seeking the holistic engagement of stakeholders;

(7) partner with other regulators, leveraging their legislative

mandates, institutional tools and enforcement powers;

(8) enter into strategic alliances with overseas data protection

authorities for handling cross-border privacy issues;

(9) promote best practices among organizational data users, on top

of meeting minimum legal requirements; and

(10) maximize the impact of publicity and education through
publications, media exposure and community engagement to

inform, in particular, young people.

Closing Remarks

In closing, I would like to thank the members of the Personal Data
(Privacy) Advisory Committee, members of the Standing Committee
on Technological Developments, and all our stakeholders and
partners for their unrelenting support for our mission. | would also
like to pay special tribute to my predecessors, whose painstaking
work over the years laid a solid foundation for this office, enabling me
to take over the leadership at a time of strength. Finally, | salute our
team of dedicated staff, who have shown incredible resilience and
determination in coping with their work, which has grown both in

volume and complexity.

Allan Chiang

Privacy Commissioner for Personal Data
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