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The protection of the privacy of the individual in relation to
personal data should be a standard policy for every organization
in Hong Kong. Not just because of the legal requirements of the
Ordinance, but because it leads to benefits in terms of better
customer and employment relations, improved data quality and
efficiency of data processing. The PCPD strives to reinforce this

message and provide guidance on good data protection practices

to all public & private organizations, large and small.

On 12 August 2009, the Commissioner’s senior staff met with
the Executive Director and six representatives from HKSA and
addressed the concerns raised by HKSA over the use of biometrics
for identification and security purposes. The meeting turned out to
be productive. On the request of HKSA, the Commissioner provided
a written reply to the questions raised by HKSA for reference and

circulation to its members.

On 15 October 2009 the Commissioner had a meeting with twelve
representatives from the Narcotics Division of the Security Bureay,
Education Bureau and Department of Justice. During the meeting,
the Commissioner gave his views and comments on various aspects
of the Scheme. Besides, the Deputy Commissioner held a briefing
session on the Ordinance for two Project Officers of the Scheme
on 27 November 2009. The briefing provided the Project Officers
with a deeper insight and understanding of the requirements of the

Ordinance.
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Request for Assistance from Transport Department (“TD”)
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In 2008, TD proposed to implement a new project (“the Project”) to
help motorists plan their journeys ahead to avoid traffic congestion.
It involved the installation of speed map panels along selected
strategic corridors in the New Territories to display traffic congestion
levels. Real time information of vehicles would be collected before

disseminating the speeds on the speed map panels.

To tackle the privacy issues of the Project, TD required every tenderer
for the Project to submit a Privacy Impact Assessment (“PIA") report

to support its proposed technology in data collection.

TD invited the Commissioner to assist in assessing and grading all
PIA reports submitted by the tenders. The Commissioner agreed
to assist and provided TD with his comments on the Project on
7 December 2009.

Guidance on Closed Circuit Television (“CCTV”) Surveillance
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The Commissioner’s officers took part in two public seminars on
building security on 10 December 2009 and 8 March 2010, which
were jointly held by Sham Shui Po District Office, Hong Kong Police
Force, Fire Services Department and Buildings Department. The
audiences were residents and shop owners in Sham Shui Po. During
the seminars, the Commissioner’s officers provided useful guidance
on CCTV surveillance in public place from the perspective of a

privacy regulator.
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Enquiries Received during 2009-2010
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Annual Enquiry Caseload

1D Year
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Apr 08 - Mar 09
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Apr 07 — Mar 08

06F4H-07F3A
Apr 06 — Mar 07

05F4A-06%F3A
Apr 05 - Mar 06

04F4H-054F3A
Apr 04 - Mar 05

A total of 18,460 enquiry cases were handled in 2009-2010 (a 25%
increase compared with the previous year). On average, 74 enquiry

cases were handled each working day.

18,460

| EHERHE

20,000 Number of Enquiry Cases
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3 Means by Which Enquiries Were Made
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90.46%

ABAHEAEZR(L90%) SEBAE The majority of the enquiry cases (about 90%) were made
BB AEARTE RE 2827 2827 fRHIAY o via the PCPD hotline at 2827 2827.
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Compliance Checks
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A compliance check is undertaken when the Commissioner identifies
a practice in an organization that appears to be inconsistent with
the requirements of the Ordinance. In these circumstances, the
Commissioner alerts the organization in writing, pointing out the
apparent inconsistency and inviting it, where appropriate, to take

remedial actions.

In many cases, the organization takes immediate action to correct
the suspected breach. In some instances, advice is sought from the
Commissioner on the measures that should be taken to prevent further
breaches. Other times, the Commissioner would investigate the matter
and take action to ensure compliance with the Ordinance. This might
include issuing an enforcement notice to the organization directing it

to remedy the situation, for example.

During the reporting year, the Commissioner carried out 111 compliance
checks in total in relation to alleged practices of data users that might

be inconsistent with the requirements of the Ordinance.

The majority of the compliance checks (72) occurred in the private sector.
The remaining (39) related to government departments and statutory
bodies. The following examples highlight some of the compliance

checks undertaken during the year.

sio
rwaﬂ‘ Hﬂ"g
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File-sharing Software
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A Government Department Leaked Personal Data on the Internet Through a

In February 2009, it was widely reported by local newspapers that
more than 60 restricted government documents belonging to a
government department (“the Department”) were leaked on the
Internet through a file-sharing software called “Foxy”. The personal
data (“the Data") involved in this incident included affected officers’

names, dates of birth, ranks, post titles and performance appraisals.

A compliance check was carried out against the Department. The
check revealed that three senior officers had stored the Data on a
computer in an office of the Department. Unfortunately the Data
were not deleted from the computer after the said officers were
posted out. As a result, the Data were accessed by unauthorized

parties and subsequently shared among Foxy users.

To remedy the situation, the Head of the Department took
disciplinary action against the said officers and signed a
formal undertaking with the Commissioner confirming that the
Department would formulate new guidelines prohibiting all
staff from using computers with file-sharing software to handle
official documents containing personal data, and would take all
practicable steps to ensure that the new guidelines are complied
with. On 1 March 2010, the Commissioner issued a written

warning to the Department.
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A Property Management Company Required Collection of Copies of Tenancy

Agreements from Carpark Users
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A property management company (“the Company”) imposed new
measure to verify the eligibility of its carpark users by requesting
them to provide, inter alia, copies of their tenancy agreements for

residential proof purpose.

Tenancy agreements often contain massive amount of personal
data. The community reacted negatively to the new measure in view
of its high privacy-intrusiveness. On 5 October 2009, a political party
visited this Office and petitioned the Commissioner to investigate

the Company.

The Commissioner considers that while a data user may have
legitimate purposes to collect personal data, the data user must
carefully assess whether collection of such data is necessary but not

excessive for achieving the purpose of collection.

After a preliminary inquiry, the Commissioner advised the Company
that by collecting copies of tenancy agreements from individuals
applying for carpark permits, the Company was likely to breach the
data collection principle. The Company accepted the Commissioner’s
advice and undertook in writing that it would not collect copies of

tenancy agreements for residential proof purpose. On 1 March 2010,

the Commissioner issued a written warning to the Company.
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Columbarium Niches
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—EEFRBEEREALKES ZEEIR
A Temple Collected Copies of Hong Kong Identity Cards (“HKIC”) from Buyers of

A temple in Fanling (“the Temple”) required people buying
columbarium niches to provide HKIC copies and such requirement
was blatantly stipulated in a registration form to be filled by the
customers.The Temple explained that the HKIC copies were collected

for the purposes of identity verification and record keeping.

After being notified of the relevant requirements under DPP1 and
the Code of Practice on the Identity Card Number & other Personal
Identifiers issued by the Commissioner under the Ordinance, the
Temple immediately ceased its practice to collect HKIC copies
from its customers, and undertook in writing to destroy all HKIC
copies previously collected and remove such requirement from its
registration form. On 23 December 2009, the Commissioner issued

a written warning to the Temple.
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Online Sale of Personal Data
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This compliance check case deals with a report alleging direct sale
of personal data. According to the informant, she received a direct
marketing email from a limited company (“the Company”) inviting
her to buy a list containing the personal data of 1,000 managerial
people at a price of $1,288. The personal data on sale included
company names, business natures, contact persons, titles, telephone

numbers, e-mail addresses (“the Data").

Initial enquiries by PCPD revealed that the Company had collected
personal data from its online news subscribers and then compiled

the data so collected for subsequent sale.

In November 2009, the Commissionerissued a letter to the Company
expressing his preliminary view that having regard to the purpose
for which the Data were collected, its practice of selling the Data for

financial gain had contravened DPP3.

In response to the preliminary view letter, the Company provided
a written undertaking to the Commissioner in which the Company
confirmed that it would desist the practice of compiling personal

data for sale purpose. On 21 December 2009, the Commissioner

issued a written warning to the Company.
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Loss of USB Flash Drive Containing Personal Data of Students

In February 2009, a local university (“the University”) reported to the
Commissioner the loss of an unencrypted USB flash drive containing
the personal data of over 3,900 students of the University. The
personal data stored on the flash drive, which was privately owned
by an employee of the University, included names and Hong Kong

identity card numbers of the affected students.

In response to the Commissioner’s written enquiry, the Vice
Chancellor of the University provided the Commissioner with
a written undertaking on 11 February 2010 confirming that it
would review its policies and practices in relation to the use of
private portable electronic devices, and would take all reasonably
practicable steps to ensure that the staff entrusted by the university

are reliable, prudent and competent.
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Printouts Containing Personal Data of Bank Customers were Used to Wrap Flowers

—RIERRTT (TR &IRTT)) HIR— L
HAZRITEFPEMNBEREMIIEIX
e — R B fEE BIEREM -
BREXHRABRZRITONIZIBE
FERE IR ML IRTTHIBE A B ISR I

fuEn o

ERELEEENEHAR - ZRITHE
TTEABE P 2009 5 A4 HEZBFAHEE -
AREZRRITEEMABYEN{TH S
B HEEE - ZBTSHTES
BX - HEREBEHEAAERERH#
B W B SR AR AR R R AR ST
1ERBIEETE
NEANBMHEZEENEEASH I
EAEE%? éTAﬁ%ﬁﬁﬂkﬁ
B MRRIERERS -

B3R 2009-10 BEIE

A commercial bank (“the Bank”) discovered that some obsolete
computer printouts containing the Bank’s customer data were
found being used as wrapping paper in a floral shop operating
in Wanchai. The printouts were originally generated by the Bank’s
Property Loans Department. After they became obsolete, they were

collected by a waste contractor for destruction.

In response to the Commissioner's inquiry, the Bank’s Deputy
Chief Executive personally signed an undertaking on 4 May 2009
confirming that the Bank would take all practicable steps to prevent
a recurrence by formulating a new policy governing the handling
of obsolete confidential documents containing personal data, and
requiring its waste contractor to strictly observe the provisions of

the Ordinance.

The operator of the floral shop was interviewed and she undertook
in writing not to use wrapping paper containing personal data for

packaging in future.
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Former Insurance Agent Convicted for Failing to Erase Personal Data that were No

An insurance agent (“the Agent”) collected a large quantity of copy
documents from his clients during his employ in various insurance
companies from 1988 to 2004. He became bankrupt in 2004 and
lost his insurance agent licence. Though he had no valid licence
for selling insurance policies, he continued to keep the copy

documents.

In November 2008, the Agent abandoned 3 cartons of copy
documents containing personal data of over 2,000 individuals at the
staircase next to his home premises. The Agent’s neighbor sought

Police assistance and the copy documents were seized.

As massive amount of personal data were involved, the Police
informed the Commissioner who immediately assigned his officers
to assist the Police in examining the documents and handling

the case.

Upon investigation and prosecution, the Agent was summonsed
for contravention of section 26 of the Ordinance and the case was
brought to a Magistrate’s Court in July 2009. The Agent pleaded
guilty to the summons and was fined. The copy documents were

confiscated.
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Where there is a data breach incident of great public concern, the
Commissioner may initiate an investigation into the matter under
section 38(b) of the Ordinance without waiting for a complainant
to come. Also, if serious breach is found during a compliance
check, a self-initiated investigation will follow to determine as to
whether an enforcement notice should be issued to the data user
concerned requiring it to correct certain behavior or adopt

appropriate remedial measures.

For the year ended 31 March 2010, the Commissioner had initiated

a total of 9 investigations under section 38(b) of the Ordinance.

A recruitment website operated by a local limited company (“the
Company”) leaked the personal data of 39,000 individuals who had
registered on the website to look for jobs. The leaked data included
their names, identity card numbers, residential addresses, telephone

numbers and resumes (“the Data").

Given that the incident involved a large quantity of job seekers’personal
data, the Commissioner decided that it was in the public interest to
initiate a formal investigation against the Company under section 38(b)

of the Ordinance.

Investigation revealed that the data breach was due to the Company
using real personal data for the purpose of application testing, and
leaving the Data on the web server unattended after use. There was no
encryption or authentication method implemented to prevent the Data
from unauthorized access. As a result, an Internet search engine crawler

successfully indexed the Data for public access.
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The Company took immediate remedial actions to remove the Data
from its web server and request the Internet search engine company
to delete the Data from the cache. On 12 August 2009, the Company
provided an undertaking to the Commissioner stating that it would
step up security measures and take all reasonably practicable steps to

prevent recurrence of similar incidents.

The Commissioner considered that this was a serious online data security
breach incident affecting 39,000 job seekers and found the Company in

contravention of the requirements under DPP4.

Having regard to the remedial actions taken by the Company and the
written undertaking signed by it, the Commissioner decided not to issue
an enforcement notice in the present case. However, the Commissioner
issued a warning letter to the Company on 15 September 2009 stating
that if the Company failed to observe the relevant requirements of
the Ordinance in future, the Commissioner may consider serving an
enforcement notice directing the Company to take such steps as are

necessary to comply with the Ordinance.
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Privacy Compliance Audit on the Smart Identity Card
System
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The Government has been issuing smart identity cards to replace the
old identity cards since 2003. To ensure that all personal data held by
the Immigration Department (“lImmD") are handled in accordance with
the provisions of the Ordinance, the Government undertook to the
Legislative Council to draw up a code of practice in consultation with
the Commissioner setting out the rules on the collection, use of and
access to smart identity card data, and to conduct a Privacy Compliance
Audit ("PCA”") on the Smart Identity Card System.

The PCA aimed at assessing ImmD’s level of compliance with the
requirements of the Ordinance, identifying potential weaknesses in
ImmD’s data protection system, and providing recommendations for a

review of ImmD’s data protection system.

To obviate any possible conflicts between the Commissioner’s role in
carrying out the PCA and his regulatory role under the Ordinance, a
Memorandum of Understanding was entered into by the Commissioner
and the Director of ImmD (“the Director”) wherein it was acknowledged
that the Commissioner’s statutory power to act as a regulator would not

be prejudiced or compromised.

The PCA commenced in June 2009. During the course of the PCA,
the Commissioner’s officers examined thousands of pages of ImmD
documents, visited 19 ImmD offices/control points, interviewed 333
smart identity card applicants, and obtained information from 65 ImmD
officers ranking from Assistant Director to Immigration Assistant. In
addition, an on-site questionnaire survey was conducted in November
2009 to collect 300 participants’ perception on practices and principles
in relation to the collection, holding, processing or use of smart identity
card data. All surveyed participants were serving ImmD employees

scattering over 16 offices/control points.

The PCA was completed in February 2010. On 31 March 2010, the
Commissioner sent a draft PCA report to the Director for his response.
The Commissioner will incorporate into the final PCA report all or any
part of the response. Areas requiring improvements, if any, will be
factored into the code of practice which will then be formalized and
approved by the Commissioner in accordance with section 12 of the

Ordinance.



B REF

Matching Procedures

ERFRIAR - FLEBRE HUD| 53 Rz EiR During the reporting year, the Commissioner received 53 applications

PR 3 RARERAEFERF - HHASOR for approval to carry out matching procedures. 3 applications were
RERNEHENE - made by public utilities companies and the remaining 50 applications

came from public sector organizations.

KERE  EPoRBEISKKIERE - L Upon examination, 6 applications were subsequently withdrawn or
EEERBEMIE FTHED  EEIEHED discontinued. 44 applications were approved subject to conditions

BN T HE E44R B RE - Bl 2201063 A imposed by the Commissioner under the Ordinance. As at 31 March
31 - R T 3IRABEHLEEEERE - 2010, the remaining 3 applications were under the consideration of the

Commissioner.

T RSz 12 (R The following are some of the matching procedures that were approved
by the Commissioner :
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Requesting Parties Related Matching Procedures that were Approved

EEHE REABEEBSETREER  BEEHE TERERR ETEHRFEZE®

Hong Kong Housing Society MIEBFEFTATE IRAEEDFEMBEENEAERERLE - R E AES
SHEFHNBER °

Consent was given to Hong Kong Housing Society to carry out a matching procedure to
prevent double benefits by comparing personal data collected by Hong Kong Housing
Society, Urban Renewal Authority, Buildings Department and Housing Authority under the
Operation Building Bright and similar subsidy schemes.

TEEER ARERETRERFHETZHER BEEHS TREEZREEFEMIEFE
Urban Renewal Authority FAITE | RABEE BT ST ENEAER EELR - Nt E ABSEEE
BIER °

Consent was given to Urban Renewal Authority to carry out a matching procedure to prevent
double benefits by comparing personal data collected by Hong Kong Housing Society, Urban
Renewal Authority and Buildings Department under the Operation Building Bright and similar
subsidy schemes.

BLEEMPRER NRERESEEDPFEET RIENREIRR - #2009/10 BF AR BEZ AN
Student Financial Assistance Agency BAER B SRANENGETERERDTETHEEIPDANBAERER

LLER - ARSI —E R ARG 2R AL E B R -
Consent was given to Student Financial Assistance Agency to carry out a one-off matching
procedure to prevent double subsidy by comparing the personal data collected from student-
recipients of financial subsidies in the 2009/10 school year with the personal data collected
by Social Welfare Department from student-recipients of the Comprehensive Social Security
Assistance scheme.
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RHEERE BENRRARHER

Requesting Parties Related Matching Procedures that were Approved
BEEBER REREBBEBRRETZEHET  BESBRIBARGATHEAER - EBAR
Hong Kong Police Force EHRAZSELRERNENEAZER EHELE - LEFAEBA AU R A

TREREER -

Consent was given to Hong Kong Police Force to carry out a matching procedure to compare
the personal data of individuals involved in road traffic cases with the personal data held
in the Registration of Persons database of the Immigration Department, in order to obtain
updated addresses for serving court summons to the relevant individuals.

REIMENEREIEER RERERMAESHEEERETRERET KRB ESRNARBBZANEA
Mandatory Provident Fund Schemes & #} - EH T \ERE#IE EBFFHENEAER EBLE - UH#EEMPIFEE
Authority BEPNARBBARELR

Consent was given to Mandatory Provident Fund Schemes Authority to carry out a matching
procedure to determine the eligibility of applicants for and registrants of Mandatory Provident
Fund intermediaries by comparing their personal data with personal data held by eight other
monitoring authorities/ bodies.

HEHEERAT] NERSERHARARDABITREREF  BIBRRALEBERENS RFE
MTR Corporation Limited RARNBABR  EdGRMNBENGEEN KRGS REED T EIMRENT

BYABEAER EARLLE - AERMPIFES ARE -

Consent was given to MTR Corporation Limited to carry out a matching procedure to
determine the eligibility of the applicants for or recipients of Fare Promotion for Persons with
Disabilities scheme by comparing their personal data with personal data collected by the
Social Welfare Department under the Disability Allowance and Comprehensive Social Security
Assistance schemes.

BHE RERBEBHABETZERESF  BHMBEENRBAREFHEALR  BEE
Correctional Services Department ERREAREEMRENEAEHERLE  NBR2EABBSEERERFK
&R o

Consent was given to Correctional Services Department to carry out a matching procedure to
prevent double housing benefits by comparing personal data of applicants for or occupants
of departmental quarters with personal data collected by Housing Department for the
provision of public housing.

FREEFRRE New Matching Procedure Form

2010F3 A 128 REEZBRTIZ RIS On 12 March 2010, a new form for making a matching procedure request
FE3(NFREZERFEROIERSE - B under section 31(1) of the Ordinance was published in the Gazette for
B 2007 FF 6 AFIBRIRIE « SIRBELE public notice. The new form is specified by the Commissioner pursuant
HERIBIEDIZE 67 RPTIEIAR - ERMERE to section 67 of the Ordinance to supersede the form gazetted in June
£201063 A31 B ERFLBEE SR DS 2007. Data users are required to complete the new form when making
2 ERRE - WRIEEERAE o a request for the Commissioner’s consent to the carrying out of a

matching procedure after 31 March 2010.
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