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Privacy Commissioner for Personal Data
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I want to see a society where personal data privacy is respected and protected. | also
want to see Hong Kong internationally recognized as having a dependable system
of data protection and a place to which personal data can be safely transmitted.
Any progress towards these goals will surely enhance human rights and trade
developments for Hong Kong.

~ 2005 & FIEEBAREER t was plain to me when | accepted this post in 2005 that a brave

I ki B AABEERRLEEREY new world had dawned in which the pervasive gathering and
BRERFER  E&KAMLE use of personal information would be a way of life. The ever faster
—EHEEAR - LBEEEEEMENE changing technologies and biometric developments are critical issues
B EE  EREBENRIE A to be handled constructively. The role for a privacy commissioner must

HENER - LEEEARETXIERIEER be to support and guide businesses and government to efficiently
HERENBAFRPAEEEEAFLERER AKX process personal information with due respect for the individual’s
PR T ARMMEEEALE - LLEERES right to privacy which is a fundamental right under the Bill of Rights
CABEERIEO) THERER 2 — - B:F Ordinance that helps us to realize other rights that we value and take for
BPEBRRMAIELIEEREHNEMER o granted. In that sense, personal data privacy is essential for freedom and
M BRI EREROES democracy as well as for business and corporate governance.
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| have held fast to an ideal since my appointment as the Privacy
Commissioner for Personal Data. | want to see a society where personal
data privacy is respected and protected. | also want to see Hong Kong
internationally recognized as having a dependable system of data
protection and a place to which personal data can be safely transmitted.
Any progress towards these goals will surely enhance human rights and

trade developments for Hong Kong.

My mission and my functions are to protect the personal data privacy
of individuals in this city of seven million people. It is an exciting but
daunting task considering that | have only a handful of officers to deal
with whatever incidents and complaints, big or small, simple or complex,

which may come our way from one day to the next.

Itsoon occurred to me after | took office that the Privacy Commissioner’s
most fundamental and long term objective must be a thorough
review of the Personal Data (Privacy) Ordinance which mandates his
operations. Hong Kong may take pride in being the second economy
outside of Europe to have a comprehensive set of privacy law, but
after a decade of unprecedented global changes in information
technology, she needs to consider a holistic law reform and not just
piecemeal changes. It did not however seem right to me to wait for
the attention of the Law Reform Commission which, as always, had
a very full agenda. After all, | considered that my Office, which had
gathered expertise and experience over the years, was uniquely suited

to initiate such a law reform.

| proceeded to form an internal working group in June 2006. For a
year and a half this group toiled away, in a critical examination of the
entire Ordinance, aided by other members of my Office but unaided
by any extra government resources allocation. By Christmas 2007 the
Government received from me a detailed report containing more than
fifty proposals to amend the Ordinance. A marathon of discussions
then ensued involving my Office and the Government as well as
various stakeholders. | was very happy that finally the Government was
persuaded to support most of the proposals and consider corresponding

legislative amendments.

To create an environment that nurtures personal data privacy | have to
weave a healthy awareness of the need for personal data privacy into the
fabric of our society with practical and innovative means. Back in 2006
my colleagues and | started to experiment with an idea of mounting
industry-specific privacy awareness campaigns. We were fortunate in

having the Hong Kong Hotels Association as our partner in organizing
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activities to enhance the awareness and knowledge of hoteliers who
handle the personal data of millions of travelers and guests each year.
The Hotel Privacy Campaign was a roaring success. In the years that
followed we directed our efforts to doing the same for estate agents,
medical practitioners and insurance operators. We had the strong
support from the Estate Agents Authority, the Hospital Authority and
the Hong Kong Federation of Insurers. My colleagues designed specific
“self-learning” materials for these campaigns and these continue to

educate long after the campaigns are over.

My Office has only one regular trainer/educator to conduct privacy
seminars and talks on a full time basis. Other officers help out when
they can. | also take on many speaking engagements. To help attract
the public attention, | make sure that ever more of the investigation
results be published under Section 48(2) of the Ordinance. | am glad
that this fact has not escaped the notice of international privacy
commentators. More case notes have likewise been made available to
the public. Decisions of the Administrative Appeals Board on appeals
against the Privacy Commissioner’s determinations had not previously
been made public. | planned to publish them all on our website.
Whenever appropriate | would issue media statements to publicise and
explain my views and comments on privacy issues. In 2008/9 there were
altogether 42 media statements. This reflects a brand new approach,
attempting to reach out to the public through the media. In August
2006 | took the bold step of publishing the book “Data Protection
Principles in the Personal Data (Privacy) Ordinance — from the Privacy
Commissioner’s perspective”. It remains the only book of its kind in
print. A second revised edition will become available in 2010 both in
book and electronic forms. It shall be freely accessible on our website
which incidentally won the international “Web Care Award 2009 - Silver
Award"in recognition of its efforts in maintaining a barrier-free website

and in caring for the community.

All publicly funded organizations are required to publish an annual
report setting out the work they have performed. To me, the Privacy
Commissioner’s Annual Report has a special significance because |
reckon that while the Commissioner is not accountable to anyone,
he must surely be accountable to everyone. It is for that reason that
a great deal of thoughts and care are put into the preparation of our
annual reports. The efforts of my colleagues and mine have produced
encouraging results. Much to our delight, the last three annual reports
have all won international awards without an enlarged budget. This |
take as proof that the reports are attractive enough to be picked up and
read. The very thought of many annual reports being put away without

being looked at or read can be depressing.
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| take the maxim of “selective to be effective” quite seriously. | have been
conscious of the importance of taking prompt and proactive measures
to address privacy-related issues which have caught the attention of
the general public. Dealing with individual complaints is of course one
of the Commissioner’s main functions, but dealing with issues that
concern the entire community is like conducting a cost-effective lesson
in privacy education. For this purpose, | set up the Compliance Division
to investigate into serious data breaches as and when they occur and to

respond to public enquiries and consultations in greater depth.

In the wake of the spate of data leakage incidents in 2007/8, | decided to
exercise for the first time in history the Commissioner’s statutory power
of carrying out an inspection of the personal data (patients) system run
by the Hospital Authority that manages all public hospitals and clinics in
Hong Kong. It was so successful that the Hospital Authority accepted all
37 recommendations and the Government was persuaded to allocate
new funding to allow at least one to two inspections to be carried out
annually in the future. My interventions in controversial issues have
served as a wake-up call that before embarking on any new project
involving a substantial amount of personal data, the individuals’privacy
rights under the law should be given proper consideration. | hope that
the Government has been fully converted on this point as evidenced not
only by its concurrence to my message to the Secretary for Education
in the school drug test trial scheme but also the primary concern it has

shown in the proposed e-health record sharing programme.

| am satisfied, as | write my final “Commissioner’s Message’, that a
peaceful revolution has been underway and people care and respect

more about privacy rights in this city.

In translating my other vision into reality, | have conscientiously taken
an active role in international and regional privacy protection activities
and worked with overseas data protection authorities. The ties that
have been established have certainly brought Hong Kong international
recognition in the sphere of personal data protection. To quote the
then Information and Privacy Commissioner for British Columbia, “Hong
Kong is fortunate to have an oversight agency that is active, innovative
and highly respected internationally for its leadership in privacy
enforcement” Other messages reflecting the special relationships that
exist between Hong Kong and other notable privacy jurisdictions are
found in our annual report for 2007-8. The ties also brought substantive
benefit and that is the ability to share views and experience with privacy

commissioners around the world.
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On a regional level, Hong Kong is a core member of the Asia Pacific
Privacy Authorities Forum, and has during my tenure of office hosted
two meetings. The Forum is growing and the enthusiasm to promote
privacy awareness across the Asia-Pacific region is spreading. My
colleagues and | have also regularly attended meetings of the Data
Privacy Sub-group set up by the Electronic Commerce Steering Group
within the Asia Pacific Economic Co-Operation. As remarked by the Chair,
Hong Kong has made an important contribution to the success of the
Sub-group’s work which has borne fruit in recent years. The Ministers of
APEC endorsed the Data Privacy Pathfinderin 2007 and the Cross-Border
Privacy Cooperation Arrangement in November 2009. The Region will

witness the implementation of the Arrangement on 16 July 2010

On the international front, Hong Kong is an accredited member of the
International Conference of Data Protection and Privacy Commissioners.
It is the world’s biggest and most influential gathering of privacy
commissioners. Currently the Conference has two standing committees
namely, the Credentials Committee (3 members) and the Steering
Committee (12 members). Considering that there are altogether some
eighty members, the fact that the Hong Kong Privacy Commissioner
has been voted as a member of both Committees reflects our positive

involvement within this international group.

| may have been overly ambitious in hoping to realize both visions
within my tenure of five years, but | feel content to depart leaving the
Office of the Privacy Commissioner for Personal Data in an improved
state from when | found it. Let my successors continue with the
mission and fulfill grander visions of their own. Suffice it to say, they can
expect to work with a set of better legislative tools and an experienced
team of dedicated officers who believe in the importance of personal

data protection.

As | take my last bow, | wish to acknowledge my deep gratitude to
my colleagues, one and all, for the steadfast loyalty and support they

have given me without which | could not have achieved much.

Roderick B. Woo

Privacy Commissioner for Personal Data, Hong Kong





