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Message from Hotline Duty Officer
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t the forefront of the PCPD, | witness the growing
concern of the public and private organizations for
privacy, as well as the rising awareness of data protection

in the community.

I answer hundreds of enquiry calls every week. | feel satisfied whenever

my answers meet callers' needs.

An enquirer had called and informed me that he intended to set up
a website to collect and handle members’ personal information. He
knew very little about the Personal Data (Privacy) Ordinance and
was worrying about contravening the Ordinance. In response to his
concerns, | explained to him the relevant data protection principles
and took him to visit the sophisticated website of the PCPD. My reply
immediately relieved the anxious enquirer. Before hanging up the

phone, he expressed his thanks to me again and again.

This job not only makes me understand the Ordinance better, but also
makes me a good listener and a good communicator. | will continue to
do my very best to serve the public with courtesy by providing them

with quality and efficient service.

Carol Chan

Assistant Personal Data Officer
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The protection of the privacy of the individual in relation to
personal data should be a standard policy for every organization
in Hong Kong. Not just because of the legal requirements of the
Ordinance, but because it leads to benefits in terms of better
customer and employment relations, improved data quality and
efficiency of data processing. The PCPD strives to reinforce this
message and provide guidance on good data protection practices

to all public & private organizations, large and small.

The Commissioner met with Ms Sandra LEE, Permanent Secretary
for Health, and her colleagues on 9 April 2008 to discuss the privacy
issues arising from the Health Care Vouchers for the Elderly. Another
discussion item in the meeting was the Electronic Health Record
Development Programme. The Permanent Secretary had explored with
the Commissioner the appropriate arrangements for addressing the

privacy issues under the Programme.

The Commissioner met with six medical doctors from the Hong Kong
Doctors Union (“HKDU") on 17 April 2008 to discuss how to comply
with data access request under the provisions of the Ordinance,
the administrative fees for data retrieval, the ownership of patients’
records, the storage/disposal of patients'records, and the implication of
computer usage in patients'records. In May 2008, HKDU publicized the

notes of this meeting in its bulletin for all members’information.
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Enquiries Received during 2008-2009
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A total of 14,738 enquiry cases were handled in 2008-2009 (a 17%

increase compared with the previous year). On average, 60 enquiry

cases were handled each working day.
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Compliance Checks
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A compliance check is undertaken when the Commissioner identifies
a practice in an organization that appears to be inconsistent with
the requirements of the Ordinance. In these circumstances, the
Commissioner alerts the organization in writing, pointing out the
apparent inconsistency and inviting it, where appropriate, to take
remedial actions.

In many cases, the organization takes immediate action to correct
the suspected breach. In some instances, advice is sought from the
Commissioner on the measures that should be taken to prevent further
breaches. Other times, the Commissioner would investigate the matter
and take action to ensure compliance with the Ordinance. This might
include issuing an enforcement notice to the organization directing it
to remedy the situation, for example.

During the reporting year, the Commissioner carried out 112 compliance
checks in total in relation to alleged practices of data users that might
be inconsistent with the requirements of the Ordinance.

The majority of the compliance checks (75) occurred in the private sector.
The remaining 37 related to government departments and statutory
bodies. The following examples highlight some of the compliance

checks undertaken during the year.
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Compliance Actions
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Data Leak on the FOXY Network by a Government Department
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In May 2008, it was reported in the newspapers that some sensitive
personal data contained in documents apparently belonging to a
government department were leaked on the Internet through a

file-sharing software called “FOXY".

The personal data consisted of 27 document files comprising
internal memos, file minutes and other documents, some marked
‘confidential’,containing the names, dates of birth, and identification
document types and numbers of eleven visitors/foreigners and
three Hong Kong residents, as well as the names, ranks and post

titles of certain officers.

The department fully co-operated with the Commissioner's officers
and provided them with copies of relevant information and
materials. The officers involved also gave detailed statements of

the circumstances leading to the leakage of the data.

The department acknowledged that the leakage was due to the
inadvertence of the relevant staff in collecting and saving the
softcopies of the document files as templates of sample case
documents for self-study and future use in a personal computer at

home, which had installed the “FOXY" program.

In June 2008, the head of the department signed a formal
undertaking with the Commissioner to step up measures on data

security of the personal data held by the department in compliance

with the Ordinance.
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Loss of a Computer Server Containing the Personal Data of Over 50,000 Customers
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In May 2008, a bank brought to the attention of the Commissioner
that one of its branch offices had lost a computer server
containing about 159,000 bank accounts of which over 50,000

were personal customers.

According to the bank, the computer server was left unattended
on the floor in the branch office for about half an hour while there

were a number of workers carrying out refurbishment work.

To remedy the situation, the bank had issued apology letters
to the affected customers and provided an undertaking to the

Commissioner in July 2008.

Pursuant to the terms of the undertaking, the bank would
take all practicable steps to ensure that no computer server
containing customer personal data be left unattended during
office refurbishment and that staff or contractors entrusted by the

bank to handle the customers’ personal data be reliable, prudent

and competent.
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Compliance Actions

BXEEX 300055 A B E R B #ER
Loss of Floppy Disks Containing Personal Data of About 3,000 Patients
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In July 2008, it was reported by local newspapers that 11
back-up floppy disks containing personal data of about 3,000
patients of a public hospital were lost. The personal data stored
on the disks included names and identity card numbers of the

affected patients.

In response to the Commissioner’s written enquiry, the hospital
informed that it had taken a number of remedial actions, including
notifying all affected patients and encrypting all personal data

storing on floppy or optical disks.

The hospital also undertook in writing that it would take all
practicable steps to protect personal data held by it in the form of
floppy diskettes or other similar storage device from unauthorized

or accidental access, processing or other use.

PCPD Annual Report 2008-09
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Loss of an Audiotape Conta/nlng 25,000 Recorded Phone Conversations
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In July 2008, a bank brought to the attention of the Commissioner
that a backup audio tape containing about 25,000 recorded
telephone conversations was lost while being couriered from
Guangzhou to Hong Kong by an outsourcing courier service
provider employed by the bank’s affiliated data processing company

in China. About 15,000 customers were affected in the incident.

In response to the Commissioner's written inquiry, the bank
provided further information on the incident, including an internal
investigation report on the incident and a copy of the courier
service agreement. The bank also informed the Commissioner of

the remedial actions taken by it.

In September 2008, the Commissioner issued a letter to the bank
expressing his preliminary view on the matter. The bank replied
to the Commissioner that it would provide an undertaking to the
Commissioner and that the signed undertaking will be presented

to the bank’s board of directors for endorsement.

According to the contents of the undertaking, the bank would
review the contracts made with its outsourcing service providers
and endeavor to incorporate into those contracts specific terms in

respect of measures required to be taken by them to protect the

customers’data handed to them by the bank.
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Compliance Actions
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An Electronic File Containing 1,880 Customers’ Personal Data was Wrongfully
Sent to an Unintended Recipient by Email
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In September 2008, an insurance company informed the
Commissioner that a file containing personal data of about 1,880

customers was wrongfully sent to a bank by email.

According to the insurance company, the wrong recipient had
deleted the file and the staff responsible for the incident had been

given a written warning.

The insurance company further informed the Commissioner that
it had created an action plan to strengthen the data transmission
security (password protection, automation of files, encryption, etc.),
adding that its internal auditor would conduct a special review of

its data transmission process focusing on data privacy.

In October 2008, in response to the Commissioner’s letter, the
insurance undertook in writing to step up security measures in
respect of the security of the personal data held by it in compliance
with Data Protection Principle 4 to prevent similar incident from

recurring again.

Soword
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Where there is a data breach incident of great public concern, the
Commissioner may initiate an investigation into the matter under
section 38(b) of the Ordinance without waiting for a complainant to
come. Also, if serious breach is found during a compliance check, a
self-initiated investigation will follow to determine as to whether an
enforcement notice should be issued to the data user concerned
requiring it to correct certain behavior or adopt appropriate

remedial measures.

March 2009, the Commissioner had

initiated a total of 10 investigations under section 38(b), of which

For the year ended 31

7 had been completed.

In May 2008, it had come to the attention of the Commissioner that
there had been nine incidents relating to the loss of electronic
devices containing patients’ personal data in five public hospitals. The
lost electronic devices included four USB memory sticks, one palm
handheld device, one MP3 player, one central processing unit, one
laptop computer and one camera. The personal data of some 10,102

patients were involved.

Given the impact on the confidence of the people of Hong Kong in the
security of their personal data held by HA, the Commissioner considered
that it was in the public interest to enquire into each of those data

leak incidents.

As at 31 March 2009, the Commissioner completed a total of six self-
initiated investigations in relation to HA. They were suspected cases of

data security breach. All of them were found substantiated.
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On 25 April 2008, two incidents of loss of patients’ data in Tuen Mun
Child Assessment Centre and the United Christian Hospital were

reported. The number of patients involved was 700.

On 5 May 2008, Chief Executive of the Hospital Authority announced
that there had been nine incidents of loss of patients'data in the past 12
months in five hospitals. The number of patients involved was increased
to 6,000.

In the early evening of 5 May 2008, the PCPD received a call from the
Prince of Wales Hospital and learned that a flash drive containing the
personal data of 10,000 patients had been lost. This took the total
number of patients up to 16,000.

The series of incidents revealed the inadequacies of the personal data
system operated by the Hospital Authority (“HA”") which needed urgent

inspection and review to prevent future similar occurrences.

On 8 May 2008, the Commissioner served notice on HA of his intention
to carry out an inspection of HA's patients’ data system pursuant to
section 36 of the Personal Data (Privacy) Ordinance (“the Ordinance”).
The purpose of the inspection was to assist the Commissioner in making
recommendations relating to the promotion of HA's compliance. The
inspection and the recommendations would focus on the security

aspects of the system.

This is the first time that the inspection power is exercised by the
Commissioner who finds it in public interest to do so in response to the

series of incidents concerning loss of patients’ data.

The Ruttonjee and Tang Shiu Kin Hospital (“the Hospital”) was chosen
as the sample of hospitals to assess the ways that the patients’ data
system of HA were implemented. The Hospital was not a target of

PCPD investigations.

83



84 | niBEEABER 200800 | BEI

RE/NE Inspection Team
BEERTHEAZNHMEIN - EBEFE TN Apart from deploying the regular staff of the PCPD, the Commissioner
REMLRE  EE - BEREMBHEARND invited four consultants coming from privacy, legal, medical and

Eﬁﬁﬂmﬁ—ﬂﬁ% Bh o HEASE/NEFE2008F5 A information technology fields to assist him in the inspection. The team
BRGFEERANHER  WH2008F5 A led by the Commissioner visited the HA Head Office on 9 May 2008 and

16~ 2326 BF16 A 12 BRI B SR - visited the Hospital on 16, 23 and 26 May and 12 June 2008.
RERETRE The inspection work included:
o REBERABMNE - FMK&IES * the examination of the relevant policies, manuals and guidelines
s ERABABREBHERDI0KET of HA,

BMPIHEBRER ARG RmEETH e face-to-face interviews with responsible personnel and some 100

HESEN S randomly selected staff for completing questionnaire designed for
e A BHBERATREF - KR EK this purpose, and

EIE o ® the walk through of the various departments of the Hospital to

examine the actual operation.

BMBRAREER

Enquiry & ﬁ.dmmion

LEBEEHBERRAEHRLETRE

The Commissioner carried out an inspection of HA's patients' data system.
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Observations of the Inspection Team

HA has in place fairly good and detailed written policies and practices
to deal with patients'data security. However in the absence of a holistic
approach, the profusion of these policies and practices have rendered
compliance by busy medical staff difficult. The Commissioner suggests
that these policies and practices be consolidated, updated and reviewed

systematically so as to help its staff to comply with same.

In order to effectively enforce compliance by its staff of the data
protection principles and practices, HA should adopt a principled and
systematic privacy audit approach across all hospitals so as to detect

any early sign of data breach or non-compliance.

There is also a pressing need for HA to raise the level of privacy
awareness of its staff by providing more training and education in order
to promote compliance of the Ordinance and to minimize the risk of

future breaches through human errors.

Recommendations

The Commissioner has made 37 recommendations to HA with the

following objectives:

® That there should be systematic formulation, review and updating
of the data security policies and practices and their effective
dissemination to HA staff;

® That the functional roles to be played by HA's Cluster Committees
be clearly defined and that of the Data Controller strengthened to
protect patients’ data security;

® That the security measures adopted by HA be strengthened
to reduce the risk of unauthorized or accidental access to
patients' data;

® That HA should develop systematic data security audit methodology
to be followed by all hospitals;

® To tighten supervision of compliance and give more education and
training to the staff;

® To make it a policy to conduct privacy impact assessment; and

® To give data breach notification upon happening of a data

security breach.

Inspection Report

On 22 July 2008, the Commissioner published his report of the
inspection of the HA's personal data system. A full version of the
recommendations are set out in Chapter Six of the report, which is
available for download from the website of PCPD (http://www.pcpd.
org.hk/english/publications/files/HA_inspection_report_e.pdf).
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Matching Procedures

ERFRER - FLBERE HUYD| 20 mix iR During the reporting year, the Commissioner received 29 applications
FrERsE - FTEREHRE REHE - for approval to carry out matching procedures. All the applications were

requested by public sector organizations.

KERE  HPsRBFAEREE - LEZE Upon examination, 5 applications were withdrawn subsequently. 17
BIRBALB GO TN - EEERENE applications were approved subject to conditions imposed by the
SMTHET17RBEE o B E 200953 A 31 Commissioner under the Ordinance. As at 31 March 2009, the remaining

H: 8 T7REFIELEEEEE - 7 applications are under the consideration of the Commissioner.
TN Bz ERZERRFER The following are some of the matching procedures that were approved

by the Commissioner:

REERE BENERARHER

Requesting Parties Related Matching Procedures that Were Approved

FEmE RNEREEERSHETZYERER  BREAKECAEVERUAERFZANMBAE

Hong Kong Housing Society # HMEFENEFRE2EFRERZANEAEREHALE - UBREAESE
BERBER ©

Consent was given to Hong Kong Housing Society to carry out a matching procedure to
prevent double benefits by comparing personal data collected by Hong Kong Housing
Society from applicants for Building Maintenance Grant Scheme for Elderly Owners with
personal data collected by Buildings Department from applicants for Building Safety
Loan Scheme.

EEHE REREFEERZETZERF  BREECAEVFEEMAERBANEAE
Hong Kong Housing Society B ETMESEERNEFEEEFGERBANBEAERERALER - Ntk a A%
BEFZMMIENRN

Consent was given to Hong Kong Housing Society to carry out a matching procedure to
prevent double benefits by comparing the personal data collected by Hong Kong Housing
Society from applicants for Building Maintenance Grant Scheme for Elderly Owners
with personal data collected by Urban Renewal Authority from applicants for Building
Rehabilitation Loan Scheme.

EEHE REREFERSEETZERT  BRELCQEVERMAIPBEANEAE
Hong Kong Housing Society #f HERZEENARKEBRHEAREFMEAER ERLLE - AEERBARS

BEME o

Consent was given to Hong Kong Housing Society to carry out a matching procedure to
determine the eligibility of applicants for Building Maintenance Grant Scheme for Elderly
Owners by comparing the applicants’ personal data with the personal data collected
by Hong Kong Housing Authority from tenants of public rental housing and owners of
subsidized housing.

EEHE AREREEEBTETZEER  BRUEBEEERFERBANEAAER W HE
Hong Kong Housing Society EZEENALEPHEEREFTNEAERERLE U LEAZAEERE
BF o

Consent was given to Hong Kong Housing Society to carry out a matching procedure to
prevent double housing benefits by comparing the personal data collected by Hong Kong
Housing Society from applicants for Sandwich Class Housing Scheme with the personal
data collected by Hong Kong Housing Authority from tenants of public rental housing and
owners of subsidized housing.
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BENERERHRER
Related Matching Procedures that Were Approved

RERESEE P EERET IRIEREIZR - #52008/09 B4 AH)BAEZ B AL
BAEH  BLSBHNENGELSRERYTITHREEZPHABAERERL
8 A IE— R R B A -

Consent was given to Student Financial Assistance Agency to carry out a one-off matching
procedure to prevent double subsidy by comparing the personal data collected by Student
Financial Assistance Agency from student-recipients of financial subsidies in the 2008/09
school year with the personal data collected by Social Welfare Department from student-
recipients of the Comprehensive Social Security Assistance scheme.

AREREBREDFEEERDETRHIER - F88 S 8 RBER ARG EIK S A (E
ANER - HEBHERNE BT RRAEKENEABERMERLE - ARER BK
BREBEZ AT EIETRNELR -

Consent was given to Mandatory Provident Fund Schemes Authority to carry out a matching
procedure to determine the eligibility of members of Mandatory Provident Fund schemes
and Occupational Retirement schemes to receive a special contribution of $6,000 by
comparing the members' personal data with the personal data held by the Treasury and the
Education Bureau under similar schemes.

REREBREEMFRETREEF - BBUTASRRDEM KB ETE 2
ZPHABAER - B @EMNENGE T SREEDADZHANEAER EHEL
8RB ARSEEZHNBEN -

Consent was given to Student Financial Assistance Agency to carry out a matching
procedure to prevent double benefits by comparing the personal data collected by Student
Financial Assistance Agency from applicants for Government Matriculation Maintenance
Grants and Grantham Maintenance Grants with the personal data collected by Social Welfare
Department from beneficiaries of the Comprehensive Social Security Assistance scheme.

REABBEEDPFEETRURRF - BERERNERANBEAER - BAFE
BREMFAERNEAZREALLE - LAE BT LA A B b 1T AR R By 8 51
178 -

Consent was given to Student Financial Assistance Agency to carry out a matching
procedure to update the addresses of student loan defaulters by comparing the defaulters’
personal data with the personal data held by the Registration of Persons Office, thereby
facilitating debt recovery.
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Background

In March 2008, the Food & Health Bureau (“the Bureau”) launched
a three-month healthcare reform consultation to seek public views
on the future development of Hong Kong's healthcare system and

financing arrangements.

Chapter 4 of the consultation document proposed to establish an
electronic health record sharing system (“the System”) with a view to
enabling healthcare professionals in both public and private sectors to
enter, store and retrieve patients' medical records.

Medical records of living individuals are “personal data” as defined under
section 2(1) of the Ordinance. Any proposal to establish a computer
system containing patients’ medical records warrants careful thought
in terms of the potential impact that such system would have upon
the data privacy rights enshrined in Data Protection Principle 1 to 6 in
Schedule 1 to the Ordinance.

On 13 June 2008, the Commissioner wrote to the Bureau providing it
with his comments on the consultation document from his perspective
as the regulator of the Ordinance.

The Commissioner’s Views

The Commissioner draws the Bureau's attention to the requirements
of the six data protection principles, which embody a data processing
cycle from collection, retention, use, security to the right of data subjects
to access and correct personal data about them.

As the implementation of the System will impact upon the collection,
use and sharing of personal data, the Commissioner recommends that
a Privacy Impact Assessment (“PIA") be carried out so as to identify any
actual or potential effects that the System may have on privacy. PIA
helps a data user determine how a technological project involving
personal data be proceeded.

The Commissioner also considers it important that Privacy Compliance
Audit on the System be conducted regularly after implementation of
the System to ensure the compliance of data protection requirements
and prevention of abuse of data collected. Besides, consideration should
be given to incorporating an audit requirement as a provision in a Code
of Practice that governs the System.

Conclusion

As the privacy regulator, the Commissioner takes the view that sufficient
privacy safeguards must be in place when designing the System, such
as collecting only a minimum amount of data needed to serve the
purpose of electronic health record sharing; ensuring data subjects fully
understand the purpose of sharing their data through the System by
effective communication; and ensuring minimum harm is caused to
data subjects in the event of data leakage.



