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Message from Staff of Operations Division
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n the PCPD's Operations Division, my duties include investigation of

suspected breaches of the Ordinance and taking appropriate follow

up actions to ensure that offenders comply with the Ordinance
so as to enhance personal data privacy protection in the community
at large.

From receipt of a complaint to full settlement of the case, | have to act
cautiously as challenges are abundant. Though some of the complaint
cases seemed to be similar, in fact they were not the same. There were
precedents for some cases, but they were not definitely applicable. The
experience | got from the handling of these cases is invaluable for the
rest of my life.

Among the complaint cases that | handled, many organizations had put
in place policies on protection of personal data privacy. Unfortunately,
some of them could not ensure compliance with the policies by their
staff, which gave rise to complaints. However, most of the parties
complained against gave active response to the PCPD’s investigation,
adopted effective remedial actions and undertook to comply with the
requirements of the Ordinance in future. Complaint cases could then
be resolved quickly.

Although most of the complainants knew their rights of personal data
privacy, some of them were not aware that the legislative intent of the
Ordinance was to protect personal data privacy by taking remedial
rather than punitive measures. They thought that contravention
of data protection principles was an offence, which required
immediate prosecution and heavy penalty. However, after continuous
communication and mediation of the PCPD, most of the complainants
understood the requirements of the Ordinance and were satisfied with
the remedial actions taken by the parties complained against. As a
result, cases were resolved to the satisfaction of the parties.

Participation in the PCPD’s investigation work gave me enormous
satisfaction and made me realize the mission of my work. | will
keep on carrying out my duties to protect personal data
privacy conscientiously. | hope that both complainants and parties
complained against could handle personal data carefully to avoid
unnecessary disputes or losses.

Agnes Ching

Assistant Personal Data Officer
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Complaints Received during 2008-2009
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EZEENETNFERERLEESMTR Atotal of 824 complaint cases were received in 2008-2009
WA ER (REFEMTET 1%) © (a slight decrease of 1% on the previous year).

SR 153 S B
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Individuals 1 99
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* 620°R (75%) fEIZRIRAFFL AR - * 620 (75%) complaint cases were against private sector
o 1R (14%) EREFREHE EUEEIEETOS,

(BRER AT EBPT R HoAth 2 2 ) o * 111 (14%) complaint cases were against public
o 93 (11%) FEREFEA sector organizations (i.e. government departments

and other public bodies).

® 93 (11%) complaint cases were against individuals.
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Complaints Against Private Sector Organizations
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The majority of complaints against the telecommunications
and financial sectors alleged the unlawful use or disclosure
of customers' personal data. Among the complaints
against private sector organizations, it is noted that there
have been considerable increases in the numbers of
allegations of inaccurate personal data held by the data
users and unnecessary retention of personal data (50%);
lack of security measures to protect personal data (37%) and
non-compliance with data access or correction requests
(29%) as compared with the previous year.

Complaints Against Public Sector Organizations
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o RELEBTERMEMERYNEERE
Sk (12%) e

The majority of complaints against public sector
organizations involved allegations of:

® use or disclosure of personal data beyond the scope
of collection purpose and without the consent of
the individual (31%);

® lack of security measures to protect personal data (28%);
® excessive or unfair collection of personal data (27%); and

® non-compliance with data access or correction
requests (12%).
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Nature of Complaints
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The 824 complaint cases received in 2008-2009 involved
a total of 1,078 alleged breaches of the requirements of
the Ordinance. Of these, 919 (85%) were alleged breaches
of the data protection principles and 159 (15%) were
alleged contraventions of the provisions in the main body
of the Ordinance.

Of the 919 alleged breaches of the data protection
principles, 259 (28%) concerned the alleged excessive
or unfair collection of personal data of complainants.
In this category, 49 cases (19%) involved allegations,
most of them are against financial institutions or
telecommunications companies, of collection of
complainants’ personal data from unknown sources
for the recovery of debts or direct marketing purposes.

There is a misunderstanding among some complainants
regarding the ambit of the Ordinance when applies to
collection of personal data. A common example is that
some complainants believe that their personal data can
only be collected from them direct or after prior consent
having been obtained from them or that they must be
notified of it. The Ordinance provides that personal data
shall be collected by means which are lawful and fair in
the circumstances of the case. However, the Ordinance
does not require a data user to obtain the consent of the
data subject for collection from third party of his personal
data or to notify him of the collection. In an administrative
appeal case, the Administrative Appeals Board ruled that
the mere evidence of the holding of personal data by a
person could not prove that he had obtained the data by
unfair or unlawful means. Accordingly, the collection of
personal data from sources other than the data subject
without his knowledge or consent, without more, does
not suggest a contravention of the Ordinance. Moreover,
there is no provision in the Ordinance that requires a data
user to disclose to the data subject the source from which
the data user obtained the personal data.

PCPD Annual Report 2008-09

41



42

FLEEE B NEBF R 2008-09 ‘ REFIE

ny

A ERER

Complaint Investigations

TEENEENFERENRFRE
Summary of Complaints Handled in 2008-2009

EAFHRAMBE  RELRELF

2005-06
FFEROKF s
Complaints carried forward
REMIRER o7
Complaints received
R IR IR AR BN .
Total complaints processed
B AR R 979
Complaints completed

o2

BRIB A VAR ER -

Complaints in process

2006-07

188

1067

1255

1067

188

2007-08

188

834

1022

874

148

2008-09

148

824

972

799

173

At the beginning of the reporting year, 148 complaints

T TRA 148 RI&H > M EFUWEIR were being processed. With the 824 new complaints

BURKRH  MEBEEEAFHRAAKL
BRIBONRIG - HELMEERS » 799

received, the Privacy Commissioner handled a total of
972 complaints during the reporting period. Of these,

R(82%) ERFRBADKTLE M 799 (82%) cases were completed during the reporting
BRTHI173R (18%) E_TZNF=A year while the balance of 173 (18%) cases were still being
processed on 31 March 2009 (Figure 6).

—+—BRDEEREY (BF6) -
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183 FIGURE ;ﬁ%ﬁ; '%25 R
7 Outcome of Investigations

@ FAREHE

(o)
No prima facie case 42%
Ny T
REEEE
(o)
e No jurisdiction 14%
BETE
(V)
Unsubstantiated 9%
Ee)i
(o)
e Mediation 11%
e
(0)
e Withdrawn 6%
RO/ B iR E i
No response/other authority
EXAE
(o)
e Formal investigation 5%
TEARFMAFNTTEER 799 RER - Of the 799 cases completed during the reporting period:
° 3347R (42%) REBEREZRE * 334 (42%) cases were found to have no prima facie case;
e 1115R(14%) TEGHIH EEEE * 111 (14%) cases were outside the jurisdiction of
o 89 (11%) BBBRGEIRA the Ordinance;
o 3752 (5%) FEETERFEREIMR ® 89 (11%) cases were resolved through mediation;
R ® 37 (5%) cases were resolved after formal investigations;
o 737 (9%) EREIRFEESHEER * 73 (9%) cases were found to be unsubstantiated after
BEIR enquiries with the parties being complained against;
° 4678 (6%) EHFE MR BIRF A * 46 (6%) cases were withdrawn by complainants during
e & preliminary enquiries; and
o HTANI095R (13%) HFER - K% e the remaining 109 (13%) cases involved mostly
BREFATCDELEEENENH complaints where the complainants did not respond
SEARE B EMBERRE - fIEs to the Commissioner’s inquiries or where the matter
BRIE © had been transferred or reported to other authorities,

e.g. the Hong Kong Police Force.



44 | FLEEEABER 2008-09

B3R FIGURE

8

B3R FIGURE

9

BRI

EXAELER

Results of Formal Investigations
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Collection & Purposes

AEREER

Use without consent

RETR

Inadequate security

Openness of data policy

EHEKR

Access requests

Of the 37 formal investigations completed during the
reporting period, the Commissioner found contravention
of the requirements of the Ordinance in 27 (73%) cases.
In two (5%) cases, either no contravention was found or
contravention was not established due to insufficient
evidence. The eight (22%) remaining cases were discontinued
as the complainant decided not to pursue the matter further.

I S HES ¢

TEWETEERGOIRERN 27 RERS -
DNRER B EREERFRR - H
e TIER TGO EBIEXHRE - FTP
LrEf EEEKRNERENEZEREH
(B%9) °

6 8 10

Number of Complaint Cases

Of the 27 cases where the requirements of the
Ordinance were found to have been contravened, 21
cases involved contravention of one or more of the data
protection principles. The remaining six cases involved
contravention of the requirements of the main body of
the Ordinance relating to compliance with data access
requests (Figure 9).
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In the 89 cases resolved through mediation, the
Commissioner provided advice and/or recommendations
to 34 organizations on their practices and procedures in
orderto assist them in complying with the data protection
principles and other requirements of the Ordinance.

Of the 27 cases in which requirements of the Ordinance
were found to have been contravened, the Commissioner
issued enforcement notices on the parties complained
againstin 14 cases to prevent continuation or repetition of
the contraventions. In the remaining 13 cases, the parties
complained against had either taken measures to remedy
the contraventions, or given a written undertaking to
implement them. As a result, enforcement action through
theissuance of an enforcement notice was not necessary,
and warning notices were issued.

PCPD Annual Report 2008-09
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Improvements in Data Handling

AT RAFRIAH —LEEZ - BERE
REGERERFRAEFLOE  WELR
EEMESIT - BITREREEABERLE
HHETE ©

The following cases in the reporting year illustrate how data users
made prompt responses to complaints and implemented measures
under the guidance of the Commissioner to improve personal data

privacy protection.

Eij WELEZHWEANER  TEEBSLENTTKEEFEEHNBAZR —
REEZERZE1(1)RE

Collection of personal data of offenders: should not collect excessive
personal data for the purpose of law enforcement action — Data Protection

Principle (“DPP”) 1(1)

S AR

AR A 1 8 0 E #R S SR SR 1T 1 K
FFERFIR A B BUZ B AR E KA %
ABRHUEFTESNE  UBRZABE
B ERENFETRAME (T B
E]) - BRHFARFZABRET A
AR

66+

BT AR - AR HRAUFE
PEENFER BRI ZRBEETE
REEEREFRAFHER

FLEEEBRBMZIEBNME - WK
Fix (MEFMAEERH) DR - &K
FEFEALEEENER  FLEEE
BEHER LA B - MR AR AT IS
MBRER -

The Complaint

The complainant was stopped by an officer of a
government department for having committed an
alleged fixed penalty offence. As requested by the officer,
the complainant provided his Hong Kong Identity Card
for the officer to complete a notice in relation to
the alleged fixed penalty offence (the “Notice”). The
complainant complained that the officer had collected

his date of birth. , ,

Outcome

The government department explained that the date
of birth was used for calculating the age of the offender
that was required by the Judiciary for instituting court

proceedings where necessary.

The Commissioner considered that the collection of the
age, ratherthan the full date of birth, would be sufficient for
the purpose of the enforcement action. The government
department accepted the advice of the Commissioner by

ceasing the practice of collecting offenders'dates of birth

and deleting the data previously collected. , ,
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REETEREFEZE  BATBHEATANEFEAABZHRRREF BB
HER —REZHE3IRA

Company conducting cross-marketing activities: should limit customers’
personal data to be passed to partner company to customers’ contact
information only - DPP 3

RFAR The Complaint
BHRARARANES « BTEIEART] The complainant was a customer of Company A. For
BRTS - WFARARFIRBEE SR - the purpose of subscribing the services of Company A,

HABE BESFHERBRNEFHELD the complainant had provided his name, date of birth,
NERER - WFAEBKEIBR A Hong Kong Identity Card number and a copy of his car
EARERBAEINGEH - ZERM—17 registration document to Company A. The complainant

RiasrEIEREE - FERFANUS subsequently received a letter from Company B,
FEHLRBEREL (BIEEEHE - BHif promoting motor vehicle insurance plan. The letter
A AR RRTAE) - BFARFA enclosed an insurance plan quotation containing the
NEEREMMEIRRRE TR BARWEE complainant’s name, age and vehicle information
THREAEE - AEHERR - (including vehicle number, vehicle class, model and

cylinder capacity). The complainant complained that
Company A had disclosed his personal data to Company

B for marketing purpose without his prescribed consent.
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& Outcome

BIEITR AT A QTR BEERE & According to the information and documents relating to
S FBE B AA NG A ARESSE the complainant’s subscription application for Company
A's services, the Commissioner accepted that Company A

REE BITTIBIRFANBAZRBE T 8 > i ik
NAE - NE - WEHEERR  BETHE
ZEEMBEMMS @ BB EARLER A
BARSHA B A 5 - R AT ALLRE A the Commissioner is of the view that for the purpose
REBEE IR ARV AR AL BRI R of conducting direct marketing, only those data which
PRI EF AR « Motk R B RER o would enable Company B to contact the complainant
Eit o EEAENEBERT @ BEEFAN could be transferred. Such data should be limited to the
HAEBH - EESHESEE . Fp RS complainant’s name, address and phone number. The

HERNETUBL » BRALDEREE transfer of the complainant’s date of birth, Hong Kong
E 3 EAH R Identity Card number, age and vehicle information was
Brrsh 3RBIRERE °©

may transfer the complainant’s personal data to Company

B for promoting motor vehicle insurance plan. However,

therefore not necessary under the circumstances and

might have contravened the requirement of DPP3.

REEMLEEENER » WAHER Company A accepted the views of the Commissioner and
FBARIBEALETCEMBRT M undertook to transfer to Company B only those data which
BRL Bt - ot BB IR o would enable Company B to contact the customers, e.g.

name, address and telephone number.
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BEAREEAERTZRE

EFHBIEN — REEHFE 4R

Organizations allowing storage of personal data in mobile devices: must
protect personal data from unauthorized or accidental access - DPP4

BEFARE
—HEEHRBN 2R (BHEFA)

EZASHERN  ZHE—RABN
FREFCAPHERARR - BEEAH

BERRBEREETILEPNEARR
BREMR  BESMHERS - Bt
REEGE A THHE [ZFEM]) -

MR
REERBREE wMREABRHEZ
FREFR IRBZABREZRTE
o MMERSME R EETERIEMHT
BEZA- Tl wfP2EmRERER
FREFANNZZER I EEMBEHK
mEbtE sl (BIREABIRZF AR
7)o At BAFIREFEAILEIINE
AR EERING - BR - AEEH
BELEBBIEZSENRENTRE
an sk H AR LA R B A -

The Complaint

A volunteer (the data subject) of a charitable organization
was informed by the charitable organization that a mobile
phone containing personal data of all its volunteers
and clients, including name, Hong Kong Identity Card
number, correspondence address and telephone number
(collectively the “Data”), was being stolen from an officer
of the charitable organization in an MTR train. , ,

Outcome

The charitable organization explained that they provided
the mobile phone to their officer and authorized her to
store the Data for the purpose of emergency contact
and providing support where necessary. However, they
failed to devise any policy or internal guidelines on the
protection of the Data stored in mobile phone (such
as requiring the officer to encrypt such Data). As such,
leakage of the Data stored in the mobile phone may be
arisen from the loss of the mobile phone. As a result of
the complaint, the charitable organization had forbidden
its staff from storing such Data in mobile phone or other

99

similar storage media.
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BIBHMBRIEFNERNERER : XBELEHERAKEERAER —
E19(1) 1%

Financial institution receiving customer’s data access request: must comply
with the request within statutory time limit - Section 19(1)

66

RFEAR
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HREMBAES - Hi - BFARK
RITREMESEH AN ES (TR %%
SHMENES) ) ZREBLBERE
ERMXES AR ENA B
RAEABIR (RN (A TR [ BSE
W) - BERTE A IEREEN AN
B -

"R

ZROTHE  EHERAREZEENE
HEROBEARE  REILXFEHNE
BRI AR AP IR T 5l 2 A0 o &
REEWR - ZRITEARFAREE
REMMWBER - ZRITTAEEE TH
hiEE - REMMNZESEETFNERH

The Complaint

The complainant subscribed Lehman Mini-bond and
otherinvestment products through a bank. Subsequently,
the complainant submitted two data access requests
(the "DARs") to the bank for copies of documents relating
to his subscription of the investment products, such as
his signed contract and personal risk evaluation form

(collectively the “Requested Data”). However, the bank

failed to respond to the DARs. , ’

Outcome

The bank explained that the incident was caused by
the oversight of the staff member handling the DARs
who failed to pass the DARs to the relevant department
for processing. Upon enquiries of the PCPD, the bank
had provided a copy of the Requested Data to the
complainant. The bank also issued a notice to all staff
reminding them to handle data access requests made by

99

customers properly.
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RRFHEE
Lessons Learnt from Complaints

A TR E SRR P FH AR F R —LLE
FHE & e B RIFDIRENBEERK
TR RERERBREHNERELE
- B ARGS (BREREEHERA)
EROTTRIZKIE -

The following complaint cases illustrate some data users' acts or
practices that were found to have contravened the requirements of the
Ordinance during the reporting period. They are selected on the basis of
subject matters and demonstrate the wide variety of conducts that are

subject to the provisions of the Ordinance, including those of the Data

Protection Principles ("DPPs").

r‘ij FIEFREEABRNEF | X RERMIREHNERNBENETEFEE

—REEZRFE1(1)RE

Shops collecting customers’ personal data: must ensure that the data
collected are adequate but not excessive - DPP1(1)

BRFAR

BFANTKAR —REREERILR K
RE - BEREEESERELHETRFA
MR AR K FIREFRE - RFA
HRBZIERERMKY - ARBHHEZ
JEELWER - JEERTNIRFAREE
HREE  BAREEDEER - RF
ARZEAEHERANURREER
BREELHIEEMN  BREETE
%o AR ARRRERFZIE W ELD
F 0 FHRE o

Fol

ZERERREHLEEREZFLN(T
DERBREAM G D RFEBTR) (T
MIEBTR ) F23338MEFHE
oo B RERHERMEREEKESE
HEK - MEZBETHEREFHEBERLT
EHEBEMEEN ] MERERFANS

The Complaint

When a family member of the Complainant gave
pillowcases and bedspreadstoalaundry shop forwashing,
the staff of the laundry shop recorded the surname and
mobile phone number of the family member on the
invoice. Later, the Complainant went to the shop to
pick up the laundry, but she had not brought along the
invoice. The staff told the Complainant that if no invoice
were presented, identity card information would be
recorded. The Complainant suggested to inform the staff
the surname and mobile phone number of the family
member as a substitute, but the suggestion was rejected.
The Complainant then lodged a complaint with the PCPD
complaining collection of her identity card number by

the laundry shop.

The shop explained that it collected the Complainant’s
identity card number under section 2.3.3.3 of the Code of
Practice on the Identity Card Number and other Personal
Identifiers (“the Code”) issued by the Commissioner, i.e.
“to safeguard against damage or loss on the part of the

data user which is more than trivial in the circumstances”.
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The Complaint (continued)

The shop further explained that to protect the interest
of customers and the shop, and to avoid fraudulent
claims of laundry, customers without invoices would be
requested to report the case to the police and present
the police’s acknowledgment slip to it; or if they agree
to do so, let it record their names and identity card
numbers, before releasing the laundry. However, the
shop admitted that it had not paid any compensation
for any fraudulent claim of laundry since its opening in
1990. Moreover, the staff of the shop recognized that

the Complainant was the shop's frequent customer,

who often collected laundry without presenting invoice.
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Complaint Investigations

The Commissioner found that the shop’s purpose of
collecting customers’ identity card numbers was to
provide the identity card numbers to the police in the
event of fraudulent claims of laundry. Regarding the
collection of identity card numbers under section 2.3.3.3
of the Code, the shop had not provided any information
to show how the collection of identity card numbers
could prevent it from suffering damage or loss which

was more than trivial.

Though section 23.2.2 of the Code allows data users
to collect identity card numbers for the prevention or
detection of crime, the Commissioner considers that
section 2.3.2.2 of the Code can only be invoked when there
isactual need to collect identity card numbers. In this case,
the shop had never sought assistance from the police; nor
received any direction from the police to provide identity
card numbers for investigation of any fraudulent claim of
laundry. The shop could not collect customers’ identity
card numbers solely because there might be fraudulent
claims or it might be required by the police to provide
identity card numbers. On the question of how to confirm
whether it was true that the Complainant collected the
laundry on behalf of the relevant customer (i.e. her family
member), the Commissioner considered that the effective
way was to ask the Complainant to give the name and/or
mobile phone number of the relevant customer before;
and to state the date, type, style, quantity and colour of
the laundry for verification. If the shop still had doubt, it
could call the relevant customer for enquiry or request

the customer to collect the laundry in person.

The Commissioner was of the view that the collection of
identity card numbers by the shop was unnecessary and
excessive. An enforcement notice was served on the shop
directing it to cease such act and destroy all the identity

card numbers so collected.
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Employer disclosing employee’s personal data to other staff members :
must ensure that the personal data are disclosed only on a “need-to-know”

basis - DPP3
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The Complaint

The Complainant was an executive staff of an academic
department in a university (the “Department”). At all
material times, the Complainant also served as the
secretary (the most senior non-academic member) of a
specific management committee within the Department
(the "Committee”). The Complainant needed to report
her duties to the head of the Department (“Mr. X") and
to oversee the general administration and operation of
the Committee. On the other hand, the Complainant’s
supervisor, ie. Mr. X also acted as the chairman of

the Committee.

Since Mr. X was dissatisfied with the Complainant’s
working performance, he sent a warning email to the
Complainant and, without the Complainant’s consent,
copied the full contents of the warning email to all
members of the Committee, some of them were the

Complainant’s subordinates.

Outcome

DPP3 provides that personal data shall not, without
the prescribed consent of the data subject, be used
(including disclosed or transferred) for any purpose other
than (i) the purpose for which the data were to be used at
the time of collection of the data; or (ii) a purpose directly
related to the purpose referred to in the aforesaid item
(i). It was noted that the warning email was compiled

for the purpose of reviewing the work performance
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Complaint Investigations

of the Complainant. The university explained that the
disclosure of the warning email to all members of the
Committee was necessary because one of the purviews
of the Committee was to give advice on “deployment
of human and other resources” and the disclosure of
the warning email enabled the Committee members
to ascertain the deficiency found on the Complainant’s

work performance.

According to the findings of the Commissioner,
there was insufficient evidence to support that the
Committee members were empowered to review the
work performance of the Complainant. In addition, the
Commissioner noted that Mr. X merely forwarded the
warning email to the Committee members without
requesting the recipients to render their advice or views
on the Complainant’s performance. It was therefore hardly
to convince the Commissioner that the email recipients
could acknowledge that they were assumed to give views
on the contents of the warning email for the purpose of

reviewing the Complainant’s working performance.

On the basis of the above, the Commissioner considered
that the university’s disclosure of the Complainant’s
personal data by forwarding the warning email to the
members of the Committee was not on a “‘need to know”
basis and such disclosure was not for the same purpose as
or a purpose directly related to the purpose of collection
of the data. Accordingly, the Commissioner found that the

university had contravened the requirement of DPP3.

An enforcement notice was served on the university
requiring it to take steps to notify its supervising staff
who were empowered to give written warnings to staff
members not to disclose the contents of the warnings
to any third party unless the disclosure was for the same
purpose as or a purpose directly related to the purpose of
collection; or the prescribed consent has been obtained

from the data subject.
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Employers monitoring employees’ activities: must be by fair means and
inform employees of the monitoring exercise in advance - DPP1(2) and DPP5
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computer system of the organization. The supervisor
of the Complainant had asked her several times for the
password for “emergency use” of the organization. She
finally disclosed the password to her supervisor.
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Complaint Investigations

The Complaint (continued)

The Complainant’s supervisor later found that the
Complainant had played online games on the computer
during office hours. In this connection, the Complainant’s
supervisor, with the consent of the organization, logged
into the computer with the password provided by the
Complainant when the Complainant was off duty and
collected information about her browsing activities (i.e.
the cookie data stored in the computer (“the cookies”).
After realizing the incident, the Complainant complained
tothe PCPD that the organization logged in the computer

and collected the cookies without notifying her.

The organization said that the computer belonged to the
organization and was only provided to the Complainant
for business use. Therefore, the data stored in the
computer were also owned by it. Thus, it had the right
to log into the computer and access the data stored
therein. Moreover, the organization believed that the
Complainant’s supervisor did not mean to collect the

e

Complainant’s “personal data” when accessing the data
in the computer, and the cookies were not the personal
data of the Complainant. During the PCPD's investigation,

the organization had deleted the cookies.
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Outcome

As cookies are the browsing data of a computer, if a
cookie does not contain any data that could identify an
individual (e.g. the name of the user), the cookie alone
does not satisfy the definition of personal data. In other
words, the question of whether cookies in a particular
case are personal data would depends on whether the
cookies contain any data that can identify an individual,
or whether they are held or used together with other data

that can identify an individual.

As the cookies contained English names that could
identify the Complainant and that the cookies were the
records gathered by the Complainant’s supervisor to
deal with the suspected misconduct of the Complainant,
the Commissioner considered that the act of the
organization constituted collection of the Complainant’s

personal data.

The Commissioner found that the organization had not
taken any practical measures to stop or prohibit the
Complainant from using the computer for private purpose
or storage of private data. In addition, the organization
allowed its employees to change passwords themselves,
without requiring them to provide their passwords to
their colleagues, or to inform other colleagues of their
passwords upon each change. There was no evidence
in the case showing that apart from the Complaint’s
supervisor, other staff members also had knowledge of
the Complainant’s password. The Commissioner found
that in normal circumstances, the Complainant was the
sole user of the computer and other staff members would

not use the computer without notifying the Complainant.
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Complaint Investigations

Outcome (continued)

[t was apparent that the act of the Complainant’s
supervisor using the password provided by the
Complainant to log into the computer for collecting the
cookies was inconsistent with the purpose as stated by
the supervisor when asking for the password from the
Complainant. The stated purpose of working need or
“the organization’s request” was too general. As the
cookies were not directly related to the Complainant’s
daily work, even if the Complainant might expect that
her supervisor would log into the computer to look
for data which were job related, she would not have
reasonably expected that her supervisor would log into
the computer with her password to collect the cookies

when she was off duty.

Having regard to the information available, the
Commissioner considered that the collection of the
cookies by the organization was not consistent with the
reasonable expectation of privacy of the Complainant in

using the computer.

On the other hand, the Commissioner took the view that
unless justified by the special circumstances of the case,
data users should not collect personal data by covert
means because this would seriously intrude an individual’s
privacy. If the Complainant’s supervisor logged into the
computer in the presence of the Complainant during
office hours, such act should not affect the purpose of
checking the computer. There was no evidence showing
that the organization had considered using other less

privacy intrusive alternatives.
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Outcome (continued)

The Commissioner was of the view that the act of
the Complainant’s supervisor in logging into the
computer with the password obtained at “the
organization’s request” to obtain the in the absence of
the Complainant amounted to collection of personal
data by unfair means and thus the organization had
contravened DPP1 (2).

When the incident occurred, the organization had
only formulated one brief notice stating that the
computers of the organization could only be used for
business by staff, with no mention of the policy that
the organization would log into employees' computers
with their passwords to collect their browsing activity
data. Furthermore, there was no information showing
that the organization had issued the notice to the
Complainant upon entering into employment. In this
connection, the Commissioner considered that the
organization had not clearly notified the Complainant
of the purpose of conducting employee monitoring,
the circumstances under which monitoring might
be conducted, or the use of the data so collected.
Therefore, the organization had not taken steps under
paragraphs 324 and 3.3.1 of “Privacy Guidelines:
Monitoring and Personal Data Privacy at Work” to
ensure that the Complainant be informed of its

employee monitoring policy.
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Complaint Investigations

Outcome (continued)

After considering all the circumstances of the case, the
Commissioner opined that the organization had not taken
all practicable steps to ensure that the Complainant could
ascertain or be informed of the policy and practices of the
organization in relation to recording employees'activities
of browsing the Internet by using the organization’s

computer. The organization thus contravened DPP5.

Regarding the organization’s contravention of DPP1(2),
an enforcement notice was issued to the organization
directing it to stop using passwords obtained from
employees to log into their computers and access
their browsing activity data, unless their prior consent

was obtained.

The organization had put in place its monitoring and
security policies and had reminded its employees of
the policies. The Commissioner considered that the
organization had taken appropriate measures to ensure
that its employees could ascertain or be informed of the
policy of the organization on monitoring employees' use
of its computer in Internet browsing. Therefore, there was
no need to issue an enforcement notice in respect of the

contravention of DPP5.
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Data user complying with data access request for medical records : should
supply a copy of the personal data contained in the records rather than
giving a medical report - Section 19
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The Complaint

After receiving dental treatment provided by an
organization, the Complainant lodged a complaint to
the Dental Council against the dentist employed by the
organization, accusing him of professional misconduct.
In order to investigate the complaint, the Dental Council
requested the Complainant to provide the relevant dental
records, the Complainant thus made a data access request
(the "DAR") to the organization for a copy of her dental
records. The organization replied to the Complainant that
they would furnish the Complainant with a dental report
at a fee of HKD400. The Complainant complained against

the organization for failing to comply with her DAR.

The organization was of the view that the dental records
contained not only the Complainant’s personal particulars,
but also the observations and diagnosis of the dentist-in-
charge and it was their policy to release patients' records
only to law enforcement agencies. The organization
further stated that DAR should not be used as a tool for
the Complainant to locate information for litigation or
assist her to lodge complaint to other regulatory bodies.
The organization further added that they would only
submit the Complainant’s dental records to the Dental

Council direct.
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Complaint Investigations

Outcome

"Data"is defined under section 2 of the Ordinance as any
representation of information (including an expression
of opinion) in any document. Thus there was no doubt
that the data contained in the Complainant’s dental
records, including in particular the dentist’s diagnosis
and observations about the Complainant, amounted to
the Complainant’s personal data. The dental report which
the organization agreed to provide to the Complainant
was different from the dental records requested in the
DAR. Although the dental report was written based on
the dental records or the dental report might include
some of the Complainant’s personal data as contained in
the dental records, the furnishing of the dental report to
the Complainant was not sufficient for complying with
the DAR (unless the dental report includes a copy of all
the Complainant’s personal data in the dental records, in
which case the charge of HKD400 for complying with the

DAR would seem excessive).

The Commissioner was therefore of the view that
the organization had contravened section 19(1) of
the Ordinance for failing to provide a copy of the
Complainant’s personal data contained in the dental
records to the Complainant within 40 days after

receiving the DAR.

An enforcement notice was served on the organization
directing it to provide the Complainant with a copy
of the Complainant’s personal data contained in the

dental records.
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Refusal of data access request: must carefully consider whether section 20
and other exemptions of the Ordinance really apply - sections 19, 20 and 59
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The Complaint

The Complainant worked in a government department
("the department”). As the Complainant had taken sick
leave over 90 days, the department asked her to attend
a meeting (“the meeting”) held by the Medical Board at
a hospital (“the hospital”) under the Hospital Authority
for the purpose of assessing her health condition so as to
assist the department to evaluate whether she was fit for

her normal duties.

Later, the Complainant submitted a “Personal Data
(Privacy) Ordinance Data Access Request Form” (“the
request”) to the department requesting for a copy of the
Medical Board report (“the report”) issued in respect of the

meeting by the Medical Board. However, the department
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Complaint Investigations

The Complaint (continued)

informed the Complainant in writing that the request was
refused. Dissatisfied with that the department’s refusal,

the Complainant lodged a complaint with the PCPD.

The department explained that the situation mentioned
in section 20(3)(d) of the Ordinance applied to the case,
i.e. the hospital was entitled to controlled the use of the
report and prohibited the department from complying
with the request; and also that the report was related to
the physical or mental health of the Complainant and

thus exempt from section 59 of the Ordinance.

Outcome

The investigation of the Commissioner found that when
the department received the request, the hospital had
already sent the report to the department. After receipt
of the request, the department had asked the hospital
if it objected to the release of a copy of the report to
the Complainant. The hospital replied that it was not
appropriate to provide the Complainant with the report,
but the hospital did not prohibit it. Further, there was no
wording in the report prohibiting the department from
using the report. Even in the department’s reply letter to
the Complainant, the department had not mentioned
that it refused the request under section 20(3)(d) of the
Ordinance. Therefore, the grounds of the department
in refusing to comply with the request under section
20(3)(d) could not be established.

Regarding the exemption of section 59 of the Ordinance,
the correspondence between the department and
the hospital revealed that before rejecting the request,
the department had never discussed with the hospital
whether the provision of a copy of the report would
cause harm to the physical or mental health of the
Complainant, or whether section 59 of the Ordinance was

applicable. When the department refused to comply with
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Outcome (continued)

the request, it had not said that it was because the report
was exempt from section 59 of the Ordinance. Even in its
further letter to the Complainant, the department had
not mentioned this. Therefore, the Commissioner found
that when the department refused to comply with the
request, it had not actually considered the exemption
of section 59 of the Ordinance. Besides, at that time the
department had no evidence showing that the provision
of a copy of the report would likely cause serious harm
to the physical or mental health of the Complainant or

other persons.

As the department did not comply with the request
within 40 days after receiving it, the department had
contravened the requirement of section 19(1) of the
Ordinance. The Commissioner issued an enforcement
notice to the department, directing it to comply with the
Complainant’s request by providing her with a copy of her
personal data in the report subject to the requirements
under sections 20(1)(b) and 20(2) of the Ordinance
(i.e. before providing the data to the Complainant,

identifying particulars of other individuals had to be

deleted, unless they had consented to the disclosure of
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their personal data).
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Under section 48(2) of the Ordinance, the Commissioner may,
after completing an investigation and if he opines that it is in the
public interest to do so, publish a report (“Report”) setting out
the investigation results and any recommendations or comments

arising from the investigation that he sees fit.

During the reporting year, the Commissioner published two
Reports regarding (i) failure to take all practicable steps to
safeguard patients’ personal data by a hospital; and (ii) failure to

comply with data access request by a university respectively.

On 24 December 2008, the Commissioner published a Report
in respect of an investigation into the loss of personal data of
a patient (the ‘complainant”) by a hospital as complained by

the complainant.

A nurse (the “Nurse”) of the hospital was assigned to work in different
working places and was provided with a USB flash drive (the “USB Drive”)
for storage of clinical notes and transmitting patients’ registration data
back to her office and inputting such data into the master computer
file. The Nurse later found that the password protected zone of the
USB Drive was defective and could not be accessed, so she copied the
registration data of 26 patients (including the complainant) handled
by her to the non password protected zone and continued to use the
USB Drive without reporting the incident to her supervisor. Later on, the
Nurse found that the USB Drive had been lost. She made vain attempts
to search for the USB Drive and reported the loss to her supervisor about
3 months later. The USB Drive contained personal data (such as name,
Hong Kong Identity Card number and contact telephone number) of
the 26 patients.

After occurrence of the incident, the hospital had taken a series of
remedial actions including, among other things, recalled all USB Drives
given to nurses who offered services same as the Nurse and deleted
all patients’ data inside the USB Drives; passed a motion to replace
USB Drive with intranet email account and facsimile for storing and
transmitting patients’ personal data; and issued internal circulars to
enhance security measures on the protection of patients’ personal data
and direct staff to immediately report loss of electronic storage devices

containing patients’ personal data.
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As a public medical service provider, the hospital handles huge amount
of patients’ personal data which are of sensitive nature. In order to
determine whether the hospital was in contravention of DPP4 for failing
to take all practicable steps to ensure that such data were protected
against unauthorized or accidental access, processing, erasure or other
use, the Commissioner had to consider whether sufficient safeguards
had been taken when the hospital provided its staff with USB Drives
for handling and storage of patients’ personal data, such as whether (i)
appropriate policies and guidelines were in place to inform its staff to
protect such data when using USB Drives; and (ii) measures had been
implemented to ensure compliance with such policies and guidelines

by its staff.

Having considered all the circumstances of the case, including in
particularthat the hospital did not have in place any detailed instructions
and application procedures on the use of electronic device such as USB
Drive for compliance by its staff; the Nurse had no need to keep in the
USB Drive the patients’ registration data which had been transmitted
to the master computer file; and the Nurse had failed to report to the
hospital the defect of the password protected zone of the USB Drive as
well as the loss of the same, the Commissioner found that the hospital

was in contravention of DPP4.

As the hospital had stopped using USB Drive to store and transmit
patients’ personal data, no enforcement notice was issued in

consequence of the investigation.

While USB Drive offers a wide range of uses and is portable, medical staff
should, before using it, consider if there is any actual need to use it or
there is any other substitute, and ponder the potential risk of using USB
Drive. If after careful consideration, it is still necessary to use USB Drive
to store patients’ personal data, effective measures shall be adopted to
protect the personal data against unauthorized or accidental access,
processing, erasure or other use, for example, personal data stored in USB
Drive should be encrypted and deleted immediately after use and USB
Drive containing personal data found missing should be immediately

reported to the relevant parties.
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School to comply with students’ data access
request in relation to examination marking
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On 19 January 2009, the Commissioner published another Report in
respect of an investigation arising out of a complaint made by a student
against a university that the university refused to comply with the
student’s data access request ("DAR").

Background

A student of a university made a DAR to the university requesting
for copies of the examination answers, audio-tapes, coursework and
related comments thereof in respect of 4 courses that he had attended.
The university replied that as it was within the period of the appeal
process regarding the student’s request for review of course grades,
the university could not look into the DAR to supply the requested
data save that they were prepared to provide the student with a copy
of the requested video tape. The student therefore complained that
the university had failed to comply with his DAR within 40 days after

receiving it.

The Investigation

In order to determine whether the university was in breach of
section 19(1) of the Ordinance for failing to comply with the DAR, the
Commissioner has to consider if the data requested under the DAR
constitute personal data of the student and that the university had
collected the student’s personal data in the circumstances of the case.
Moreover, as the university claimed exemption from complying with
the DAR under section 55(2)(@)(i)(D) and (ii) of the Ordinance (i.e. the
requested data were subject of a “relevant process” whereby such data
were considered by the university for determining the awarding of
academic qualification or whether any academic qualification should
be continued), the Commissioner also needed to consider if section 55
exemption was available to the university.

The Commissioner’s Findings

There is no doubt that evaluation of the performance of a student
in an examination constitute personal data of that student. The
Commissioner considered that the scores and examiners' remarks (read
together with the printed items) contained in the marking sheets, and
the examiners’ markings together with the answer scripts, being the
examiners’ evaluation or comments on the student’s performance in

his examination and coursework, constitute the student’s personal data.

69



70 | #LBBHERBER 2008-09

RAFLTHE

ERWEEAENTE - LEEERRZA
BHEBREHENT OB REMEASE /EENZ
BLENEAERE  —EEATLBENE
N AREZEFEMBEZBEAMNER
Bl o MUt - RRBHEREZFERE -
ERHEBNZBENEN - At - ZFKRBE
ZRALMERTWETHZEENEAER -

LEEERAZAZLIBEERIZBLENE
FEBERER%E 40 BRERRZER » BR T K
BIEB 19O RRIRTE - EERE () ZAZE
R TeR T RESEMZBERTHER
BTEMERMERZZER () E&A
BRBZEMERERE  ZB2ERENE
RIEFAREABZE AT - M LEFEF RN
Hig#ErT R (i) ZKXBETHLEFEFT
EWAR A [B@ARY]  BABEZAZN L
FEFRA - R RARE S HARHR
TE - MARERIEGIZE 55 (2)(b) 1§ - ATEREE T
F o HEZERTIRE LSRR TERTH
Al BREREF ] TEEZERF  BRFLE
EERBBRABENERS T ESENE
55 {RHYEAR ©

EZHEEREBEFAHBRTEETER
A5 FER/KNEEE - UREREZ
EBRLNER - ZRHEINE & SHEM
FE S5 EMERR - MANLERATESRKERIN
EHMERCEEER [BRRF] ZrY) -

S—AE LEEEREZL M5
1EER/REEBAFRAEBERELEMBA
BRNER - B AERGEN T TEA
ER - AEAITOHEHERNZR AR
MEXLTER - ZEBE MR ERENZ
LEE R ERCGE R I ©

BREANERENRER (BBEFERAK
BR 24858 1218) REX - TRA] AR EE UL
(http://www.pcpd.org.hk/chinese/publications/
invest_reporthtml) T& °

With regard to collection of personal data, the Commissioner found
that the identity of the student was no doubt known to the university
when it collected the student’s personal data in the marking sheets and
other examination/coursework papers. Further, such data should be
regarded by the university as an important item of information relating
to the student. Thus the university was compiling information about the
student when collecting such data, hence there was collection of the
student’s personal data in the examination and coursework exercise.

The Commissioner found that the university had contravened the
requirement of section 19(1) of the Ordinance for failing to comply with
the DAR made by the student within 40 days after receiving it. Taking
into consideration that (i) it was found that the University was not
considering the data for determining whether to give or continue to
provide an academic qualification to the student at the material time;
(ii) when the university replied to the DAR, the formal review of course
grades requested by the student had already been completed and the
appeal process only took place thereafter; and (iii) the appeal process
conducted by the university should not be regarded as a “relevant
process” because according to the appeal process regulations of the
university, the decision of the Dean of Graduate Studies was considered
final while under section 55(2)(b) of the Ordinance, “relevant process”
does not include any process where no appeal may be made against
such determination, the Commissioner was of the view that section 55
exemption under the Ordinance was not available to the university in
this case.

It is not uncommon that students would request access to their
examination scripts; coursework and/or answer books with scores and
examiners’ written comments contained therein and ask for a review.
Examination bodies which seek to rely on the exemption provisions
in section 55 of the Ordinance must carefully consider whether the
requested data are indeed the subject of a “relevant process'”.

On the other hand, the Commissioner advised students that if
examination scripts, coursework and/or answer books do not contain
information relating to the students personally, they would not constitute
“personal data”under the Ordinance and examination bodies would not
be required to comply with the data access request provisions of the
Ordinance in respect of such items.

Copies of the Reports are available from the PCPD at 12/F,
248 Queen’s Road East, Wan Chai, Hong Kong. They are also available
for download from the website of the PCPD (http://www.pcpd.org.hk/
english/publications/invest_report.html).



