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Message from Corporate Communications Manager
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f I have to choose a project that satisfied me most in last
year, it must be the launch of the first Privacy Awareness
Week (“PAW").

Though the PCPD had organized various kinds of
promotional activities over the years, they were held locally
and we seldom got the chance to cooperate with overseas
organizations. However, as privacy protection has become
a common concern around the world, we believe that it
is necessary to organize promotional activities with our
corresponding partners in the region to strengthen the
effects of the activities and to show our determination to
join forces to protect privacy. Therefore, all the members of
the Asia Pacific Privacy Authorities collaborated in launching
the first PAW in 2007.

Although there was no splendid decoration and large-scale
promotion, the PAW was successfully held. The project
received support and praise of the community, which was
the result of full cooperation among the working staff in
the region. | am proud that | could participate in it. In
January 2007, ten-odd colleagues from different areas and
| (most of us had never met before) started our planning for
this cross-border promotional activity on privacy protection
through telephone and e-mail communication.

Even though we sometimes encountered difficulties
during our preparation, on the whole, we gained happy
and valuable experience in our cooperation. Once the
theme of the PAW — “Privacy is Your Business” had been
conceived, work was shared among the members. For
example, logo and poster design was taken up by Australia;
New Zealand was responsible for drafting press releases;
and we took charge of the production of promotional
items. With the contribution of different parties, the PAW
was successfully launched on 26 August.

Personally speaking, taking part in the launch of the first
cross-border and large-scale PAW really gave me great
satisfaction. | hope that the PAW would be more successful
in the future.

Shirley Lung
Corporate Communications Manager
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Privacy Awareness Week 2007

Last year, the highlight of our promotional efforts was Privacy
Awareness Week 2007 (PAW 2007). PAW 2007 was our first
international promotional event and was jointly organized with Asia
Pacific Privacy Authorities. Members included Australia (including
New South Wales, Victoria and the Northern Territory), Hong Kong
and New Zealand. Held from 26 August to 1 September, 2007,
the week-long campaign was themed “Privacy is Your Business”.
Various educational events were also organized to promote

privacy compliance.

RS A I RIS/ MB35 FLRRD T EE) 2007 IFRER -
Mr. Roderick Woo and Miss Do Do Cheng at the PAW 2007 opening ceremony.
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26 August 2007 — Opening ceremony

The Commissioner officiated at the opening ceremony of PAW
2007 with local renowned artist Miss Do Do Cheng. The PCPD was
pleased to see the event receive support from both the private and

public sectors.

27 August — Seminar on Protection of Online Personal
Data

Distinguished guests Mr. Sean Lin, SIP of Hong Kong Police Force
(left); and Ir. Dr. K.P. Chow, Center Associate Director of Centre for
Information Security and Cryptography, the University of Hong Kong
(right); offered practical tips on how to properly handle personal
data. For example, special attention should be paid when using Wi-Fi
to send personal data, Mr. Lin said. Dr. Chow also spoke on the
responsibilities of data users with online data security and on how to
prevent leaks of data.

BEAEBRANARBSRER(EMRL)MRRLE

Mr. Sean Lin, SIP of Hong Kong Police Force.

BBRBENREREHBEMEH O RHHEL -
Ir. Dr. K.P. Chow, Center Associate Director of Centre for Information
Security and Cryptography, the University of Hong Kong.
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29 August - Seminar on “Creative Thinking & Blog
Writing Skills”

The Internet is arguably the most popular means of communicating
in today’s generation. However, many people remain unaware of
the risks of disclosing personal data online in blogs or chatrooms.
The PCPD organized a public seminar and invited renowned writer
Mr. Ong Yi Hing and DJ Mr. Francis Mak to speak to young people on
the need to exercise caution when communicating online.

ERERIRALE(CEER) REGEHEBSEE(REBA L) ETETREEHEBIB200 EFEADZTR/ARELS - LHREEHLAL
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Renowned writer Mr. Ong Yi Hing (left photo) and DJ Mr. Francis Mak (left of right photo) shared their views on online privacy protection and creative
blog writing with over 200 young people at the Hong Kong Central Library.
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BEE REBRITT HUIELERE An interesting debate on the topic of “There is no privacy protection
REMNBREN | ABNERILE - F%E  in the cyber world” was organized with teams from the Hong Kong
BEmE(ERA)RBEELEERE(RA) Federation of Youth Groups (affirmative side) and the Hong Kong
HRRFTDEIE TR Baige ) - RIE Girl Guides Association (oppositive side). Speakers from both teams
Hee - XRABBETFHEHBL - performed well with the Hong Kong Federation of Youth Groups

emerging as the winners.
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(from left to right), HKFYG representatives,
Mr. Francis Mak, the Commissioner
Mr. Roderick Woo, Mr. Ong Yi Hing,
HKGGA representatives and Deputy
Privacy Commissioner Mrs. Bonnie Smith.

8A30H — REEHTMEKETEE 30 August — Members of the Data Protection Officers’
R — @ AR wIE Club attended a public forum in Macao
REEHETEHESSSIRMIHE —E Members of the Data Protection Officers’ Club had the opportunity to
HRFIEEEZEERMN A AMmE - meet and exchange views on effective privacy practices with business
EARKIREBLBRITANERITS representatives in Macao at a public forum organized by the Macao
AR e Consumer Council.

(EER)BEAHBEZERRRFIR
BB RPVHBEEZEG@REEEE
MBHREE REABHLBEER
ERBEACEESY/ AL FRMND
LIBeRiE o

(from left to right) Ms. Connie Lau, Chief
Executive of the Hong Kong Consumer
Council, Mr. Alexandre Ho, President
of Executive Committee of the Macao
Consumer Council, and Ms. Shirley Lung,
Corporate Communications Manager of
the PCPD, at a privacy forum in Macao.
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31 August - Prize Presentation Ceremony
of “Privacy is your business” Writing
Competition

The highlight of PAW 2007 was an international

writing competition for secondary students.

The topic was “Privacy is your business”. The
competition received an overwhelming response
HRENR2EESABR - 5244152 from students in Hong Kong and Macao. Of the 244 entries,
EEm -  BARNZREELBR(BELLT the top prize for Hong Kong and Macao went to Precious Blood
FEINES ILMLEEETIEEER Secondary School’s Yeung Kuen, who likened privacy to something
MR ESEREMNTEE - thRRE to be cherished in a treasure box. She was also second place in the
SRR EIAN R E o international part of the competition.
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The Commissioner Mr. Roderick
Woo, (5th from right), Deputy
Privacy Commissioner Mrs.
Bonnie Smith (3rd from right),
Mr. Alexandre Ho, President
of Executive Committee of the
Macao Consumer Council (5th
from left), and winners of the
" Privacy is your business” Writing
Competition.

9A1H — BfEABRARBEEHESF 1 September — Deputy Privacy Commissioner for Personal
BAYE Data held a dialogue session with young people
BEAABRALEEEAAE LT EELE To wrap up PAW 2007, Deputy Privacy Commissioner Mrs.
BRHA - MFESAESEREEAERL Bonnie Smith spoke to young people on a radio programme about
REURILE © personal data privacy.

BB B m L L(aIHE
A) HEERA REMFF
ABRERES -

Deputy Privacy Commissioner
Mrs. Bonnie Smith (2nd from
right, first row), programme hosts
and other young people at Radio
Television Hong Kong.
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g Media
NERL B RIFRYBE - LML The PCPD has maintained a regular and close relationship with the
BAHEMAE - FlRE—F  ABEITT media. Over the year, the PCPD organized four news briefings,

4RFEEG - BHTI0RFER - WHE issued 30 press releases and gave media interviews on various privacy
PIRALPS R R L HEE IR - issues. The PCPD has also been proactive in working with the

media to get its message across to the community. The PCPD firmly
HEFEEAAERNLERNE 28— & believes that an informed public is more likely to be a privacy-aware
BREBEEAAREERRR - REBE public and protect their personal data privacy. Some of the privacy-
EARBEWFTREN  eRABENLER related issues that were widely reported by the media over the
& WHNBREEEAERFLREmE year include:
HORE g -

AT R A — R @R G R 2 FIFL

PERE

o HIFEPPIRFLEWBAE A LBR ¢ Online data leaks by government departments and private

BH organizations

o EIKEABE (FLEB)IEH) e Review of the Personal Data (Privacy) Ordinance

o ARMEREREIEIER » Collection of fingerprint data by data users

s RURBMERIILFERM * Establishment of a child-sex offender registrar

o ERCEABE(FLBEMH YEEIEHE e Conviction of breaching the Personal Data (Privacy) Ordinance for
B R TE W E SRR direct marketing purposes

o MWMERBETHRER * Online circulation of nude photographs

o BERHBEAZEEH®USBRIES * Loss of USB flash drives containing personal data

LEREFRRHAER S AL EREAERERER

The Commissioner Mr. Roderick Woo spoke on various privacy issues to the media.
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Website

PCPD’s official website, www.pcpd.org.hk, continues to be a critical
source of information and advice. During the reporting period, the
site received 325,713 visits, an average of almost 28,000 visits each
month. Sections that recorded the most frequent hits included “Case
Notes” (143,313 views) and “The Personal Data (Privacy) Ordinance”
(60,364 views). The file that was downloaded the most was Codes of
Practice and guidelines (27,586 downloads), and Data Access Request
Form (8,291 downloads). The relatively high traffic the website
received shows it is a convenient platform for the public to obtain
PCPD information and publications.

Publications

To help people better understand the requirements of the Ordinance
and their privacy rights, the PCPD released various publications
during the reporting period. A guidance note, “Personal Data
Privacy: Guidance on
Collection of Fingerprint
Data” was published
detailing practices that
should be followed when
organizations want to
collect fingerprint data.
These include privacy risk
assessment, measures
to mitigate any adverse
privacy impact, less privacy-
intrusive alternatives,
protective measures, privacy policies and procedures, control measures

and privacy compliance assessment and review.

The Commissioner published a report (Report Number: R07-6168)
on a self-initiated investigation into a credit company that collected
excessive personal data from the public in a promotional activity. In

addition, the PCPD released two newsletters with privacy news.
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Exceliance in Design

BRONZE WINNER

The Design Assoclates Lid.

Office of the Privacy Commissianer tar
Personal Data

Aormisl Bepor roobar
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The PCPD 2006-07 Annual Report has won the Bronze Prize of the
18th International Astrid Awards under the category of Annual
Reports — Overall Presentation — Non-Profit — Traditional Format.

With entries from around the world, the Astrid Awards aims to honor
outstanding achievement in design communications. Entries are
judged by international panels of design professionals on the basis of

concept creativity, clarity and production quality.
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Conferences and Exhibitions

The Commissioner and his staff participated in local and international
conferences relating to personal data privacy issues. One focus has
been the protection of personal data privacy as it relates to young
people and job seekers. To convey messages and policies in this area,
staff of the PCPD participated in the Hong Kong Book Fair 2007 and
Education and Careers Expo 2008.

BB B RWM L LN 20076 A25%F27 B HREERMNABRZLETH
TARKESFEBE=REATEERAREHER(ETHEELE
NEHEMLBANEREFHEES/ MEERLBOEEHR) -

The Commissioner Mr. Roderick Woo attended the APEC SOM Il and
Related Meeting (ECSG Data Privacy Seminar & ECSG Data Privacy
Subgroup Meeting) in Cairns, Australia on 25-27 June 2007.
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The Commissioner Mr. Roderick Woo delivered a talk at the Hong
Kong Institute of Engineers, Information Technology Division Annual
Conference on 4 May 2007.
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Staff of the PCPD participated in the Hong Kong Book Fair 2007 and Education and Careers Expo 2008, held in July 2007 and February 2008 respectively.
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Promoting Compliance

REENFEHS Data Protection Officers’ Club (DPOC) o
BT RERMEAETREEEAERREE The PCPD continued to participate in the Data Protection Officers’
EREOINER  ABEBHREERE Club ("the DPOC"), which is in its ninth year of operation. The DPOC
FHe(THIBE DA THEBHIE - provides an opportunity for data protection officers from both the
HERYNF - BATLERENREER public and private sector to keep up to date about developments
FARH—ERTE - BHMTREAER in personal data privacy and the application of the Ordinance. The
BN ER RIGHIERBEEERE DPOC also acts as a forum where members can share their views and

Ao ltih - e mMEREBRER  EEE8 experience. There are currently over 270 DPOC members from various
AJLAD ZIBF RG] - BRALBER S E sectors. Members were encouraged to bring along their colleagues or
B THEASER o friends to meetings to help grow the DPOC.
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NTREerRE—FNE2EHHE Some of the DPOC activities organized over the year included:

20071118 - B B2 B E =M A familiarization visit to Cathay Pacific Airways Ltd was organized on
ENF) c BRBE M B FMAERERE 1 November, 2007. DPOC members learned about the airline’s data
BRHERE R EFIRIE - 2 BEMMBHF protection practices and online training module in a presentation by
B e - 2ERITIIRB O R RTEE Cathay Pacific Airways staff. Members also toured the Flight Training
FIBRER - & SEUITEER T BIZ R0 {A A Centre and the Cabin Crew Safety Training School. The visit was
BT A EBHF A EREFEREAER RS informative and interesting and members could promote personal data
BALIEZH o protection among staff.

NCATHAY PACIFIC

'~ ssssees®

8
IS

=111

200841 A825H ' HBBE0EEELFEE On 25 January, 2008, over 80 members attended the DPOC
BeEgE®- plenary meeting. The theme of the meeting was “The best way

=113

of handling data access request”. At the meeting, the Commissioner,

BHRRANTERSESEHERNASR
A luncheon was arranged after the
meeting to allow members to share their
experience in a relaxed environment.
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Mr. Roderick Woo, and PCPD staff spoke about the recently amended
Data Access Request Form and discussed cases of data access requests
with members. A luncheon was arranged after the meeting where

members could share their experiences.

AEBENHS S S BB NMEIEERN
The PCPD staff explained to DPOC
members how to handle Data Access
Request.

On the application of the Ordinance in human resource management
and data access requests, two series of privacy workshops, “Code of
Practice on Human Resource Management” and “How to handle Data
Access Request”, were held in October and November 2007.

[ il 2007 10 AFN 11 AR T AN ER
PR AARNENLS EREH A | R R R E AR
Kong TR TR -

Two series of privacy workshops
entitled” Code of Practice on Human
Resource Management” and "How to
handle Data Access Request” were held
in October and November 2007.

An exclusive seminar on protection of online personal data was
also arranged for members on 27 August, 2007 as well as a
familiarization visit to the Macau Consumer Council on 30 August
2007. For details, please refer to p.104 and p.106.
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The Commissioner Mr. Roderick Woo and the PCPD staff attended seminars to explain the requirements of the Ordinance to all classes.

Seminars

(Open seminars, in-house seminars, seminars for
specific groups)

Training seminars were held throughout the year on local compliance
requirements. Interest was keen from both the public and private
sectors. In 2007-2008, the PCPD staged 12 free public introductory
seminars on the requirements of the Ordinance. The Commissioner
and his staff also had 67 speaking engagements.

*A list of organizations for which the PCPD had conducted seminars

and training sessions is included on p.152.
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Message from a member of Data Protection Officers’ Club
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e joined the PCPD’s Data Protection Officers’ Club in

2002 because as a responsible corporate citizen in

Hong Kong, we recognize the high expectation of both
our employees and customers about how we treat their personal
data and protect them with the utmost care. Apart from giving its
members first-hand information on personal data privacy issues, the
Club also provides an effective platform for exchanging views and
sharing experiences with other data protection officers from different
sectors. When the Club invited us to hold a meeting with other club
members at our office in 2006, we gladly accepted and the experience
was tremendous for Sony Hong Kong.

Sony Group implemented its Global Basic Principles in Personal
Information Management (PIM) in 2000 and soon thereafter Sony
Hong Kong also set up its PIM Office for implementation of the
PIM policy to ensure effective compliance of the Personal Data
(Privacy) Ordinance.

I'm delighted and would highly recommend employers and business

owners in Hong Kong to become members of the Club.

Candy L.Y. WONG

Division Manager

Legal, Compliance & IP Division
Sony Corporation of Hong Kong Ltd.
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Survey : Attitudes of Young People Towards Disclosure of Personal Data

on the Internet
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The Commissioner Mr. Roderick
Woo (left) and Miss Adelaide Hung,
Business Administrative Officer,
Quality Evaluation Centre, City
University of Hong Kong announced
the survey results of "Attitudes of
Young People towards Disclosure of
Personal Data on the Internet” on
26 August 2007.

To better understand the use of blogs and social networking
websites by young people, especially their views on the disclosure of
personal data on the Internet, the PCPD commissioned the Quality
Evaluation Centre of City University of Hong Kong to conduct a
survey on “Attitudes of Young People towards Disclosure of Personal
From 16 to 26 July 2007, 500 people aged
between 12 and 24 in Hong Kong were interviewed. The response
rate was 69.9%.

Data on the Internet”.

The survey was divided into 3 parts: i) the use of blogs or personal
webpages and social networking websites; ii) disclosure of personal
data on the Internet; and iii) views on the disclosure of personal data
on the Internet.

The Use of Blogs/Personal Webpages

The survey showed that over one-half of the respondents (51.0%)
had written blogs or personal webpages, but only 13% had used
social networking websites. The main purpose for having blogs/
personal webpages was to record daily happenings (29.8%) and
share their feeling with others (29.8%).
wrote blogs/personal webpages 1-3 times a week (34.5%) and
Over one-half (55.3%

or 141 respondents) had posted their real personal data on blogs

On average, respondents

spent less than 1 hour each time (83.1%).

or personal webpages, including photos or videos (83.7%), age or
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date of birth (73.8%), real name (49.6%), school name (34.8%) and
telephone number (9.9%,).

In the survey, 141 people had posted their real names on blogs or
personal webpages and 25.5% of them had been approached by
strangers. Only 8.3% of them met with strangers.

The Use of Social Networking Websites

Respondents used social networking websites mainly to meet
new friends (33.8%) or to keep in touch with relatives and friends
(23.1%). Almost one-quarter (24.6%) used social networking
websites everyday while 23.1% used the websites between 1-3 times
a week and 12.3% used them 4-6 times a week. Some 63.1% of
the respondents spent less than 1 hour each time. Also, 29.2% of
the respondents who used social networking websites had posted
their real data, including their age or date of birth (94.7%), photos or
videos (73.7%), real name (63.2%), school name (47.4%), telephone
number (10.5%) and ID card number (10.5%).

The survey findings indicated that 76.9% of the respondents who
used social networking websites were aware that their profiles
might be accessed by others. But only 36.9% of them restricted

others’ from looking at their profiles.

Disclosure of Personal Data on the Internet

According to the survey, most of the respondents posted their
photos or videos (blogs/personal webpages: 83.7%; social
networking websites: 73.7%) and age or date of birth (blogs/
personal webpages: 73.8%; social networking websites: 94.7%)
online. But ID card numbers (blogs/personal webpages: 99.3%;
social networking websites: 84.2%) and telephone numbers (blogs/

personal webpages: 89.4%; social networking websites: 84.2%)
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were not disclosed. Most of the respondents believed ID card
numbers (blogs or personal webpages: 64.3%; social networking
websites: 56.9%), telephone numbers (blogs or personal webpages:
64.3%; social networking websites: 50.8%), addresses (blogs or
personal webpages: 47.1%; social networking websites: 46.2%) and
real names (blogs or personal webpages: 32.5%; social networking
websites: 32.3%) should not be posted on blogs/personal webpages

or social networking websites.

Over one-half of the respondents (57.2%) did not like their photos
and videos being uploaded for public viewing while 31.4% said their
friends had posted their photos or videos on the Internet without their
consent. Also, 57.8% were unhappy because they felt they were not

respected (48.1%) and their privacy was violated (41.2%).

But most of the respondents (75%) would seek their friends’ consent
before posting their photos and videos online. Only a small number
of them had posted their friends’ personal data on blogs/personal

webpages (15.3%) or social networking websites (9.2%).

Most of the respondents did not tell their parents they had their
own blogs/personal webpages (57.6%) or used social networking
websites (66.2%). Older respondents or those with higher education
were more willing to post their photos and videos in blogs or personal

webpage and social networking websites.
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Views of the Young People on Disclosure of Personal
Data on the Internet

About 62% of the respondents worried that disclosing personal
data on the Internet would result in privacy issues. The key concerns
were “my personal data will be misused” (59.7%), “approached by
strangers” (21.6%) and “financial losses” (7.4%). More than three-
quarters of the respondents (76.8%) agreed that “When | post my
personal data on the Internet, | worry that the data will be misused”.
But only 48% adopted online security measures to safeguard their
personal data. Common measures included “change my password
regularly” (46.7%), "do not disclose my real identity rashly” (14.6%)
and “only those who know me are allowed to see my personal
data” (13.8%).

Respondents who did not write blogs or personal webpages were
more concerned about the disclosure and misuse of personal data
on the Internet. Likewise, respondents who did not post their real
personal data on blogs/personal webpages or social networking

websites were more concerned about privacy issues.

The survey revealed that young people rather concern themselves
with personal data privacy on the Internet. The PCPD will formulate

appropriate education and promotion strategies to enhance their

understanding in this aspect.




