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s Legal Counsel my duties include advising on
A legal issues arising from data privacy complaints,
commenting on proposed legislations which
may have an impact on data protection, reviewing and

comparing overseas data privacy development which can
enhance the data protection work we do.

Many of the appeal cases | handled were lodged by
complainants who were not satisfied with the decisions
made by the Commissioner who, after completing sufficient
enquiries, decided not to mount a full scale investigation
into their complaints. | had to explain to the Administrative
Appeals Board and the complainants the basis of the
decisions. In some of these appeals, the complainants were
legally represented, sometimes by senior counsel, and | had
to spend extensive time and effort in dealing with some
technical legal issues which were raised in the appeals. |
am happy to say that the Administrative Appeals Board
has validated the Commissioner’s decisions in almost 90%
of the appeals.

The public has become more aware of their data privacy
rights. This is reflected in the substance of the complaints
received by the PCPD. Complaints of a simple and straight
forward nature have decreased while complaints involving
grey areas of the law and complex issues are on the rise.
My work has therefore become much more challenging.

Wilson Lee
Legal Counsel, Legal Division
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Personal data privacy is no longer a novel concept these days. It
is now faced with increasing challenges posed by technological
development and the borderless flow of information on the Internet.
In the reporting year, a comprehensive review of the Personal Data
(Privacy) Ordinance was undertaken to ensure that protection of
personal data privacy is adequate and to keep the provisions under the
Ordinance up-to-date. Working towards these objectives, a number
of legislative amendment proposals were delivered for Government’s
consideration. The proposed amendments aim at bringing about
legislative revisions that properly address the reasonable privacy
expectation of individuals. While respecting an individual’s “right to
be let alone”, in proposing the amendments to the law, we do not
lose sight of the existence of other public rights and interests in a

society where “no man is an island”.
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A decade has passed since the Ordinance came into force on
20 December 1996. The rapid technological and e-commerce
developments that are taking place in this electronic era and the
exponential rate with which it continues to progress give rise to global

privacy concern.

Overseas governments and privacy regulators see a pressing need for
reviewing and reforming the privacy law in order to safeguard the
personal data privacy interests of the individuals. Australia, Canada,
New Zealand and the United Kingdom all embark actively on the
review of their laws. The international privacy arena has clearly
witnessed a call for higher level of personal data privacy protection
and stronger sanction and legislation to properly address the privacy

impact brought about by technological advancements.

Personal data privacy has been an evolving concept responding to
changes and development in society. The Commissioner sees the
core value of balancing the personal data privacy right with other
rights and social interest in maintaining a harmonious society.
With a decade of regulatory experience gained in discharge of his
regulatory duties and without losing sight of the macro international
privacy perspectives that are taking shape, the Commissioner finds
it appropriate and timely to conduct a comprehensive review of the
Ordinance. With these objectives in mind, an internal Ordinance
Review Working Group was formed in June 2006 to assess
the adequacy of the protection rendered to personal data privacy by
the Ordinance.

In the course of his review of the Ordinance, the Commissioner has

taken into account the following factors:-

(@) the sufficiency of protection and the proportionality of penal

sanction under the Ordinance;

(b) the development of international privacy laws and standards

since the operation of the Ordinance;

(c) the regulatory experience of the Commissioner gained in the

course of discharging his functions and powers;

(d) the difficulties encountered in the application of certain

provisions of the Ordinance;
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(e) the technological development in an electronic age facilitating
the collection, holding and processing of personal data in

massive quantum at a low cost;

(f)  the development of biometric technology for the identification
of an individual posing challenges to the maintenance of

individuals’ privacy; and

(9) the vulnerability of individuals in becoming less able to control
and determine the collection, use and security of his personal

data stored and transmitted through electronic means.

The Commissioner has five missions to achieve in undertaking the

review exercise. They are: -

(1) To address issues of public concern.
(2) To safeguard personal data privacy rights while protecting

public interest.

—
w
~

To enhance the efficacy of regulation under the Ordinance.

E

To harness matters that will have significant privacy impact.

—
ul
~

To deal with technical and necessary amendments.

The subjects reviewed by the Commissioner include, amongst others,

the following: -

e scope of personal data

e leakage of personal data on the Internet

e disclosure of personal data by Internet or email service
providers

e handling of personal data in times of crisis

e  prescribed consent given by individuals

e  data access request

e direct marketing activities

e exemptions

e  investigation and prosecution procedures

e enforcement and penalty level

e transborder data flows
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The Commissioner has since then presented to the Secretary for
Constitutional and Mainland Affairs 52 amendment proposals and

3 additional issues of privacy concerns.

While engaging in a series of discussions with the Secretary for
Constitutional and Mainland Affairs on the amendment proposals,
the Commissioner is confident that a comprehensive review of the
Ordinance with participation by the general public will bring about an
updated piece of privacy legislation that amply protects and enforces

personal data privacy right in Hong Kong.
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Wu Kit Ping v Administrative Appeals Board, HCAL 60 of 2007
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An application for judicial review was made by a complainant against
the decision made by the Administrative Appeals Board (“AAB”).

The crux of the complaint was that the complainant, a patient of a
hospital clinic, was dissatisfied that certain parts of the statements
and documents requested in her data access request (“DAR"”) made
against the hospital were redacted by the hospital in compliance with
her DAR. The data in dispute consisted essentially of the names, job
title and contact details of the makers and recipients of the statements
and certain paragraphs of a statement made by a medical doctor.

At the hearing, the presiding judge examined provisions of the
Ordinance in relation to the right of a data subject to make a DAR
under section 18, the scope of its exercise and the protection of third
parties’ personal data under section 20(1)(b) and 20(2). It was ruled
that under section 18(1)(b), a data subject is only entitled to a copy of
his personal data, not every document upon which there is a reference
to the individual. It was also not the purpose of the Ordinance that
the data access right be exercised by a data subject to supplement the
right of discovery in legal proceedings nor to add any wider action for
discovery for the purpose of discovering the identity of a wrongdoer
or to locate information for other purposes, such as litigation. The
Judge ruled that the identities of the maker and the recipients of
the reports did not fall within the scope of “personal data” to relate
directly or indirectly to the complainant, and hence the redaction

was lawfully made.

Section 20(1)(b) provides that where in the course of complying with
a DAR, the personal data of some other individual must be disclosed,
then unless that other individual has consented to the disclosure of
his personal data, the request must be refused. According to the
Judge, the section was to be read subject to section 20(2) in that
if the data user could supply to the data subject his personal data
without disclosing the identity of the source of the information, then
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a means to supply the data must be found, and the obvious way
to achieve this was by redaction of the identity of the source of the
information. The fact that deduction or inference of the source of
information might be drawn by the data subject was no barrier to
compliance with the DAR.

In relation to expression of opinion by the maker of the document
about himself, the Judge ruled that unless it related indirectly to the
data subject, it would not constitute the personal data of the data
subject. Having examined the unedited versions of the requested
data, the Judge ruled that save for one sentence contained in the
statement which should be disclosed to the complainant, the rest of

the redaction was properly made by the hospital.
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A law enforcement agency’s use and retention of personal data
obtained during an arrest

Use of personal data of an arrested person to search for his past conviction records —
retention of photographs, identity card copy, telephone number and address of an
arrested person - arrested person not prosecuted - retain the data for 12 months -

DPP2(2), DPP3, section 58 (AAB Appeal No. 1/2007)
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The Complaint

The complainant was previously convicted in 1991
and was arrested by a law enforcement agency
(“the Agency”) for another offence in 2006. After
the arrest, the Agency took photographs of the
complainant and obtained copy of his identity
The
Agency subsequently decided not to prosecute the

card, his telephone number and address.

complainant but refused to return the personal data
to him.

The complainant complained to the Commissioner
that: (i) the Agency had used his personal data
obtained in 2006 to search for his previous conviction
records and such use was prohibited by DPP3; and (ii)
the Agency should not have kept the personal data
after they decided not to prosecute him, and such
retention was prohibited by DPP2(2).
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Findings by the Commissioner

The Commissioner found that, as the Ordinance does
not prohibit a data user from searching personal data
kept in his records and there was no evidence to
suggest that the Agency had disclosed or transferred
the complainant’s personal data for other purposes,
the Agency’s act of searching the complainant’s
previous criminal conviction records did not constitute
a contravention of the Ordinance.

On the retention of the complainant’s personal data,
the Agency explained to the Commissioner that since
the complainant was previously convicted, they would
retain the complainant’s photographs as prescribed
by statute and that they would retain the other
personal data (identity card copy, telephone number
and address) for 12 months for possible use in future
investigation of offence or internal investigation. The
Commissioner was satisfied that the Agency was
entitled to retain the complainant’s photographs
under the statutory provision and that the retention
period of 12 months in relation to the other personal
data was reasonable in the circumstances. Therefore,
the Agency had not contravened DPP2(2).

Having considered all the circumstances, the
Commissioner decided not to carry out an
investigation. The complainant appealed against the
Commissioner’s decision.
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The Appeal

The AAB agreed with the Commissioner’s findings
on the Agency’'s use of the complainant’s personal
data and further added that, in any event, the
personal data obtained in 2006 should be held for
the purposes of the protection or detection of crime
or the apprehension, prosecution or detention of
offenders and, therefore, would be exempted from
DPP3 by virtue of section 58(2) of the Ordinance.

The AAB was also satisfied that the Agency’s retention
of the complainant’s photographs was permitted by
the statutory provision. Moreover, having further
considered that the Agency’s internal guidelines
in which the retention period of 12 months was
expressly provided, the AAB found that the retention
period of 12 months was reasonable and consistent
with DPP2(2).

AAB'’s Decision

The appeal was dismissed.
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DAR to a school for examination script refused because it did not
contain the student’s personal data
Data access request made by a university student for examination script and external

examiner’s correspondence — university no longer held the examination scripts after
1 year — no evidence to the contrary found — external examiner’s correspondence did
not contain the Appellant’s personal data - no contravention of sections 19(1) and 26,
DPP2(2) and DPP4 (AAB Appeal No. 7/2007)
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The Complaint

The complainant was a university student. She made
a data access request (“DAR") to the university for
copies of her examination script (“the Script”) and
the related external examiner’s correspondence (“the
Correspondence”) one year after the examination.
The university replied they were unable to comply
with her DAR because (1) it was the normal policy
of the university department in question to destroy
examination scripts after 1 year; (2) the Script did
not contain any personal data of hers; and (3) the
Correspondence merely contained comments on the
examination arrangements and did not give specific
comment on individual script. Dissatisfied with the
reply, the complainant lodged a complaint with the
Commissioner for the failure of the university to
comply with her DAR.
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Findings by the Commissioner
Generally speaking, a student’s answers in an
examination do not amount to personal data of
the student unless the answer contains information
about the student personally. There is no provision
in the Ordinance that requires a data user to retain
personal data. Having examined the university's
code of practice and the Correspondence, the
Commissioner accepted that the university’s code
of practice did not impose any specific time limit for
the retention of the mark sheets and examination
scripts and there was no contrary evidence to show
that the university did hold the Script at the time
of receipt of the DAR. The Commissioner had also
examined the Correspondence and agreed that it did
not contain personal data of the complainant. Since
there was no prima facie evidence of contravention
of section 19(1), the Commissioner decided not to
carry out an investigation of the complaint under
section 39(2)(d). The complainant appealed against
the Commissioner’s decision.

The Appeal

The complainant contested that the Commissioner
was wrong in accepting the explanation of the
university that the department’s practice was to
destroy examination scripts after 1 year and they no
longer held the Script. She argued that the university
had a duty to retain the Script in order to comply
with DPP4 in protecting the personal data against
“unauthorized or accidental access, processing,
erasure or other use...”. She also argued that
the Script and the Correspondence contained her
personal data. The complainant, however, could
not supply any evidence to support her claims.
The AAB was satisfied that the Commissioner did
not act unreasonably in accepting the university’s
explanation that they did not hold the Script and
that the Correspondence did not contain her
personal data.
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The Appeal (continued)

The AAB remarked that if an examination script of
the complainant was marked with the examiner’s
comments or evaluation of the complainant’s
answers, these evaluation or comments could be
personal data of the complainant. In the present
case, examination scripts contained only the materials
written by students because examiners were not
allowed to write any remarks on the scripts. The
Commissioner did not err in holding that the
complainant’s answers in the Script did not amount
to her personal data.

In relation to the duty to retain personal data, the
AAB rejected the complainant’s arguments and
ruled that neither the provisions of the Ordinance
imposed any positive duty on a data user to keep
or retain one’s personal data until the purpose
for which the data was originally collected is
exhausted; nor did they require a data user to justify
its deliberate decision of not continuing to retain
one’s personal data.

AAB’s Decision

The appeal was dismissed.
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IP address alone may not be “personal data”

Webmail service provider disclosed IP address and account holder information to
PRC authorities — no evidence that the account holder information contained the
subscriber’s personal data — terms and conditions of subscription contained the

\ subscriber’s consent to the disclosure — DPP3, section 58(1) (AAB Appeal No. 16/2007)
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The Complaint

The complainant, a PRC resident and subscriber of
Yahoo! China, lodged a complaint against Yahoo!
Hong Kong Limited (“YHHK"). YHHK is a Hong Kong
registered company which owned Yahoo! China, a
webmail service provider in PRC. The complainant
complained that YHHK had disclosed his personal
data to the PRC authorities, leading to his arrest and
conviction of a PRC offence of leaking state secret.
There was no evidence to show that any of the data
cycle took place in Hong Kong. In determining
whether YHHK had breached DPP3 in so disclosing
personal data, the issues that the Commissioner
had looked at were (i) whether personal data of the
complainant were disclosed, in particular, whether
IP address itself constituted “personal data”; (ii)
whether the Ordinance had jurisdiction where the
whole act of disclosure happened outside Hong
Kong and in compliance with a Data Disclosure Order
lawfully issued by the PRC authorities; (iii) whether
there was any change in purpose of use contravening
DPP3; and (iv) whether the exemption under section
58(1) in respect of prevention or detection of
“crime” and apprehension, prosecution or detention
of "offenders” extended to cover overseas crime.
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Findings by the Commissioner

The Commissioner formed the view that IP address
alone was not “personal data” as it is a specific
machine address assigned to an inanimate computer,
not to an individual. It was a question of fact
whether IP address together with other identifying
particulars constituted “personal data” of the
complainant, for which the Commissioner found
insufficient evidence to draw such conclusion in
favour of the complainant. In relation to the issue
of whether YHHK was able to “control in or from
Hong Kong” the collection, holding, processing and
use of the personal data at the material time, the
Commissioner found that the control, if any, owned
by YHHK was vitiated by the compulsion of PRC laws
in complying with the Data Disclosure Order lawfully
issued by the PRC authorities. Having lost control,
YHHK was not “data user” under the Ordinance and
as such, the Ordinance had no application to the act
in question. As for use of personal data, the view
taken by the Commissioner was that disclosure of
personal data in compliance with the requirements
of law was consistent with the purpose of collection.
In construing the words “crime” and “offenders”
under section 58(1), the Commissioner relied on
the territorial principle and took the view that it
was confined to Hong Kong crime and might be
extended to cover those crimes to which the Mutual
Legal Assistance in Criminal Matters Ordinance, Cap
525 applied. Dissatisfied with the Commissioner’s
findings, the complainant appealed to the AAB.

The Appeal

The AAB noted that neither the email address nor
the IP address apparently revealed the identity of the
complainant. The information disclosed was that
the email was sent from a computer located at the
address of a business entity, and the date and time of
the transaction. The AAB stated that “short of CCTV
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The Appeal (continued)

evidence, it would not be reasonably practicable from
such information to ascertain that it was actually
the [complainant] who used the computer identified
by the IP address to send out the relevant email at
the material time. It could be anyone, as long as he
had access to that computer (or had the necessary
password if one was required at all).” The AAB ruled
that the complainant had failed to provide evidence
to show that the registration information purportedly
disclosed by YHHK to the PRC authorities contained
his personal data.

On the question whether YHHK was a “data user”,
insofar as the PRC operation of the website Yahoo!
China was the agent of YHHK, the AAB did not
accept that the mere fact that the PRC operation was
compelled by PRC law to make the disclosure could
“vitiate” the control of YHHK over the personal data.
YHHK was therefore “data user” as defined under
the Ordinance and that the Ordinance did apply to
the present case. The AAB also found that prescribed
consent of the complainant had been obtained by
YHHK when he accepted the Terms of Service and
Privacy Policy Statement of Yahoo! China so as to
enable YHHK to make disclosure “in accordance with
legal procedure”. Hence the disclosure by YHHK did
not fall foul of DPP3. The AAB also accepted that
crime committed by the complainant in the PRC did
not amount to a crime under the laws of Hong Kong.

Since the information disclosed by YHHK's PRC
operation to the PRC authorities could not be
regarded as “personal data” under the Ordinance,
the Commissioner was right to conclude there was
no breach of the Ordinance by YHHK.

AAB’s Decision

The appeal was dismissed.
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The Complaint

The complainant complained that the staff of
a government department (“the Department”)
had intruded his personal data privacy by taking
photograph of his ID card with a digital camera and
during the course of which the staff had not clearly
indicated to him the purpose of collection and the
security procedure.

Findings by the Commissioner

According to enquiries made by the Commissioner,
the staff of the Department took a photograph of
the complainant’s ID card by digital camera for record
purpose during the performance of his duty. Having
explained to the Department the legal requirements
on the collection limitation principle under DPP1(1) of
the Ordinance, the Department admitted that it was
not necessary for its staff to take the photograph in
the instant case. With the view to making good the
wrongful act, the Department took the following
remedial steps: (i) deleting the photograph of the
ID card and informing the complainant in writing
that it no longer kept the photograph of his ID card;
(i) instructing its staff not to take photographs of
other people’s ID cards in similar cases in future; and
(iii) amending its code of practice to make specific
regulation preventing recurrence of the incident.
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Findings by the Commissioner
(continued)

In view of the fact that the Department had taken
proper remedial actions and no other better results
could be achieved, the Commissioner found it
unnecessary to carry out an investigation under
section 39(2)(d). A warning notice was issued by
the Commissioner to the Department reminding it of
the obligation to comply with the Ordinance and the
Code of Practice on the Identity Card Number and
other Personal Identifiers.

The Appeal

The complainant was not satisfied with the decision
of the Commissioner and lodged an appeal with
the AAB. The AAB was of the view that since the
Department had admitted the wrongful act, it should
apologize to the complainant and take remedial
actions as soon as possible. In general, the AAB
opined that the following factors were relevant for
the Commissioner’s consideration in deciding not to
carry out or continue an investigation: (i) whether any
practical effect will be achieved if the investigation
is to be carried out or continued; (ii) whether the
Department has taken appropriate remedial actions; (iii)
whether the complainant has filed any civil claim; and
(iv) whether there is any other proper redress channel
that the complainant could or should resort to.

As the Department had made an open apology to
the complainant at the hearing and having taken into
account the appropriate remedial actions taken by it,
the AAB was of the view that the Commissioner had
exercised his discretion properly when he decided not
to carry out an investigation under section 39(2)(d)
of the Ordinance.

AAB'’s Decision

The appeal was dismissed.
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Data user not required to comply with a DAR for non-existent
documents or judicial documents

DAR requesting a judicial body to furnish various documents — refusal to comply
with DAR - judicial documents — requested document not existed or available or no
personal data contained - sections 18(1)(b) and 39 (AAB Appeal No. 22/2007)
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The Complaint

The complainant was a claimant in a legal
proceedings in a Tribunal. She made complaints to
the judicial body (“the Body"”) against some staff
of the Body (“the Complaints”). On the date she
made the Complaints, the complainant made a
data access request (“DAR”) to the Body requesting
for copies of, among other things, (i) the staff’s
explanation and follow-up action relating to the
Complaints; (ii) a “complaint report” written by a
staff of the Body relating to the Complaints; and (iii)
transcript of proceedings in the Tribunal.

The Body refused to comply with the DAR on the
grounds that items (i) and (ii) of the requested
documents did not exist, and item (iii) was judicial
documents to which the Ordinance did not apply.
The complainant complained to the Commissioner
against the Body for its refusal to comply with
the DAR.
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Findings by the Commissioner

Since the Complaints and the DAR were made on the
same day, item (i) of the requested documents could
not have existed when the Body received the DAR.

During preliminary enquiry, the complainant
added that item (ii) could be a memo or minute
regarding the complainant’s request for review
of the proceedings in the Tribunal rather than a
“complaint report” as she specified in the DAR.
The Commissioner considered that the “complaint
report” requested under the DAR, did not cover
minute of the staff. In any case, the memo or
minute in question was court document to which the
Ordinance did not apply.

The Commissioner also agreed that item (iii) formed
part of the court case and, therefore, was not covered
by the Ordinance.

In the circumstances, there was no prima facie
evidence to show that the Body was in breach of
the Ordinance for not complying with the DAR.
The Commissioner, therefore, decided not to carry

out an investigation. The complainant appealed to
the AAB.
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The Appeal

In the appeal, the complainant argued that even
though the data did not exist at the time of the DAR,
the Body should have provided the data to her within
40 days after they are prepared. She also argued that
the Commissioner should have investigated to find
out whether the requested report had actually been
compiled, and that the Commissioner should have
advised her of the proper way to retrieve a document
to which the Ordinance did not apply.

The AAB opined that the Commissioner had no duty
to investigate every complaint, and he enjoyed a wide
discretion not to investigate a complaint by virtue of
section 39(2)(d).

As for the duty under section 18(1)(b), the AAB held
that the Body had not breached the Ordinance. If
a data user did not hold the data requested, he
would not be obliged to comply with the request. It
would be absurd to require him to do the impossible
if he did not hold the data. The AAB also took the
view that the Ordinance did not oblige a data user
to find out whether the requested data existed or
if they existed, to secure them for the purpose of
complying with the DAR. In the light of the factual
circumstances, the Commissioner was entitled to
reach his findings as he did in this case.

AAB'’s Decision

The appeal was dismissed.
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A newspaper was not at fault in refusing to comply with a DAR for
personal data it received for news activity purpose

Email containing the complainant’s personal data sent to a newspaper — personal data
requested under a DAR not published — published personal data not requested in the
DAR - DAR not to supplement right of discovery in civil proceedings — DPP6, sections

18(1)(b) and 61(1) (AAB Appeal No. 34 of 2007)
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The Complaint

A newspaper published an article containing a person
X's comments on the complainant. The complainant
made a data access request ("DAR") to the
newspaper requesting for access to her personal data
contained in the emails which was sent by X to the
newspaper around the publication date of the article.

The newspaper refused to comply with the DAR on
the ground that the requested personal data were
held by it for news activity, thus exempted from
access by virtue of section 61(1) of the Ordinance.
The complainant claimed that the newspaper had
wrongfully refused to comply with the DAR and
complained to the Commissioner.

Findings by the Commissioner

Having considered that (i) the business of the
newspaper consists of news activity; (ii) the
newspaper received X's email in the course of carrying
out journalistic function, hence for news activity
purpose; and (iii) the requested personal data were
not published, the Commissioner took the view that
the newspaper was entitled to claim exemption under
section 61(1) of the Ordinance to refuse compliance
with the DAR.
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Findings by the Commissioner
(continued)

The Commissioner decided not to investigate or
further investigate the complaint under section
39(2)(d) of the Ordinance on the ground that any
investigation or further investigation was unnecessary.

The complainant appealed to the AAB.

The Appeal
The AAB agreed with the Commissioner’s views that
the newspaper was entitled to rely on the section
61(1) exemption.

The AAB added that the complainant had clearly
indicated in the DAR form that she did not request
for personal data that were published and this
was reasonably interpreted and understood by the
newspaper. The complainant’s argument on the
proper construction of the requested data actually
intended by her in the DAR was not accepted by
the AAB.

On the complainant’s argument that the requested
personal data would be used for a defamation claim,
the AAB reiterated that it was never the legislative
intent of the Ordinance that the data access right
conferred under section 18 was to supplement the
right of discovery in legal proceedings. The AAB
rejected the complainant’s argument.

AAB'’s Decision

The appeal was dismissed.
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A newspaper reported a legal action to which it is a party

“Fair” in DPP1(2)(b) refers to fairness to a data subject, not to others — DPP1(3) is only
applicable to the situation where personal data are collected from a data subject —
“Purpose” in DPP3(a) refers to the purpose at the time of the collection of the data
by the data user, not the intention or purpose of the data subject — DPP1(2), DPP1(3)
and DPP3 (AAB Appeal No. 36/2007)
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The Complaint

The complainant commenced civil proceedings
against a newspaper for giving a negative report
on mental patients. The complainant sent the
writ of summons to the newspaper according
to the legal process. Upon receipt of the writ of
summons, the newspaper reported the action the
next day, and disclosed in the report the name of
the complainant and that he was a mental patient
("the data”).
the disclosure of the data by the newspaper had
contravened the Ordinance.

The complainant believed that

Findings by the Commissioner

The Commissioner had considered the following: (i)
the functions and activities of the newspaper included
the reporting of court news; (ii) the action had
commenced; anyone could have access to the writ of
summons and obtain the data contained through the
search service of the court; (i) the data were set out
in the writ of summons; the disclosure of the data by
the newspaper was directly related to the reporting
of the action, and there was no information showing
that the newspaper disclosed the data for other
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Findings by the Commissioner
(continued)

purposes; (iv) no ordinance or court order prohibited
the newspaper from disclosing the data when
reporting the action.

Having considered all the evidence provided by the
complainant and all the circumstances of the case,
the Commissioner found that there was no prima
facie evidence showing that the newspaper had
contravened DPP3 in the disclosure of the data in
reporting the action. Hence, the Commissioner
decided not to carry out an investigation under
section 39(2)(d) of the Ordinance. The complainant

lodged an appeal with the AAB against the decision.

The Appeal

As the newspaper was the defendant in the action, it
received the writ of summons according to the legal
process. The newspaper did not need to follow the
general practice of other newspapers to obtain the
writ of summons by payment of a search fee to the
court. The AAB found that the means of collecting
the data by the newspaper was not unlawful,
therefore, there was no contravention of DPP1(2)(a).

As the defendant, the newspaper was quicker than
other newspapers in getting the data. Even if it might
be unfair to other newspapers, it was only unfair
to those in the industry, not to the complainant.
Therefore, the newspaper had not contravened
DPP1(2)(b).

The complainant alleged that the newspaper had
not indicated that the data would be used for
news reporting purpose, so it had contravened
DPP1(3). The AAB considered that DPP1(3) was
only applicable to the situation where a data user
collected personal data directly from a data subject.
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The Appeal (continued)

As the writ of summons was sent to the newspaper
by the complainant and was not collected from the
complainant by the newspaper at its own volition,
DPP1(3) was not applicable.

The AAB considered that generally speaking, the
function of a newspaper was news reporting. In
the circumstances of the case, the newspaper
collected the data for news reporting and not for
other purposes. DPP3 stipulates that personal data
shall not, without the prescribed consent of the data
subject, be used for any purpose other than the
purpose for which the data were to be used at the
time of the collection of the data (i.e. the original
purpose); or a purpose directly related to the original
purpose. The AAB opined that the original purpose
referred to the newspaper’s original purpose of
collecting the data but not the intention or purpose of
the complainant. As the use of the data for reporting
court news by the newspaper was consistent
with or directly related to the original purpose of
collection, the AAB found that the newspaper had
not contravened DPP3.

AAB’s Decision

The appeal was dismissed.
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Buildings (Amendment) Bill 2007

The Buildings Department sought comments from the Commissioner
on its proposed clauses 3 and 8 of the draft Bill on the maintaining
of registers insofar as the protection of personal data privacy is
concerned. The Commissioner noted that the Buildings Department
intends to collect and disclose the data subjects’ personal data in
the registers such as the Authorized Signatory of the Registered
Contractor, the telephone number of the Registered Parties, and the
type of works that the Registered Parties are willing to carry out, etc.
As the collection of such personal data is optional, the Commissioner
advised the Buildings Department that it should inform the data
subjects in the Personal Information Collection Statement at the
time of collection that it is entirely voluntary for them to supply such
personal data. This is to ensure compliance with DPP1(3)(a) so that
the data subjects know full well at the time of collection that they
can choose whether or not to supply such data; and if supplied, such

personal data would be disclosed in the registers.

The Commissioner also advised the Buildings Department to impose
sanctions under the Bill against improper use of personal data
contained in the registers to guard against possible contravention of
DPP3 on the use of personal data beyond its specified purposes or
directly related purposes, but such advice has not been incorporated

into the Bill during the period under review.
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Draft Unsolicited Electronic Messages Regulation

The Regulation was proposed by the Secretary for Commerce,
Industry and Technology Bureau (“the Secretary”) for the purpose
of prescribing the detailed sender information that a commercial
electronic message should contain and the conditions with which
the unsubscribe facility should comply. It was proposed that the
information should include the name, address and contact electronic
address of the individual or organization who authorized the sending
of the message. “Contact electronic address” was defined to
mean the telephone number and electronic mail address in case the
message was sent by electronic mail transmission and in any other

case, the telephone number only.

The Commissioner reminded the Secretary that collection of personal
data should be adequate but not excessive. Since the draft Regulation
contained provision to allow the sender to elect not to include the
address if it was a text message sent to a telephone number, it raised
doubt as to whether the requirement for disclosure of the address
of the sender in other cases was at all necessary for attaining the
purpose of collection. The Secretary was asked to re-consider the

necessity for such collection.

The Regulation was passed and came into effect on 22 December
2007.

individual or organization can be omitted from a commercial

It makes clear under section 5(4) that address of the

electronic message sent in the form of an SMS message if the

recipient is able to obtain the address by using the telephone number

included in the message.
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Communications Authority Bill

The Bill was put forward by the Secretary for Commerce, Industry
and Technology (“the Secretary”) to effect the transfer of and
use of personal data from the Broadcasting Authority (“BA") and
Telecommunications Authority (“TA") to the new regulator, namely,
the Communications Authority (“CA").

The Commissioner had no objection in principle to the transfer
and use of personal data necessitated by the proposed merger. He
however reminded the Secretary that the Bill should expressly contain
a saving provision so that the Commissioner’s exercise of power under
the Ordinance which he could have exercised against BA and TA
would not be affected in respect of a breach or alleged breach of the
Ordinance or the data protection principles immediately before the
appointed date for the Bill. This serves to preserve the Commissioner’s
powers in dealing with antecedent breaches which is essential for
safeguarding personal data privacy rights of individuals for acts done
or practice engaged in by BA and TA before the merger took place.

Prevention and Control of Disease Bill

For attaining the objective of preventing the introduction into
and spread of any disease or contamination in Hong Kong, the
Bill sought to confer powers upon the Secretary for Food and
Health (“the Secretary”) to make regulations (“the Regulations”)
requiring notification of infectious diseases from medical practitioners,
travellers and operators of conveyance as well as the power to
disclose to the public any information that is relevant to a public

health emergency.

The Commissioner raised the following issues of personal data privacy
concerns with the Secretary: (i) that any collection of personal data,
in particular, sensitive health data of the individuals shall be necessary,
adequate but not excessive under DPP1; (ii) that only necessary
personal data for attaining the statutory purpose be disclosed to the
public; (iii) that any medical surveillance, examination and test to be
conducted on individuals whereby personal data may be collected

shall not be more intrusive than is necessary for ascertaining that
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person’s health condition; (iv) that any information or samples to be
submitted by these individuals for the purpose of examination and
testing should as far as practicable be obtained with their prescribed
consent; (v) that the personal data so collected should be safely kept
and properly erased after use; (vi) that warrant should be obtained
when exercising power of entry into non-residential premises; and
(vii) that the proposed immunity of personal liability of health officers
in purported exercise of the powers conferred under the Bill should
not derogate their obligation to comply with the requirements of the
Ordinance and the right of data subjects to claim damages under
section 66 of the Ordinance.

For (i) and (ii), the Secretary confirmed that sufficient safeguards would
be included in the Regulations to ensure that where personal data
were involved, the provisions would comply with the requirements of
the Ordinance. For (iii) and (iv), the wording of the Regulations had
been amended to require that the medical surveillance, examination
or test conducted “must not be more intrusive or invasive than is

necessary for ascertaining the person’s health condition”.

For (v), the Secretary stated that the Department of Health had clear
data protection policy and guidelines to cover collection, retention,
use, etc. of personal data and assured the Commissioner that
personal data collected would not be kept longer than is necessary
and that relevant security measures are in place for safe custody of

the personal data.

In relation to (vi), the Secretary maintained that quick response
was required to contain or control the disease but added that
the security of privacy interest was built in that (a) the exercise of
such power must be based on “reasonable suspicion”; and (b)
the entry into residential premises still required the obtaining of a
warrant from Magistrate. In respect of the proposed immunity of
liability, the Secretary confirmed that there was express provision
in the Bill that such protection “does not affect any liability in tort
of the Government for that act or omission”. The right to claim for
damage under section 66 against the Government was therefore

not affected.
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Mandatory Provident Fund Schemes (Amendment) Bill

The Bill proposed to set up a public register of approved trustees and
a register of scheme members who have unclaimed benefits. It was
proposed to confer upon the Mandatory Provident Fund Schemes
Authority (“the Authority”) power to determine “such information”
to be contained in the registers. As personal data might be involved,
the Commissioner advised the Secretary for Financial Services and the
Treasury (“the Secretary”) to provide for a clear purpose statement
in the Bill for the setting up of these registers and to limit as far as
practicable the kind and amount of personal data to be collected and
made available for public inspection through these registers. The
Secretary was also asked to consider the imposition of sanction in
the Bill on misuse of the data. Appropriate administrative measures
should also be undertaken to prevent bulk inspection which
might increase the privacy risks of the personal data available for

public inspection.

Similar wide power was also proposed under the Bill to be conferred
upon the Authority to specify the kind of information to be supplied
in the statutory declaration to be given by the employee and the
information to be contained in the registers. Specific power to require
production of records for inspection from employer, self employed
person or any other persons was also conferred upon the Authority.
The Secretary was asked to reconsider specifying the kind of personal
data in clearer terms so as to ensure that no unnecessary or excessive

personal data are collected.

The Bill also proposed to permit the Authority to disclose information
which has been made publicly available. The Commissioner advised
that the Ordinance does not contain provisions exempting the use of
personal data in public domain and a data user has to comply with
the use limitation principle under DPP3. Due regard must be given to
ensure that the use of the personal data was for a purpose consistent

with the purpose of collection.
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In response, the Secretary promised to spell out in clear terms the
purpose of collection of information under the various registers, to limit
the kind of personal data to be collected by way of guidelines issued for
such purpose and confirmed the Government’s commitment to comply

with the provisions of the Ordinance in handling personal data.

Mandatory Provident Fund Schemes (Amendment)
(No.2) Bill

Under the proposed provision, an employer in paying contributions
to the Mandatory Provident Fund Scheme Authority (“the Authority”)
shall accompany it with a statement including the name and HKID
number of the relevant employee. The Commissioner asked the
Secretary for Financial Services and the Treasury (“the Secretary”)
to take heed of the circumstances for collection of HKID number
prescribed under the Code of Practice on the Identity Card Number
and other Personal Identifiers issued by the Commissioner in order
to comply with DPP1.

The Commissioner also repeated his concerns on the wide power
proposed to be conferred upon the Authority to specify “such
other information” to be included in the statement accompanying
the contributions paid to the Authority and the power to specify
and approve the various forms required to be submitted under
the Mandatory Provident Fund Schemes Ordinance. The provision
of a clear collection statement in the enabling provision and
the duty to comply with DPP1 and DPP3 were highlighted by
the Commissioner.

The Secretary agreed to incorporate clear collection purpose statement
in the enabling provision of the Bill and would specify the kinds of
information to be included in the various forms in the guidelines to be

issued after consultation with stakeholders.
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Independent Police Complaints Council Bill

The previous draft of the Bill empowered the Independent Police
Complaints Council (“the Council”) to interview any person for the
purpose of considering an investigation report submitted by the
Commissioner of Police, to keep a record of every interview and such
record must not be used for any purpose other than for performing

the functions of the Council under the Bill.

The Commissioner noted that personal data would normally be
obtained during an interview, but the Bill did not specify a period
beyond which the Council should not retain the personal data in
compliance with DPP2(2). Furthermore, given that the functions
of the Council under the Bill were much wider than its power to
consider an investigation report, the Commissioner was concerned
if the Council used the personal data for purposes other than for

considering an investigation report.

The Commissioner, therefore, urged the Security Bureau to reconsider
prescribing in the Bill an ascertainable retention period and limiting

the scope of permitted use of the record of interview under the Bill.

Having considered the Commissioner’s concern, the Secretary for
Security amended the draft Bill to the effect that interview records
must be kept by the Council only for such period as may be necessary
and must not be used by it for any purpose other than what is

necessary for performing its functions.

The Bill was passed on 12 July 2008 but has not come into operation.
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West Kowloon Cultural District Authority Bill

The Authority to be established under the Bill (“the Authority”) was
to be conferred with power to determine the class and details of
interest to be disclosed by Board or Committee members who may be
individuals. The Commissioner advised the Secretary for Home Affairs
(“the Secretary”) of the need to comply with the data collection
principle in DPP1 for the scope of personal data to be delimited
and defined as clearly as practicable and that an express purpose

statement should be spelt out in the enabling provision.

Since a register of “name” and “particulars of disclosure” would be
maintained by the Authority and be open for public inspection, the
Secretary was reminded of the duty to comply with DPP3 to prevent
unnecessary disclosure of personal data which were not required
for the purpose of maintaining the register. The Secretary was also
advised to include a clear purpose statement for the setting up of the
register to guard against indiscriminate or improper use of the data.
Sanction might be imposed as a means of effective enforcement.

There was no further development during the reporting period.
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By the operation of Schedule 3 to the Human Reproductive
Technology Ordinance, Cap.561 on 1 August 2007, the
following new section 63A was added to the Personal Data

(Privacy) Ordinance: -

“63A. Human embryos, etc.

(1) Personal data which consist of information showing that
an identifiable individual was, or may have been, born in
consequence of a reproductive technology procedure within
the meaning of the Human Reproductive Technology Ordinance
(Cap 561) are exempt from the provisions of data protection
principle 6 and section 18(1)(b) except so far as their disclosure
under those provisions is made in accordance with section 33
of that Ordinance.

(2) Where a data access request relates to personal data which
are or, if the data existed, would be exempt from section 18(1)(b)
by virtue of subsection (1), then the data are also exempt from
section 18(1)(a) if the interest protected by that exemption would
be likely to be prejudiced by the disclosure of the existence or
non-existence of the data.”

By the resolution made and passed by the Legislative Council
under section 54A of the Interpretation and General Clauses
Ordinance (Cap.1) on 14 June 2007, with effect from
in the

following sections of the Personal Data (Privacy) Ordinance

1 July 2007, reference to “Secretary for Home Affairs”

have been substituted by “Secretary for Constitutional and
Mainland Affairs”: -

1
2

(1) Section 1(2);
(2) Section 11(2)(b);

(3) Section 11(3);

(4) Section 11(4);

(5) Section 14(6);

(6) Section 70(1);

(7) Section 2(2) of Schedule 2;

(8) Section 2(3) of Schedule 2; and
(9) Section 3(2) of Schedule 2.



