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ExH
AABRESE

eing a Personal Data Officer in PCPD for many years,
| have been serving the public whole-heartedly in the
spirit of justice and fairness. My daily workload is very
heavy. Some of the cases were so complicated that we had to
analyze them carefully before reaching a conclusion. Indeed,
we are inspired by the satisfaction derived from upholding
the Ordinance and protecting the personal data privacy of

the public.

| would like to illustrate it with an example. A complainant, whose
company he worked for many years was on the verge of closure,
made a data access request (“DAR") to his employer for his past
performance appraisal and promotion records (“the Requested
Data”) so as to prepare for future job application. However, the
employer rejected the DAR. After looking into the case, | found
that there was no ground for the employer to refuse and he
should comply with the DAR. The employer however refused
to co-operate. The PCPD then carried out a full investigation
and subsequently served the employer with an enforcement
notice, asking the employer to provide the complainant with
the Requested Data. The employer finally complied with the
enforcement notice and provided the complainant with the

personal data he rightfully requested.

When this was over, the complainant sent me a thank you
card to express his gratitude for my perseverance in my work
and high regards for the principles of justice and fairness
upheld by the PCPD. It is good motivation for me whenever |
look at the card now. | realize that my work is not just about
upholding the Ordinance, but it also helps many other people.
| have decided to do my utmost and strive for the best to carry
out my duties in the PCPD, notwithstanding the heavy workload

and challenges that | face everyday.

Maggie Lo

Personal Data Officer
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Complaints Received 2007-2008
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E-_ZTLET \FEQEHEES34R A total of 834 complaint cases were received in
WHFEAR(BREFTRET 22%) o 2007-2008 (a decrease of 22% on the previous year).
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2 Types of Party Complained Against
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Individuals ‘ 128
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o 6201 (74% ) BIZIRFRFL & MRS ° 620 (74%) complaint cases were against private

o NM5R(14%)EREF A LHLE sector organizations.
(BUVBUTEBPT R ELfth X S ) * 115 (14%) complaint cases were against public

o 9952(12%)AZ=EFMEA © sector organizations (i.e. government departments

and other public bodies).
\\ ° 99 (12%) complaint cases were against individuals.
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Complaints Against Private Sector Organizations
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The majority of complaints against the tele-
communications and financial sectors alleged the
unlawful use or disclosure of customers’ personal data.
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Complaints Against Public Sector Organizations
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The majority of complaints against public sector
organizations involved:

* the alleged use of personal data beyond the scope
of collection purpose and without the consent
of the individual (46%);

* non-compliance with data access or correction
requests (22%);

e excessive or unfair collection of personal data (17%);

e and lack of security measures to protect personal
data (11%).
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The 834 complaint cases received in 2007-2008
involved a total of 1344 alleged breaches of the
requirements of the Ordinance. Of these, 1169 (87%)
were alleged breaches of the data protection principles
and 175 (13%) were alleged contraventions of the
provisions in the main body of the Ordinance.

Of the 1169 alleged breaches of the data protection
principles, 242 (21%) concerned the alleged excessive
or unfair collection of personal data of complainants.
In this category, 45 cases (19%) involved
allegations, some are against financial institutions
or telecommunications companies, for collection of
complainants’ personal data from unknown sources for
the recovery of debts or direct marketing purposes.

There is a misunderstanding among some complainants
regarding the ambit of the Ordinance when applies
to collection of personal data. A common example is
that some complainants believe that their personal
data can only be collected from them direct or after
prior consent having been obtained from them or that
they must be notified of it. The Ordinance provides
that personal data shall be collected by means which
are lawful and fair in the circumstances of the case.
However, the Ordinance does not require a data user
to obtain the consent of the data subject for collection
from third party of his personal data or to notify him
of the collection. In an administrative appeal case,
the Administrative Appeals Board ruled that the
mere evidence of the holding of personal data by
a person could not prove that he had obtained the
data by unfair or unlawful means. Accordingly, the
collection of personal data from sources other than
the data subject without his knowledge or consent,
without more, does not suggest a contravention of
the Ordinance.
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Summary of Complaints Handled in 2007-2008

2004-05 2005-06 2006-07 2007-08
ISR 157 195 188 188
Complaints carried forward
SO 953 972 1067 834
Complaints received
&« AY I-LA=' \ i
S L 1110 1167 1255 1022
Total complaints processed
ARy w220 400 542 501
Complaints screened-out
KRB R ERIR IR
MESECHEIRATS 890 767 713 521
Complaints screened-in or
being screened
TEhE

695 579 525 373

Completed
il 195 188 188 148
In process
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At the beginning of the reporting year, 188 complaints
were being processed. With the 834 new complaints
received, the Commissioner handled a total of 1,022
complaints during the reporting period. Of these,
501 (49%) cases were declined for further action
after preliminary consideration because 406 of them
were found to have no prima facie case to support
allegations of breaches of the Ordinance, 94 cases
were outside the jurisdiction of the Commissioner, and
the one remaining was an anonymous complaint. The
other 521 (51%) cases were either in the preliminary
screening process or screened-in for further
consideration. Of these, 373 (72%) cases were
resolved during the reporting year while the balance
of 148 (28%) were still being processed on 31 March
2008 (Figure 6).
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Of the 373 cases completed during the reporting
period:

113 (30%) cases were resolved through mediation;

2 (6%) cases were resolved after formal
investigations;

81 (22%) cases were found to be unsubstantiated
after preliminary enquiries;

20 (5%) cases were withdrawn by complainants
during preliminary enquiries; and

the remaining 137 (37%) cases involved
mostly complaints where the complainants did
not respond to the Commissioner’s inquiries
or where the matter had been transferred or
reported to other authorities e.g. the Hong Kong
Police Force.
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Results of Formal Investigations
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EARFRAANTRIERFAER 22 RER Of the 22 formal investigations completed during
o RBREEERARITRT7T%)ER the reporting period, the Commissioner found
TIEBIE R T - 3R(14%) I 3 I =k contravention of the requirements of the Ordinance
Az BEMELEFRBENBR - & in 17 (77%) cases. In three (14%) cases, either no
T27R(9%) Al REARFARETBIRE contravention was found or contravention was not
BEHEEBEMPLUERASE - established due to insufficient evidence. The two (9%)

remaining cases were discontinued as the complainant

\ decided not to pursue the matter further.
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0 1 2 3 4 5 Number of Complaint Cases
ERETERIGIREN 17 RERESD - Of the 17 cases where the requirements of the
1B3FRER—EFU-REREERRA - & Ordinance were found to have been contravened, 13
BATER TP ETBIEXHETE & cases involved contravention of one or more of the
AT MR ESEIEERNEHERE data protection principles. The remaining four cases
SKEB(EK9) - involved contravention of the requirements of the

main body of the Ordinance relating to compliance

\\ with data access requests (Figure 9).
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In the 113 cases resolved through mediation,
the Commissioner provided advice and/or
recommendations to 56 organizations on their
practices and procedures in order to assist them in
complying with the data protection principles and
other requirements of the Ordinance.

Of the 17 cases in which requirements of the
Ordinance were found to have been contravened,
the Commissioner issued enforcement notices on the
parties complained against in 11 cases to prevent
continuation or repetition of the contraventions.
In the remaining six cases, the parties complained
against had either taken measures to remedy the
contraventions, or given a written undertaking to
implement them. As a result, enforcement action
through the issuance of an enforcement notice was
not necessary, and warning notices were issued.
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Improvements in Data Handling

T AREAFERARN—LERERERE The following cases in the reporting year illustrate the improvements
ERERREAEELRIE - WEMBEHEE  undertaken by some data users in protecting personal data privacy
B THRM N ERBEABRILEBA  in prompt response to the complaints and with the guidance of
BHE o the Commissioner.

HEBAREEAEREE  CAREAASHEIAMTHAERAER
BEFABIINER — REEHFE4RR

Organisations collecting personal data via the internet: must protect
personal data from unauthorized or accidental access by unintended
internet users — Data Protection Principle (“DPP") 4

RFAR The Complaint

&k AR 2002 5355 38 B Bk A8 1) — R 2R The complainant provided her name, contact number
BENRREESS  HMEEAENER and email address to a jewelry company through
Wik - 2008 #EEEL - 200745 A ¢ the Internet for entering into a prize-winning quiz in
W AEE - GEEERETNER 2002. In May 2007, the complainant discovered that
24 M AR EAZE o her personal data could be accessed on the Internet

via a search engine by any Internet user.
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Outcome

The jewelry company explained that the
complainant’s personal data had been stored in
their web server database protected by firewall and
passwords. However, they failed to reset the access
right to the database after they had reinstalled their
operating system in 2006. As a result, the personal
data stored in the database could be accessed
by Internet search engines. Upon the advice of
the Commissioner, the jewelry company removed
their database from the web server and requested
the Internet search engine companies to delete
all personal data associated with their database
from search results. The jewelry company also
undertook to: -

(@) store their personal data database in a
standalone server which would not be

connected to the Internet;

(b) conduct regular checks and tests on access right
to their servers; and

() revise their internal policy on personal data
security and take steps to ensure compliance of
the policy by staff.
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REERFE4RA

Sending personal data by post: must ensure that the envelop is
addressed to the right person — DPP4

REFAR

B AR BB — BB IEFIR 1 &
& o AT BRI e 2 AR AR 1R - 4T
HIEBAFTHREFA - BEBERFA
EAERHBIARERBA S — HREK
FAREEHA  EERFANBAER
FHRE MG BRI A TR

=R
ZBABFIEALEEENERE R
EFEEHETHZA A5 — A%

The Complaint

The complainant lodged a complaint in person
to a government department. The government
department made a record of the complaint and
intended to send a copy of the record to the
complainant. The copy containing personal data of
the complainant however was mistakenly placed in
an envelop addressed to a complainant in another
case, resulting in the complainant’s personal data
being accidentally disclosed to an unrelated party.

Outcome

The government department accepted the advice
of the Commissioner by requiring all letters
be counterchecked by another staff before

sending out.
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Disclosing personal data over the telephone: must ensure that the

caller is not a fake — DPP4
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The Complaint

A patient (the complainant) received a call from a
male claiming himself to be a doctor of a hospital,
and asking questions about her sexual life and the
condition of her genital parts. The complainant
was later notified by the hospital that its staff had
disclosed her telephone number and Hong Kong
identity card number to an unknown person who
impersonated a hospital doctor.

Outcome
The hospital explained that the imposter called the
hospital and was able to provide certain information
to the hospital staff and spoke in such manner
that made her believe that he was a doctor of
the hospital.

After reviewing the case, the Commissioner advised
the hospital to devise detailed guidelines in relation
to the handling of telephone enquiry requesting
for personal data, in particular that callers would
be asked to provide their contact numbers so that
the staff could call back after proper verification
of the callers’ identities. The hospital accepted
the Commissioner’s advice and implemented
the guidelines.
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Direct marketing activities: should maintain an opt-out list and check
against the list before making any direct marketing approaches -

Section 34
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The Complaint

The complainant is a registered member of a
professional association. She had written to the
association requesting not to receive any further
marketing emails. Despite her request, the
association continued to send marketing emails to
the complainant within the same week of receiving
the complainant’s opt-out request.

Outcome

The association explained that it took them 14 days
to process an opt-out request. Upon receiving
an opt-out request, it would simply remove the
requestor’s email address from its database.

It was noted that members of the association were
required to renew their membership annually and
the new membership data would be uploaded to the
association’s database. As a result, the association’s
practice of simply removing the complainant’s email
address from the database would not effectively
prevent the association from sending marketing
material to the complainant again after renewal of
her membership. To comply with the requirement
of section 34 of the Ordinance, the association was
advised to maintain an opt-out list and check against
the list every time before sending out marketing
information to members.

The association accepted the view of the
Commissioner and implemented the measures
accordingly.
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Lessons Learnt from Complaints
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The following complaint cases illustrate some data user acts or
practices that were found to have contravened the requirements
of the Ordinance during the reporting period. They are selected
on the basis of subject content and demonstrate the wide variety
of conduct subject to the provisions of the Ordinance, including those
of the DPPs.
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Financial institution providing credit data to credit reference agency:

must ensure accuracy of credit data - DPP2(1)
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The Complaint

The complainant borrowed money from a finance
company in October 1998 and started to be in
arrears with payment in October 2002. His loan
account was subsequently written off in April 2003.
In May 2003, the complainant and the finance
company entered into a scheme of arrangement for

repayment of the loan.

Later, the complainant got his credit report from
a credit reference agency (“CRA") and found
that the finance company had not reported the
information of the scheme of arrangement to the
CRA. Moreover, even though the complainant
paid his debt every month on time according to
the scheme of arrangement, the finance company
still accumulated the number of days in arrears and
reported the information to the CRA every month.
Users of the complainant’s credit report would
be misled by such data that the complainant was
still in arrears with payment after the scheme of
arrangement had been made in May 2003.
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Outcome

The finance company explained that as its staff
did not have enough knowledge of the Code
of Practice on Consumer Credit Data (the “"CCD
Code"), they had not reported the information of
the scheme of arrangement to the CRA according
to the requirements of the CCD Code. Moreover,
due to technical restrictions of its accounting system
and customer credit data system, the finance
company had not terminated the calculation
of accrued number of days in arrears of the
complainant’s original loan account after his scheme
of arrangement account became effective. Thus, the
credit data of the complainant reported to the CRA
were inaccurate.

According to the findings of the Commissioner,
the finance company mistakenly believed that the
CCD Code had not been effective yet, so it had
not reported the information of the complainant’s
scheme of arrangement account to the CRA. This
revealed that the finance company lacked the
knowledge of relevant laws and regulations when
handling consumer credit data, and its weak internal
supervision also led to the report of incorrect credit
data to the CRA.

Furthermore, when finance company calculated
and reported the complainant’s credit data, it
had not taken the changes of the status of the
complainant’s loan account into consideration and
made adjustments accordingly in the report of credit
data. Therefore, after the complainant’s original
loan account had been written off and restructured,
his past arrears were still accumulated and wrongly
shown on his credit report.
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Outcome (continued)

In view of the above, the finance company had
contravened clause 3.4 of the February 2002 version
of the CCD Code, clauses 2.5 and 2.7 of the June
2003 version (the latest version), as well as DPP 2(1).

An enforcement notice was served on the finance
company directing it to correct the complainant’s
credit data with the CRA, to devise policy of
reporting information to CRA on customers’
scheme of arrangement accounts and to ensure
implementation of the policy by its staff. Moreover,
by means of effective supervision, annual audit
and system support, the finance company needs to
ensure timely and accurate reporting of customers’
credit data to the CRA in accordance with the
requirements of the CCD Code.

The finance company has complied with the

enforcement notice.
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Insurers: cannot retain personal data of unsuccessful insurance

applicants for indefinite period of time — DPP2(2)
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The Complaint

An unsuccessful insurance applicant complained
to the Commissioner against an insurer
for retaining his application data after rejection of
his application.

Outcome

The Commissioner found that it was the practice of
the insurer to retain personal data of unsuccessful
insurance applicants for an indefinite period of time.

The company stated that it was necessary for them
to retain the data indefinitely for the purpose of
(i) complying with the various legal requirements
for keeping books of accounts; (ii) for complying
with the guidelines and circulars of the regulatory
authorities; (iii) for handling potential litigations,
enquiries and complaints and (iv) for checking
completeness and accuracy of the information
in the event of future applications from the
same applicant.

Investigation by the Commissioner revealed that
unsuccessful insurance applications generally
comprised of two scenarios, the first is where money
transaction is involved (e.g. where premium is paid
together with the application) and the second is
where there is no money transaction involved.

The Commissioner sought comments from the Hong
Kong Federation of Insurers (“HKFI”) and Office of
the Commissioner of Insurance (“OCI") regarding
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Outcome (continued)

the needs for retaining the data of unsuccessful
insurance applicants and the period of retention; and
studied the requirements of various ordinances which
require records of business transactions to be kept.

In the former case where books of account have
to be kept, the Commissioner found it justifiable
that the relevant data be kept for the statutory
period prescribed by the applicable ordinances.
However, where no money transaction is involved,
the Commissioner does not accept that the company
should retain the personal data indefinitely simply
for the reason that the person may apply in future
as otherwise, it would tantamount to giving general
sanction for retention of personal data indefinitely
by any service provider. For the purpose of handling
any future enquiry, complaint or legal action that
may be lodged, a reasonable period of retention
suffices. Insofar as compliance with the guidelines
and circulars issued by HKFI and OCl is concerned,
it is to be noted that these should not be applied
out of context and they should not be construed as
derogating the data user’s duty to comply with the
requirements of DPP2(2).

Premised on the above, the Commissioner took the
view that for unsuccessful insurance applications
where money transaction is involved, the optimal
period of retention of the personal data concerned
should generally not exceed 7 years. For cases where
no money transaction is involved, the Commissioner
found that an optimal retention period of two years
generally sufficed for fulfilling the various purposes
mentioned by the insurer.

An enforcement notice was served on the insurer
requiring it to erase the personal data which had
been retained longer than the optimal periods
recommended by the Commissioner (unless special
circumstances exist, justifying a longer retention
period). The company complied with enforcement
notice and erased more than 7,000 records.
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Hospitals handling x-ray films: must take measures to prevent loss of

the flims — DPP4
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The Complaint

A patient made a request to a public hospital
for copies for 15 X-ray films taken during her
hospitalization in 2000. The hospital could not
locate six of the films requested.

Outcome

An investigation undertaken by the Commissioner
revealed that all X-ray files were stored in the
hospital’s X-ray film storage room; the lending and
borrowing of the X-ray films were overseen by a
designated department of the hospital and recorded
in the hospital's computer system; X-ray films were
placed in different envelopes according to their
types and time of examination, each envelop was
numbered and the types, dates and number of
films were marked on the envelop; on return of the
borrowed X-ray films, designated staff would only
verify the information marked on the envelop but not
the contents.

The Commissioner opined that by failing to verify the
number of returned films and that all the films in the
returned envelop belonged to the particular patient,
the hospital had failed to protect the X-ray films
against loss during the process, thereby contravened
DPP4 of the Ordinance.
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Outcome (continued)

An enforcement notice was served upon the hospital
requiring it to take steps to: (1) ensure the borrowers
acknowledge receipt of the X-ray films; (2) establish
protocols on loan period, renewal of loan period
and overdue notice for the borrowed X-ray films; (3)
require the relevant staff to check, upon return of
the borrowed X-ray films, that the returned films are
those belonging to the relevant patient and that no

borrowed item is missing.

The hospital complied with directions (1) and (2)
but appealed to the Administrative Appeals Board

against direction (3). The appeal decision is pending.
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Organisatons allowing processing of customers’ data outside office:

must ensure security to prevent leakage — DPP4
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The Complaint

A database containing personal data of about 600
policyholders of an insurance company including the
customers’ names, addresses, telephone numbers
and insured amount had been leaked and was
accessible by the public on the Internet via a website.

Outcome

An investigation carried out by the PCPD revealed
that the leakage of personal data was caused by the
inappropriate granting of access right to the personal
data concerned by the insurance company to its
insurance agent. The agent uploaded and stored
the concerned personal data in a web file server at
his home, and as a result, the data was accessible
to unauthorized persons through the Internet
search engines.

The Commissioner found that the guidelines issued to
the insurance agents and control measures taken by
the insurance company were substantially insufficient
to guard against unauthorized access, transfer, storing
and taking away of policyholders’ personal data
from office premises, which led to the happening
of the incident. Taking into account the sensitivity
of the data involved and the harm that is likely to
be inflicted upon the data subjects on accidental
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Outcome (continued)

data leakage, the insurance company was found in
breach of the requirements of DPP4 in failing to take
sufficient measures to safeguard the personal data of
its policyholders.

An enforcement notice was issued, and in
compliance the insurance company implemented
corresponding safeguard measures, these included
reviewing its operation procedures and strengthening
controls over the access, transfer and security of
policyholders’ personal data, particularly to specify
clearly the circumstances under which processing of
policyholders’ personal data out of the office premises

would only be allowed.
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Employer handling employee’s data access request: should ensure
proper application of “staff planning” exemption — Sections 19(1)

and 53
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The Complaint

A school teacher submitted two data access requests
(the “DARs") to a school for copies of his past
performance appraisal reports and records relevant
to his past promotions in the school (collectively the
“Requested Data”). However, the school refused to
comply with the DARs by relying upon the exemption
provision of section 53 of the Ordinance.

Outcome

The school explained that since they encountered
reduction of classes in recent years, they have to
devise a list of surplus teacher (the “List”) for “staff
planning” proposal to be submitted to the governing
body when required. The schoolmistress took the
view that teachers’ past performance appraisals
and promotion records were relevant data to be
considered for devising the List and for making
the “staff planning proposal”, it was therefore
necessary to withhold the Requested Data from the
complainant, in reliance of the exemption provisions
of section 53 of the Ordinance.

After investigation, the Commissioner found that
the school would only be required to compile the
List if so required by the governing body and at the
time of their receipt of the DARs, no such request
was made by the governing body and hence no

“staff planning” as averred to by the school was yet
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Outcome (continued)

in sight. Moreover, the promotion records and past
appraisal reports are no more than routine personnel
records compiled or created in the ordinary course
of employment. They are not ex facie personal data
relevant to “staff planning” as contemplated under
section 53 of the Ordinance.

The Commissioner found that the school was not
entitled to rely on the exemption provisions of section
53 of the Ordinance in not complying with the DARs.

The Commissioner issued an enforcement
notice against the school and consequently,
the school provided the Requested Data to
the complainant immediately and also devised
operational procedures in respect of the handling of
data access requests made by individuals, in particular,

the school teachers.
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Requested data controlled by other data user: must inform the data
requestor about the refusal to comply with data access request within

40 days - Section 21(1)
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The Complaint

The complainant under the arrangement of his
employer, a solicitors’ firm, attended a doctor’s clinic
for a medical examination. On the same day, he
made a data access request (“DAR") to the doctor
for a copy of the correspondence regarding him sent
to the doctor by his employer. The complainant
complained that he had not received a substantive
reply from the doctor.

Outcome

Investigation by the Commissioner revealed that
after the doctor had received the DAR, he sought
advice from the complainant’s employer on the
matter. Since the complainant’s employer had
specifically asked the doctor not to disclose the
correspondence on the ground of legal professional
privilege, the employer controlled the use of the data
and prohibited the doctor from complying with the
DAR to provide a copy of the correspondence to the
complainant. The doctor was therefore entitled to
rely on section 20(3)(d) of the Ordinance to refuse to
comply with the DAR.

However, the doctor failed to inform the complainant
in writing about the refusal to comply with the DAR
within 40 days after receiving it in contravention of
section 21(1) of the Ordinance.
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Outcome (continued)

An enforcement notice was served on the doctor
requiring him to inform the complainant in writing
of his refusal to comply with the DAR for a copy
of the correspondence; the reasons for the refusal;
and the name and address of the other data user
concerned in accordance with section 21(1) of the
Ordinance. The doctor subsequently complied with

the enforcement notice.
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Section 48(2) of the Ordinance provides that the Commissioner may,
after completing an investigation and if he believes that it is in the
public interest to do so, publish a report (“Report”) disclosing the
investigation results and any recommendations or comments that he

sees fit.

During the reporting year, the Commissioner published one Report
relating to the excessive collection of personal data by a credit

provider for business promotion.

No Excessive Collection of Personal Data for
Business Promotion

On 21 September 2007, the Commissioner published a Report of the
findings of a self-initiated investigation into the collection of personal

data by a credit provider for business promotion.

Background

A citizen received a letter without addressee issued by a credit
company in Hong Kong in early January 2006. A form was
enclosed in the letter (“the Form"), stating that the receiver could
get supermarket gift coupons amounting to HK$80 if “simple
information” was provided on or before a specified date. According
to the instructions on the Form, an applicant was required to fill in
various information, including Hong Kong identity card number and
name of employing company. Upon verification of the Form, the
applicant would be offered a supermarket gift coupon of HK$20. A
maximum of four applicants were allowed in each household, but
each applicant could only apply once. Although the citizen only
made an enquiry about such activity but had not formally lodged a
complaint, the Commissioner initiated an investigation on the credit

company under section 38(b) of the Ordinance.

The Investigation
The focus of the investigation was to ascertain whether the personal
data collected by the credit company in this promotion activity

for the related purposes were excessive, contravening DPP1(1) in
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Schedule 1 to the Ordinance. In this connection, the Commissioner
has to consider if the credit company had any actual need to collect
the personal data for the related purposes, or if there were any
other alternatives that could avoid collection of those personal
data. Moreover, as the personal data collected included identity
card ("ID") number, the Commissioner also needed to consider if
such act complied with the requirements in paragraph 2.3 of the
Code of Practice on the Identity Card Number and other Personal
Identifiers (the “PlI Code"), which provides that a data user should
not collect the ID number of an individual except in the situations

specified therein.

The Privacy Commissioner’s Findings

The Commissioner found that the credit company had contravened
DPP1(1) in relation to its collection of the ID number and name of
employing company of the applicants for the purpose of business

promotion. Such collection was unnecessary and excessive.

During the investigation, the credit company deleted the information
on ID numbers and names of employing companies collected in
the promotion activity, and ceased collecting such data in similar

promotion activities.

Learning from this incident

In view of the fact that commercial organizations will collect and
use citizens' personal data for the purpose of promotion, they are
reminded that they should not collect personal data for such purpose
at will. As for sensitive personal data such as ID number, commercial
organizations should seriously consider whether the collection of the

data is indeed necessary and in compliance with the Pl Code.

On the other hand, the public should be mindful of the handling of
their personal data. They should not rashly disclose their personal

data for the benefits or temptations offered by the collecting party.

Copy of the Report is available from the PCPD at 12/F., 248
Queen’s Road East, Wan Chai, Hong Kong. They are also available
for download from the website of the PCPD (http://www.pcpd.org.
hk/english/publications/invest_report.html).
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The following are cases in the reporting year where the data users
were found to have contravened the provisions in the main body
of the Ordinance which constitute offences. After considering the

particular circumstances of the individual cases, the Commissioner

offenders were prosecuted in the Magistrates’ Courts and were
convicted of the offences.
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The Complaint

A patient made a DAR to a doctor for copies of her
medical records. The doctor failed to respond within
the statutory period of 40 days after receiving the
DAR, so the patient lodged a complaint with the
PCPD. Upon mediation of the PCPD, the doctor
provided the patient with the requested data. A
written warning was then issued to the doctor.

The patient later made another DAR to the doctor
for copies of her medical records. The doctor again
failed to respond to DAR within time. The patient
made a second complaint to the PCPD.

Section 19 of the Ordinance requires a data user
to comply with a DAR not later than 40 days after
receiving the request. If the data user is unable
to comply with all or part of the request within
the statutory period, he must inform the data
subject of the situation and the reasons in writing
within the period.

Outcome

After investigation, the doctor was summonsed for
an offence under section 19 of the Ordinance. The
doctor pleaded guilty and was fined $1,000.
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Failing to comply with opt-out request
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The Complaint

Having subscribed several magazines through a
magazine marketing company, the complainant
received three marketing calls from representatives
of the company. On each of these occasions, the
complainant requested the company not to call
him again for direct marketing. However, between
October and November 2006, the company made
two further marketing calls to the complainant,
disregarding his earlier opt-out requests.

Outcome

Two summonses were issued against the company
for contravening section 34 of the Ordinance. The
company admitted in court that they had made
marketing calls to the complainant despite his opt-
out requests. The company explained that the
complainant had several customer accounts with
them but they had only recorded his opt-out request
in one of the accounts. The two telephone marketing
calls in October and November 2006 were made by
using the complainant’s data in other accounts.

In mitigation, the company stated that it was not a
deliberate act to break the law but due to negligence
of their staff. The company stated that they had
taken remedial actions, including the consolidation of
customer databases, to avoid future recurrence.

The magistrate convicted the company of the
offences and imposed a total fine of $6,000.
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A credit card company was summonsed for failing to comply with

customer’s opt-out request
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The Complaint

In October 2005, the complainant made an opt-out
request over the telephone to a credit card company
requesting them not to send further direct marketing
mails to him. However, the company sent marketing
mail to him in December 2005. The complainant
thus lodged his first complaint to the PCPD. As a
result, the company sent an apology later to the
complainant confirming the removal of his data from
their mailing list. In early 2007, the complainant
received two further marketing mails from the
company. The complainant thus lodged his second
complaint to the PCPD.

Outcome

Two summonses were issued against the company
for contravening section 34 of the Ordinance. In
mitigation, the company stated that they maintained
an opt-out list to avoid sending direct marketing mails
to persons who had requested not to receive such
mails from them. In their 2007 marketing exercise,
the company obtained the complainant’s data from
a mailing list owner and matched the data with their
opt-out list. However, due to the different versions of
the complainant’s name and address used in the two
lists, the matching failed to identify the complainant
and direct marketing mails were sent to him. In
response to this case, the company improved their
“matching” system and would conduct spot check to
avoid recurrence.

The magistrate convicted the company of the
offences and imposed a total fine of $7,000.



