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Disseminate the message of personal data privacy
to all walks of life

 H

PROMOTING AWARENESS



‘ﬁgzﬁ‘

fE B T
Promoting Awareness

EBE—F AEERTSZEEBREEED  THAITESXHEREIGEE  EEREERLENAR

Over the past year, the PCPD organized a wide range of promotional and media activities for the community.
Tailor-made educational and training programs were also implemented to promote data privacy protection.
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Privacy Commissioner Mr. Roderick Woo (right), and renowned artist Miss Sheren Tang at the inauguration ceremony of the activity on 27 June 2006.
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Hotel practitioners handle large amount of personal data in their daily work.
In order to raise privacy awareness among them, the PCPD had invited the
Hong Kong Hotels Association to jointly launch an industry-wide educational
campaign for all local hotels.

The campaign, entitled “Pursuing Excellence — Protecting Personal Data”,
offered a number of training initiatives, including seminars, display panels,
games and a quiz, which provided practical guidance on the collection and
use of personal data. To cater for the industry’s work nature i.e. irregular
working hours and diversified duties, the PCPD had also developed an
innovative Online Self-Training Module (www.privacyelearning.org) to enable
hotel personnel to learn relevant data protection skills at their own
convenience and pace.
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The campaign had received overwhelming response from the hotel industry.
Over 44 hotels engaged in more than one of the activities of the campaign.
Besides, hotel practitioners also took keen participation in a writing
competition in expressing their feelings about and experiences of the

protection of personal data in daily life.

In concluding the Campaign, a prize presentation ceremony was held on
14 December 2006. Winners of the Writing Competition, Online Self-Training
Assessment Competition and 8 hotels with the highest completion rate of
the Self-Training Module were awarded with cash prizes and trophies. Eight
of the participating hotels with the highest completion rate of the Self-Training
Module were awarded for their enthusiastic support, namely the Island
Shangri-La Hong Kong, JW Marriott Hotel Hong Kong, Hotel Miramar, Hotel
Nikko Hongkong, The Peninsula Hong Kong, Prudential Hotel, Renaissance
Harbour View Hotel Hong Kong and The Royal Garden.
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Privacy Days and
Seminars of the
Hotel Privacy
Campaign.
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Privacy Commissioner
Mr. Roderick Woo
(second right, first
row), Executive
Director of the

Hong Kong Hotels
Association, Mr.

- James Lu (middle,
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first row) and
winners of the Hotel
Privacy Campaign.
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Privacy Commissioner Mr. Roderick Woo (second right), Dr. K.P. Chow, Committee Member, IT Division, Hong Kong Institute of Engineers (right),
Ms Susanna Chiu, Immediate Past President & Director, Information Systems Audit and Control Association (Hong Kong Chapter) (second left), and
Dr. Elizabeth Quat, Co-founder, Internet Professional Association officiated at the inauguration ceremony of the “Information Security Enhancement
Campaign” on 26 October 2006.
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In 2006, the PCPD handled a record high number of cases involving online
data leakage. Organizations of both private and public sectors were found
leaking personal data of individuals on the internet by mistake. The spate
of online data leakage incidents had aroused widespread media coverage

as well as public concern about online data privacy.

In an effort to prevent recurrence of such incidents, the PCPD launched a
campaign titled "Information Security Enhancement Campaign" together
with three prominent IT professional bodies, namely Information Systems
Audit and Control Association (Hong Kong Chapter), Internet Professional
Association and Hong Kong Institute of Engineers, aimed at raising privacy

awareness among IT professionals.
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Privacy Commissioner

Mr. Roderick Woo (right)

and Ms Susanna Chiu,
Immediate Past President &
Director, Information Systems
Audit and Control Association
(Hong Kong Chapter) (left)
delivered opening speeches
at the “Protecting

Personal Data in the
Electronic Media" on

27 March 2007.

clifftons

EB)Z — 2R 2006F 10 A% H—1%&  As part of the Campaign, an information booklet, titled Recommended
BIEMBENREEREBMAALRMEZE  Procedures for IT Practitioners on Personal Data Handling, was published in
T2 1353| - ZIEEI A fEEE A E A October 2006. The booklet outlined the proper procedures to be followed
APE s D HIEEs - RIEABIEBOIFEE  in drcumstances where IT contractor or sub-contractor are appointed to
SRIBEAERREEREF o access or process personal data in compliance with the Ordinance.
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From left: Ir. Dr. K.P. Chow,
Committee Member, IT Division,
Hong Kong Institute of Engineers,

Mr. Micky Lo, Managing Director and
Head — Asia IT Risk Management,
JPMorgan Chase Bank, NA,,

Dr. Elizabeth Quat, Co-founder,
Internet Professional Association,

Mr. Dale Johnstone, Chief Information
Security Officer, PCCW Ltd and Mr.
Vincent Chan, President, Information
Systems Audit and Control
Association (Hong Kong Chapter) |
shared their views with participants at
the “Protecting Personal Data in the F
Electronic Media". 1

NEINR2007FIARMPT —%5 %A/ Furthermore, the PCPD held a large-scale public seminar on “Protecting
[REEFRAZER IO AR QNFMFF  Personal Data in the Electronic Media” in March 2007. IT security experts
T MBEEREAMREEZEBEMNESN  and representatives from major IT professional bodies were invited to share
REERRARED ZMPIMWMEAEZE  best personal data privacy practices and experiences in everyday work
FLEEHEE R BRI - TFJ 2SI  with a large audience of over 340 people from government departments,
340610 BIR B BRATERFT - @t » |~ finandial institutions, telecommunications companies, educational institutions

HESHBEOALHE - and others.
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‘*%’.‘ targeting primary school children. The plot of the DVD
%,

*

was originated from a privacy show, titled “Telling

f’ You My Secret”, which was performed at and
well received by 50 primary schools from
2004 to 2005. The DVD incorporates
music, magic, games and story in
conveying the message of data privacy
to young children in a lively, amusing
and easily understood way. The DVDs
were distributed through primary schools,
television shows, radio programmes, local
newspapers and magazines, book fair and

other publicity occasions.

[BEWEERA] BENEATENRBRYE -

“Telling You My Secret” is an interesting and informative educational DVD for kids.
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Privacy
Commissioner
Mr. Roderick Woo
(middle) took the
opportunities to
express his views
on different
privacy related
issues at various
media occasions.
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The PCPD has consistently worked towards establishing a professional

relationship with all branches of the media in order to inform public opinion
and communicate developments in privacy-related issues. Over the course
of the year, the PCPD organized 13 news briefings and gave media interviews

timely on topical privacy issues.

The media briefings and interviews had facilitated the dissemination of PCPD
news by the media and successfully created interest and debate of privacy
issues in the community. In dealing with social issues that impact upon
personal data privacy, the PCPD has always taken a proactive approach
towards conveying its policies to the community via the mass media. The
PCPD firmly believes that an informed public are more likely to be a privacy-
aware public and hence empowered to take decisions and make choices
that will protect their personal data privacy.
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NTRFRA—EREHEREZHRENEHF  The following were some topical privacy-related issues that were widely

Nl reported by the media during the course of the year:
HWIBEEBARREAER + Various organizations leaked personal data via the Internet
I E A B R (FLER) &5 + Review of Personal Data (Privacy) Ordinance
NPz IRIEFLBBIEHI 2T EAZR - Whether “IP address” is personal data under the Ordinance
Wbt EREE - Publication of blacklists on websites
R TREMRFILFEEAM +  Establishing a register to keep track of child-sex offenders
W EEMRBEER + Exchange of medical data online

AR T R EFRER - Installation of CCTV in public places
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Privacy Commissioner Mr. Roderick Woo (middle) attended the
DPOC luncheon gatherings and exchanged views on personal data
privacy with members.
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Data Protection Officers’ Club ("DPOC") provides a platform for data

protection officers from both public and private sectors to keep abreast of

developments in personal data privacy. More importantly, members learn
to take practical steps in handling personal data in their everyday work
to ensure compliance with the provisions of the Ordinance. DPOC also
serves as a forum for members to share work experiences and exchange
views with people in the same capacity from other sectors.

In its 8th membership year, DPOC has successfully recruited over 240
members from a broad spectrum of industries and public sectors. Various
kinds of activities took place during the membership year to enhance

members' knowledge in data protection.

To provide a platform for members to learn good practices in data protection
from each other, a familiarization visit to the Sony Corporation of Hong Kong
Limited was organized on 26 May 2006. Members were amazed at the
innovative and interesting ways of how Sony conveyed the message of

personal data protection into the work culture for all levels of staff.
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Mrs. Bonnie Smith, Deputy Privacy Commissioner (right) and
Mr. Alexandre Ho, President of Executive Committee of
Macau Consumer Council at the DPOC luncheon gathering.
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Furthermore, the DPOC organized four luncheon gatherings in February and
March 2007. The luncheons were held under informal settings. Members
from different sectors were grouped into separate luncheons so that they
could share their work experience in a relaxing atmosphere. Representatives
from PCPD's Legal, Operations and Compliance Divisions had also joined
the gathering and exchanged views with members. Members in general felt
that the gathering were able to provide them a platform in building up a
network with other data protection officers. In turn, they could
broaden their knowledge in personal data protection during the experience

exchange process.

To enable members to have a better understanding of the application of
the Ordinance in relation to human resource management and property
management practices, two series of privacy workshops entitled “Code of
Practice on Human Resource Management” and “Personal data privacy in
relation to property management practices” were held in November and
December 2006.

Members attended various kinds of DPOC activities and shared experiences on data privacy protection with others.
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Mr. Wong Yan Lung, SC, JP, Secretary for Justice (right)
and Privacy Commissioner Mr. Roderick Woo proposed a
toast at the Welcome Reception of the 26th APPA Forum
on 8 November 2006.

The PCPD strives to ensure that the Ordinance is compatible with the
requirements of international business partners — especially in e-commerce

so that Hong Kong can thrive as an international business hub.

In fulfilling one of his statutory duties to liaise and co-operate with overseas
privacy authorities on matters of mutual interest concerning personal
data privacy, the Privacy Commissioner always exchanges and shares
information on topical privacy issues with data protection authorities in

other jurisdictions.

The PCPD hosted the 26th Asia Pacific Privacy Authorities (APPA) Forum
from 8th to 10th November 2006 in Hong Kong. It was the first time the
Forum was held in Hong Kong.

The APPA is a formal structure established in 1992 (formerly known as
PANZA) for regional privacy authorities to form partnerships and exchange
ideas about privacy regulation, new technologies and the management of
privacy enquiries and complaints. APPA convenes twice a year and members
take turns to host the Forum.

I
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Professor John Bacon-Shone, former Chairman of the Privacy Subcommittee of the
Law Reform Commission (right, middle photo) and Mr. Ambrose Lee, Secretary
for Security (right photo) delivered speeches on “covert surveillance” at the
26th APPA Forum on 10 November 2006.
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At present APPA comprises the Office of the Privacy Commissioner Australia,
Office of the New South Wales Privacy Commissioner, Office of the Privacy
Commissioner New Zealand, Office of the Information Commissioner
Northern Territory, Office of the Victorian Privacy Commissioner, Korean
Information Security Agency and the PCPD.

Day one of the Forum was a closed-session for Privacy Commissioners and
their staff to discuss permanent agenda items like jurisdictional reports from
each delegation and an initiative-sharing roundtable.

On the second day of the Forum, representatives of Agencies and
Departments involved in privacy administration or privacy-related issues were
invited to speak on privacy issues in relation to “consumer credit data”,
"CCTV", "Smart ID Card in Hong Kong” and “privacy protection measures
by corporations”.

Events on the third day of the Forum were open to the public. Two
distinguished speakers, Professor John Bacon-Shone, former Chairman of
the Privacy Sub-Committee of the Law Reformn Commission and Mr. Ambrose

Lee, the Secretary for Security, were invited to speak on the current issue of
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covert surveillance. Professor Bacon-Shone made a brief introduction on
privacy development and matters in the recent report of the Law Reform
Commission. Mr. Lee spoke on the enactment of the Interception of
Communications and Surveillance Ordinance. After the presentations, all
APPA privacy commissioners held a panel discussion answering questions
from the audience and exchanging views and experiences in their respective
jurisdictions. The audience included local law students and members of the
Data Protection Officers’ Club.

At international level, the Privacy Commissioner has been actively involved
in the Data Privacy Subgroup (DPS) of the Electronic Commerce Steering
Group (ECSG) under the Asia Pacific Economic Cooperation (APEC). In
2004, the DPS developed an APEC Privacy Framework, which was endorsed
by APEC ministers. Since then, the DPS has been working towards the
implementation of the Framework in relation to cross-border transfers of

personal information in the context of e-commerce.

On 6-7 September 2006, the Privacy Commissioner attended the DPS
meeting at Da Nang, Vietnam. The Cross-Border Privacy Rules Study Group
was formed and the Privacy Commissioner joined as member of the Group.
The Group aimed at developing a set of Cross-Border Privacy Rules (CBPR)
for the private sector that comply with and implement the APEC Privacy
Principles. The development of the CBPR would contribute towards building
consumers’ trust and confidence in e-commerce with regard to cross-border

transfer of personal data in the digital age.

In working towards the international implementation of the Framework, the
DPS also focused its attention to information sharing among jurisdictions
and cross-border cooperation in investigation and enforcement. Restrictions
under local laws on sharing of investigation information amongst privacy
regulators were discussed and current cross-border cooperation arrangements
were considered. As the core protector of personal data privacy in Hong
Kong, the Privacy Commissioner will continue to participate in the DPS by
providing his comments and sharing his experience with other member

economies from a regulator's perspective.
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Seminars, Conferences and Speaking Engagements
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Training seminars focussing on Hong Kong's compliancy requirements were
; organized throughout the year. The
| Privacy Commissioner and his staff also
participated in local and international
conferences relating to personal data
privacy issues. One focus has been the
protection of personal data privacy as it
relates to young people and job seekers.
To convey messages and policies in this
area, staff of the PCPD participated in the
Education and Careers Expo 2006, held
in February 2006.

Both the public and private sector community in Hong Kong are keen to
remain abreast of data privacy developments. In 2006-2007, the PCPD
conducted 11 introductory seminars on the requirements of the Ordinance.
These seminars were conducted at regular intervals and offered free-of-charge
to the public. Furthermore, the Privacy Commissioner and his staff undertook
110 speaking engagements, to encourage business, professional and

community groups to comply with the requirements of the Ordinance.

' MEET LREERMAERAZHE LB ARG ERE RS -
'HIRD SENIOR OFFICIALS IGS v yetmemision
A“D n!u-TED H! ETI “G Privacy Commissioner Mr. Roderick Woo and staff of the PCPD

4 - 17 September 2006
Da Nong & tl

i)

attended local and overseas seminars and conferences to explain
the requirements of the Ordinance to all classes.
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“Data Protection Principles in the Personal Data (Privacy)
Ordinance - from the Privacy Commissioner's perspective”
The Book was first of its kind published by the PCPD in August 2006 setting
out in comprehensive details the regulatory experience and stance of the
Privacy Commissioner in applying the six data protection principles of the
Ordinance. The views expressed and the positions taken in the Book are
based upon facts and evidence presented during the course of handling
complaints, information available at the time and the social climate prevailing
in the community that were relevant to the personal data privacy
issues raised.

The Privacy Commissioner finds it useful to share with readers his regulatory
views as personal data privacy right is a evolving concept responding to the
rapid advances in technology, the electronic processing of personal data and
the escalated expectation of personal data privacy protection of the data
subjects. In exercising his regulatory function and applying the provisions of
the Ordinance to cases before him, the Privacy Commissioner is always
mindful that a proper balance has to be struck in upholding personal data
privacy right.

Target readers are those who wish to obtain in-depth knowledge and
understanding of the application of the Ordinance, those having responsibility
for the handling and processing of personal data, organizational data users,
legal academics and professionals. The Book also facilitates the data subjects
in better understanding

their privacy rights.
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Guidance Note on Property Management Practices

In response to enquiries and complaints about property management
activities, the PCPD finds it necessary to provide a clear set of good
practices to assist property management bodies to better understand how
the Ordinance applies in situations that they commonly encounter. This
guidance note was published in November 2006.

In property management, the personal data of flat
owners, residents and other related individuals are
often collected and used by owners’ corporations,
owners' committees, mutual aid committees or
property management agents. This is subject to the
requirements of the Ordinance. The guidance note
covers major property management activities, like
applying for a building entry pass or smart card,
recording the names and identity card numbers of
visitors, recording the personal data of car park users, proxy forms for owners'
meetings, minutes of meetings or notices to residents relating to building
management affairs, and handling of complaints from owners or other
individuals.

In addition, the PCPD has
continued to distribute its
newsletters to subscribers,
professional groups, government
departments and other relevant
parties in both hard copy and
electronic format.
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NENBE— PCPD's official website — www.pcpd.orghk — continues to be a critical
(www.pcpd.org.hk) R EBMEMKLERH  conduit of information and advice. During the reporting period, it was found
TERE - ERAFHRPAN - MEKZ A that the most popular sections that net users always visit are “Case Notes”
BB E D2 AR (580272/8) (580,272 views) and “Personal Data (Privacy) Ordinance” (42,146 views).
MIEANER In addition, the most downloaded files are Codes of Practice and
(T B ) & 61 T~ guidelines (49,064 downloads) issued by the PCPD. It reveals that
(42,146 % ) ° £ PCPD's website is a convenient platform for the public to access
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PCPD's information and publications.



