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Complaints Received 2006-2007
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Figure 1 — Annual Complaint Caseload
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E_ZZTARETLFEEREHLE A total of 1,067 complaint cases were received in 2006-2007 (an
10677 RFEE (L EF EF increase of 10% on the previous year).
T 10%) °
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Figure 2 — Types of Party Complained Against
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c 73431 (69%) XKL FALE < 734 (69%) complaint cases were against private sector
Wt organizations.

« 2055(19%) EZEEFALHE - 205 (19%) complaint cases were against public sector organizations
(BRBUAT BRPT e HoAth X HE4eAE ) (i.e. government departments and other public bodies).

o 1285R(120%) [EZRIGFEA o © 128 (12%) complaint cases were against individuals.




14

il

FBH B AEF R 2006-07 ‘ FEHRR ‘

Bk 3 — BAERBHIRE

Figure 3 — Complaints Against Private Sector Organizations
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The majority of complaints against the telecommunications and
financial sectors alleged the unlawful use or disclosure of customers’
personal data.
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Figure 4 — Complaints Against Public Sector Organizations
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The majority of complaints against public sector organizations
involved:

the alleged use of personal data beyond the scope of collection
purpose and without the consent of the individual (519%);

lack of security measures to protect personal data (24%);
non-compliance with data access or correction requests (13%);
and excessive or unfair collection of personal data (11%).
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Figure 5 — Nature of Complaints
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The 1067 complaint cases received in 2006-2007 involved a total of
1376 alleged breaches of the requirements of the Ordinance. Of these,
1226 (89%) were alleged breaches of the data protection principles
and 150 (11%) were alleged contraventions of the provisions in the

main body of the Ordinance.

Of the 1226 alleged breaches of the data protection principles, 787
(64%) concerned the alleged use of personal data of complainants
without their consent. In this category, 75 (10%) involved debt collection,
mostly allegations against financial institutions and telecommunications
companies for passing customers’ personal data, such as contact details
and amount of indebtedness, to debt collecting agencies for the recovery
of outstanding debts.

There is a misunderstanding among some complainants regarding the
ambit of the Ordinance when applied to use or disclosure of personal
data. A common example is that some complainants believe their
personal data can only be used or disclosed to others after prior consent
concerning a particular act has been obtained from them. The Ordinance
restricts the purpose of use or disclosure of personal data to their
original collection purpose or a directly related purpose. Any other use
or disclosure of personal data requires the express consent of the data
subject concerned. In other words, if the use or disclosure of personal
data is within an original collection purpose, or a directly related purpose,
it is not necessary for the data user to obtain the consent of the data

subject prior to use or disclosure.
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Figure 6 — Summary of Complaints Handled in 2006-2007
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At the beginning of the reporting year, 188 complaints were being
processed. With the 1,067 new complaints received, the Privacy
Commissioner handled a total of 1,255 complaints during the reporting
period. Of these, 542 (43%) cases were declined for further action
after preliminary consideration because 440 of them were found to
have no prima facie case to support allegations of breaches of the
Ordinance, and the remaining 102 cases were outside the jurisdiction
of the Privacy Commissioner. The remaining 713 (57%) cases were
either in the preliminary screening process or screened-in for further
consideration. Of these, 525 (74%) cases were resolved during
the reporting year while the balance of 188 (26%) were still being
processed on 31 March 2007 (Figure 6).
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Figure 7 — Outcome of Investigations
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142 (27%) cases were resolved through mediation;

70 (13%) cases were resolved after formal investigations;

135 (26%) cases were found to be unsubstantiated after preliminary
enquiries;

48 (9%) cases were withdrawn by complainants during preliminary
enquiries; and

the remaining 130 (25%) cases involved mostly complaints where

the complainants did not respond to the Privacy Commissioner's

inquiries or where the matter had been transferred or reported to

other authorities e.g. the Hong Kong Police Force.
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Figure 8 — Results of Formal Investigations
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EAFHRAANTHREXNFAEHT0R  Of the 70 formal investigations completed during the reporting period,
BEh FEHBERIEHEdhesm the Privacy Commissioner found contravention of the requirements
(91%)E K T IERIEEE - 4=(6%) of the Ordinance in 64 (91%) cases. In four (6%) cases, either
I E R E LS BT mE e No contravention was found or contravention was not established
EBHIER - B T22=(3%) 8 2 EE due to insufficient evidence. The two remaining cases (3%)

AT REBRAESEEERSE Ve discontinued as the complainant decided not to pursue the
S o ) matter further.
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Figure 9 — Nature of Contravention
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EHETERGEHHETN64RMEE  Of the 64 cases where the requirements of the Ordinance were found
f o 60RER —EIHIA HREERIR  to have been contravened, 60 cases involved contravention of one or I

Bl - HEAp47ER TIEFIEZEEXH more of the data protection principles. The remaining four cases involved
BE - BRSPS RAENSEEEMRY  contravention of the requirements of the main body of the Ordinance
ERERERER (BXR9) - relating to compliance with data access requests (Figure 9).
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Figure 10 — Actions Taken as a Result of Investigation
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In the 142 cases resolved through mediation, the Privacy Commissioner
provided advice and/or recommendations to 71 organizations on their
practices and procedures in order to assist them in complying with the
data protection principles and other requirements of the Ordinance.

Of the 64 cases in which requirements of the Ordinance were found to
have been contravened, the Privacy Commissioner issued enforcement
notices on the parties complained against in 60 cases to prevent
continuation or repetition of the contraventions. In the remaining
four cases, the parties complained against had either taken measures
to remedy the contraventions, or given a written undertaking to
implement them. As a result, enforcement action through the issuance
of an enforcement notice was not necessary, and warning notices
were issued.
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Significant Investigation Results
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The following complaint cases illustrate some data user acts or practices that
were found to have contravened the requirements of the Ordinance during
the reporting period. They are selected on the basis of subject content and
demonstrate the wide variety of conduct subject to the provisions of the
Ordinance, including those of the Data Protection Principles (“DPP").
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COMPANIES ACCEPTING REQUESTS FROM CUSTOMERS BY PHONE: MUST ENSURE
PROPER VERIFICATION OF CALLERS’ IDENTITIES AND AUTHORITIES TO AVOID LEAKAGE
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OF ACCOUNT HOLDERS’ INFORMATION — DPP4

The Complaint

A customer using the broadband service of a telecommunications
company could not log on to her internet account using
her password. When she checked with the company, she
discovered that a man pretending to be her husband had called
the customer service hotline and requested that the account
password be reset. Since the caller provided the customer's full
name, Hong Kong identity card number and the relationship
with the customer, the company agreed to his request and
reset the password to the first 6 digits of the customer’s Hong

Kong identity card number.

The company explained that these measures were its standard
verification procedure for handling such telephone requests.
The company said that it would also ask for the account
holder's address as an added safety measure.
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Outcome

An internet password gives online access to the personal data
of an internet account. Any request to reset the password needs
to be handled with extra care and caution to prevent access

to the information by unauthorized people.

The company’s practice of asking the caller for the account
holder's name, Hong Kong identity card number, address and
the caller's relationship with the account holder was plainly
insufficient to determine whether the request is genuine and
authorized. The resetting of the password to the first 6 digits
of the account holder's identity card was also unsatisfactory.
The Privacy Commissioner found that the company had
contravened the security requirements of DPP4 in failing to take
all reasonable practicable steps to protect customers' personal
data against unauthorized access due to its inadequate
verification procedure as aforesaid .

The Privacy Commissioner issued an enforcement notice
against the company directing it to improve its verification
procedure and ensure that any telephone request to reset
internet account passwords was properly made or authorized

by the account holder. The company agreed to comply with

the enforcement notice.

PCPD Annual Report 2006-07
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COMPANIES PROVIDING ONLINE BILLING SERVICES: MUST ENSURE PERSONAL DATA OF
CUSTOMERS ARE PROTECTED AGAINST ACCESS BY UNAUTHORIZED PERSONS — DPP4
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The Complaint

It was discovered that, after logging onto the online billing
system of a telecommunications company, web pages
containing customers' personal data could still be retrieved
from the browser’s history even after logging out of the system
and/or restarting the browser.

Outcome

An investigation by the Privacy Commissioner revealed that
the security lapse occurred at the user's accessing terminal
where the user's browser software was configured to store
personal information from the visited webpages in the
cache memory. The telecommunications company stated
that they had subsequently taken measures to stamp out
the security loopholes. However, it was insufficient for the
telecommunications company to simply recommend its
customers to use a particular browser without advising them
of the details of the risks that might entail for not using the
recommended browser. The Privacy Commissioner found
that the company had contravened the requirements of
DDP4 by failing to take all reasonably practicable steps to
protect the personal data of customers when using its online

billing service.

An enforcement notice was served requiring the
telecommunications company to carry out periodic tests of
its online billing system by using new browsers and fixing any
data security loopholes associated with the browsers. The
telecommunications company was also required to notify
its customers when using its online billing service of the
details of the risks that might entail for not using the browser
recommanded by it. The telecommunications company had

complied with the enforcement notice.
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DEBT COLLECTION AGENT: PUBLIC DISPLAY OF REFEREE'S PERSONAL DATA IS ILLEGAL -
DPP3 AND SECTION 64(7)

RFAR
BFAR—BRAANERA » &
RANGRMBAREE  MBA
ARERRARBARREENE
o RWB AR R B EKA
BEP BERFANEERNEE
ERRREE A IR AER B -

R

RALIK - LEEESHZWER
ARETHELNFAREBHEAES A
KM R B FhBR IR A A A E
0 E HIE ) A EBBUR AR T -

FLEEERRWBAR A ERESR

ACBHRER A ) B9 B A B R 0B 45 3
SERRRANAE L MIERER

AFBERER ¢ A bt 75 SUE A
AANBEHAE TN ERSRNESRZ
N LEREERRZBBATRE
RARBBFANBEAE B LD
BREAZERRE T4 B #92ASN
MAE AMERTREERES
JRAN

At - EFEERZEBATRE
FHWKERITEA - B
AFSREFE A A BB AHOS -
I A 57 72 74 5 A O LA B R Bl FE B
REAEFF ©

ZWH R B RELEREZNTE
M- AmER T GGIE64(7) 14
BRIERT - B AREA L
WRtE - EEREEAER E RS
3X5,0007 7T °

The Complaint

The complainant was a referee of a debtor who had borrowed
money from a financial institution. In default of payment, the
financial institution appointed a debt collection agent (the
Agent) to recover the debt. The Agent posted various notices
containing the complainant's name in the corridor of the
building where he lived.

Outcome

After investigation, the Privacy Commissioner found that
the Agent did post up the notices, and did not have any
internal policy or procedure regarding the handling of referee

personal data.

The Privacy Commissioner took the view that a debt collector
should only use the personal data of the referee (i.e. the
complainant) in locating the whereabouts of the debtor rather
than exerting pressure on the referee to repay the debt; and
that it would not be within the reasonable expectation of
the referee to have his personal data being used in such
manner. The Privacy Commissioner found that the Agent had
contravened DPP3 for using the complainant's personal data
other than for the original collection purpose by displaying the
complainant's personal data in public.

An enforcement notice was issued by the Privacy Commissioner
directing the Agent to stop posting the referee’s personal data
in public and to develop policies and procedures for handling

referees’ personal data.

The Agent did not respond to the enforcement notice.
As a result, he committed an offence by contravening
the enforcement notice pursuant to section 64(7) of the
Ordinance. The Agent was subsequently prosecuted in the
Magistrates’ Courts, convicted and fined $5,000.



24 AEZBEABER 2006-07

%E&ﬁ‘

BHEEABHAHEE  TURKKEHNENERMAKEFEENER — %28(3)1%

ORGANIZATIONS HOLDING PERSONAL DATA: MUST NOT IMPOSE AN EXCESSIVE FEE
FOR COMPLYING WITH DATA ACCESS REQUEST — SECTION 28(3)

AR The Complaint

—BARERETAMNUBIENESER A parent on behalf of his son made a data access request
REBMERENR - FTERKER (DAR)to his son's ex-school for personal data relating to his son
HREMENERREHMIER - i as described in a list attached to his DAR form. He complained
REREMEMIEEHER ZKMWEE  that the school had failed to comply with his DAR even after
BN ZRANREBEEREMEZE  he had scaled down the scope of his DAR. The complainant
o AR ATRR R xR AMKKEM  also complained that the school had imposed an excessive
B ERZRMBKETEEL  fee for complying with his DAR.
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An investigation was undertaken by the PCPD. It transpired
that in response to the DAR, the school refused to supply
one of the requested items on the ground that it contained
personal data relating to another party. However, according to
s20(2) of the Ordinance, the school should comply with the
DAR by omitting the names or identifying particulars of other
individuals. Regarding an item in relation to a letter given by
the headmaster, the school also denied the complainant's
access to it on the ground that the complainant had already
obtained the same before. In view that the complainant had
not sought to exclude such personal data previously obtained
in his DAR, the school's refusal to supply that requested
document also constitutes non-compliance with the DAR. In
view of the foregoing, the school have contravened section
19(1) of the Ordinance for not complying with the DAR in
respect of these items.

In determining whether the fee imposed by the school
for complying with the DAR was excessive, the Privacy
Commissioner is of the opinion that the data user may
be allowed to recover only the labour costs and actual
out-of-pocket expenses involved complying with a data access
request in so far as they relate to the location, retrieval and
reproduction of the data requested. The labour costs should
only refer to the normal salary of clerical or administrative staff
who are able to handle the location, retrieval or reproduction
work. No charge for the sum incurred for legal advice or
the time spent in redacting data or deciding which personal
data should be disclosed or refused to be disclosed. In the
circumstances, the fee imposed by the school, which based
upon an average hourly salary comprising those of the
headmaster and other senior staff, was excessive contrary to
section 28(3) of the Ordinance.

An enforcement notice was served requiring the school to
revise the fee imposed so that it should not be more than
the labour costs and out-of-pocket expenses incurred for the
location, retrieval and reproduction of the requested data, and
to supply the complainant with the personal data requested
in his DAR.
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COMPANIES CARRYING OUT MARKETING ACTIVITIES: MUST ENSURE PROPER
CHECKING OF OPT-OUT LIST — SECTION 34
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The Complaint

A sole proprietor complained that a telecommunications
company was repeatedly making direct marketing calls to his
office fixed line telephone, even though he had made both
verbal and written opt-out requests.

Outcome

The telecommunications company explained that they
had obtained the company name and the name and
telephone number of the company’s representative, i.e.
the complainant, from a business telephone directory on
the internet. Although they had put the complainant on
a "not-to-call” list upon receipt of his opt-out request, the
telemarketers, who were the employees of a sub-contractor
of the telecommunications company, failed to check the
“not-to-call” list and continued to make marketing calls to the
complainant. The telecommunications company argued that
the data used in the direct marketing calls, which relates to
the sole proprietorship, rather than the complainant, were not
“personal data” as prescribed by the Ordinance.

The Privacy Commissioner was of the view that according
to section 34(2) of the Ordinance, if the marketing call was
made to a specific person it would fall within the definition
of “direct marketing”. The term “person” is not defined in
the Ordinance but according to the definition under section
3 of the Interpretation and General Clauses Ordinance, it
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means and includes “... any body of persons, corporate or
unincorporated...". A sole-proprietorship is caught by the
category of a body of persons unincorporated. The marketing
calls made by the telecommunications company purportedly
to the complainant being a sole proprietor amounted to “direct
marketing” under section 34 of the Ordinance. Moreover,
the data comprising the complainants’ name and telephone
number did relate to the complainant, hence constitute his
personal data.

The PCPD issued a written warning to the telecommunications
company requiring them to cease making direct marketing calls
to the complainant.

A few weeks after issuing the written warning, the
telecommunications company made at least four marketing
calls within a month to the complainant. The PCPD referred
the case to the police for prosecution. Four summonses
were issued against the telecommunications company for
contravening section 34 of the Ordinance. In mitigation, they
stated that the marketing calls were made by employees of
their sub-contractor in Shenzhen, who failed to check the
opt-out list before making the calls.

The magistrate convicted the telecommunications company
of the four summonses and imposed a total fine of $14,000.
He also remarked that the marketing calls were “disgusting

and annoying”.

- -
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REPORT PUBLISHED UNDER SECTION
48(2) OF THE PERSONAL DATA (PRIVACY)
ORDINANCE

Section 48(2) of the Ordinance provides that the Privacy Commissioner may,
after completing an investigation and if he believes that it is in the public
interest to do so, publish a report (“Report”) disclosing the investigation
results and any recommendations or comments that he sees fit.

During the reporting year, the Privacy Commissioner published two Reports

respectively relating to:

(i) the security measures that have to be taken by data users to protect
personal data when outsourcing IT work; and

(i) the disclosure of an email subscriber's personal data by service providers

to PRC law enforcement agencies.
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Security Measures to Protect Personal Data when
Outsourcing IT work

On 26 October 2006, the Privacy Commissioner published a Report of
the findings of an investigation into the disclosure of personal data on the
Internet of complaints made against the Police by the public.

Background

The incident was first reported in a local newspaper on 10 March 2006.
The personal data of about 20,000 people, who had made complaints
against the Police, held by the Independent Police Complaints Council
("IPCC") were posted on the Internet and were publicly accessible. The
Privacy Commissioner carried out an investigation on 15 March 2006.
Subsequently, the Privacy Commissioner received 55 complaints against the
IPCC. The investigation was conducted through visits to the IPCC office, the
Complaints Against Police Office, interviews with the people concerned and
the collection and examination of statements, documents, records, written
representations as well as oral examination of persons summoned under
section 44 of the Ordinance.

The Report provided an account of the system of managing complaints
against the Police; the IPCC's information technology system, security and
privacy policies; events leading to the leakage on the Internet; and the Privacy

Commissioner's findings and recommendations.

The Privacy Commissioner’s Findings

In his Report, the Privacy Commissioner found that the IPCC had contravened
the requirements of DPP4 in Schedule 1 to the Ordinance. DPP4 provides
that a data user shall take all reasonably practicable steps to ensure that
personal data held by it are protected against unauthorized or accidental
access, processing, erasure or other use. It requires a data user to implement

security safeguards and precautions in relation to

the personal data in its possession, the level

of which should reflect the sensitivity of
the data and the seriousness of the

potential harm that may result from
a security breach.
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The basis of the findings was that the IPCC had failed to take: —

@

(ii)

(ii)

any steps to prevent the data from being released to the IT contractor

without due consideration of the necessity to do so;

any precautionary measures to safeguard the data that had been

released to the contractor; and

any practicable steps to ensure the integrity, prudence and competence
of persons having access to the data,

resulting in the leakage on the Internet.

In exercising his power under section 50 of the Ordinance, the Privacy

Commissioner issued an enforcement notice to the IPCC on 18 September
2006 directing it to do the following by 16 October 2006:

Devise the necessary policy and practical guidelines for the proper
handling and protection of the data when dealing with an outsourced

contractor or agent;

Implement effective measures to ensure compliance by its staff with
those policy and guidelines; and

Review the existing outsourcing contracts and endeavor to include
in the terms measures to be taken by the contractors to protect the
complaint data passed to them by the IPCC.

The Privacy Commissioner was pleased to note that on 16 October 2006,

the IPCC had complied fully with the enforcement notice.

This incident is unfortunate but offers many lessons. Data users should be

alert about handling sensitive or large amounts of personal data, particularly

if in electronic media.

If they are asked to release personal data to an

outsourced contractor or agent, precautionary measures should be taken

to prevent any data leakage.
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The Disclosure of an Email Subscriber’s Personal Data by
the Service Provider to PRC Law Enforcement Agency

On 14 March 2007, the Privacy Commissioner published a Report detailing
the results of an investigation into the alleged disclosure by an email service

provider in Hong Kong of an accountholder’s personal data.

The investigation found no contravention of the Ordinance but raised some

concern about the scope of application of the Ordinance.

Background

In October 2005, local newspapers reported that a mainland journalist,
Mr. X, was convicted by a PRC Court of the crime of providing State secrets
to foreign entities. A Hong Kong email service provider, Yahoo! Hong Kong
Limited (YHKL), was alleged to have disclosed Mr. X's personal data to
the PRC law enforcement authorities which eventually led to Mr. X's arrest

and conviction.

As email service providers collect and maintain a large amount of email
accountholder personal data, this incident highlighted the public’'s concern
about the protection of subscribers' personal data privacy. In particular,
there was concern about disclosing data to comply with a lawful order issued

by a foreign authority to investigate a foreign crime.

The Privacy Commissioner’s action

On 21 October 2005, the Privacy Commissioner launched a probe into the
matter to determine whether there had been a breach of the Ordinance.
Subsequently, the Privacy Commissioner received a complaint from
an authorized representative of Mr. X alleging that YHKL had disclosed
Mr. X's personal data to the PRC authorities without his consent. The Privacy
Commissioner decided to carry out an investigation pursuant to section 38
of the Ordinance on 9 May 2006.

The investigation

The focus of the investigation was on whether any personal data of Mr.
X was disclosed by YHKL; if yes, whether the disclosure had contravened
DPP3 of the Ordinance; and whether such disclosure could be exempted
under section 58 of the Ordinance.
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The investigation proved difficult due to the lack of supporting evidence
provided by the complainant, and the limited information available. As
the act of collecting, holding, processing and use of the personal data by
Yahoo! China, which is owned by YHKL, apparently took place in the PRC,
legal advice was sought from two PRC law experts on the applicability of
the PRC laws and from a local Senior Counsel on the scope of application
of the Ordinance.

Having considered all the circumstances of the case, the Privacy
Commissioner concluded that there was insufficient evidence to prove that
Mr. X's personal data was disclosed by YHKL to the PRC authorities. Hence
there had been no contravention of the requirements of the Ordinance
by YHKL.

(For details of the legal grounds considered by the Privacy Commissioner,
which involved questions of facts and laws, please refer to the body of
the Report.)

No enforcement notice was issued as a result of the investigation.

The investigation of the case highlights the need to clarify the following:

(a) Should the Ordinance apply where none of act of collection, holding,
processing and use of the personal data takes place in Hong Kong?

(b) Should the exemption provisions in the Ordinance apply when the
disclosure of personal data is made to comply with a lawful order
issued by a foreign authority under foreign law to investigate a

foreign crime?

A clearer interpretation and application of the Ordinance would enhance its
overall effectiveness in the protection of personal data privacy. To this end,
the PCPD is proposing a legislative review of the Ordinance and hopes the

Government will facilitate the legislation amendment process.

Copies of the Reports are available from the PCPD at 12/F, 248 Queen’s
Road East, Wan Chai, Hong Kong. They are also available for download from
the website of the PCPD (http://www.pcpd.org.hk/english/publications/
invest_report.html).



