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Building Management (Amendment) Bill 2005

In the course of discharging the duty to examine the Bill, the
PCPD discovered that under the contemporary Building
Management Ordinance (“BMO”), the Land Registrar was
maintaining a register of corporations (which was available to
public for inspection upon payment of fees) under section 12 of
BMO. According to its sub-sections (2)(d) and (2)(e), the register
included information of “the name and address of the chairman,
vice-chairman (if any), secretary and treasurer of the
management committee” and “the name and address of any
administrator”. For the mentioned “chairman”, “vice-chairman”,
“secretary”, “treasurer” and “administrator” could mean
individuals, the information as such might constitute
“personal data”.

By the same token, the information contained in the register
being maintained by the secretary of a management committee
pursuant to section 38 of BMO (which was open to inspection
by the persons named in sub-section (4)) constituted also
“personal data” by including “the name and address of the
owner” and “the name and address of the registered
mortgagee”.

The Secretary for Home Affairs was therefore advised of the
necessity to specify in the provisions the purposes of maintaining
the register and its permitted uses. The Director of Home
Affairs replied that they would specify the purposes of
maintaining the register under section 12 and the
restrictions on the use of the information therein.
However, they considered that no amendment
was necessary for the register under section 38,
as it was not open to public inspection. As a
result, the PCPD further advised the Director of
Home Affairs to incorporate necessary measures
in the legislation to strengthen data privacy
protection. There was no further development
in the matter during the period under review.
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Carriage by Air (Amendment) Bill 2005

The Bill sought to, inter alia, empower the relevant carrier to
require the eligible person or the person applying on his
behalf for payment of money in case of an accident
in a specific carriage resulting from death or injury
of its passengers to furnish information or
particulars relating to the application as the carrier
may consider necessary to make a determination.
As personal data might well be involved, the
Economic Development and Labour Bureau was
reminded of the requirement of Data Protection
Principle 1(1) about the necessity and non-excessiveness
of data that may be collected. The Bureau was also reminded of
the requirement of giving Personal Information Collection
Statement under Data Protection Principle 1(3).

Subsequent to our reminder, the Bill was further revised so that
the original section containing the concerned provision was
removed. The Bureau confirmed that the matter originally
covered in the relevant section would be put into a separate
subsidiary legislation and that comment of the PCPD would be
taken into account.

Chief Executive Election and Legislative Council
Election (Miscellaneous Amendments) Bill 2006

The Bill was to amend Chief Executive Election Ordinance to
introduce, inter alia, “an interim register of members of the
Election Committee”, in addition to the existing final register.
Alike the case of the final register, the interim register would be
compiled and published by the Electoral Registration Officer. In
this regard, the Constitutional Affairs Bureau was
advised by the PCPD to (i) specify the purposes of
maintaining the register and its permissible
secondary uses; (ii) to consider imposing
sanctions against improper use of the
personal data contained the Register;
and (iii) to avoid excessive collection
of personal data for and/or disclosure

of personal data in the register.

The Secretary for Constitutional Affairs
explained that the purpose of
maintaining the interim register was to
provide a legal basis for appeals to be made
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against the registration of a member of the Election Committee,
and stated that amendments would be made to reflect such
purpose. The Secretary also made clear that amendments would
be made to the Electoral Affairs Commission (Registration)
(Electors for Legislative Council Functional Constituencies) (Voters
for Election Committee Subsector) (Members of Election
Committee) Regulation to extend the sanctions against improper
use of personal data contained in the Election Committee register
to cover the interim register. Lastly, amendments would be made
to ensure that the interim register contained only the names
of the Election Committee members and the principle
residential address.

Financial Reporting Council Bill

During the drafting stage, comments were sought by the Secretary
for Financial Services and the Treasury. The Privacy Commissioner
emphasized the proper collection and use of personal data under
the Ordinance. The Bill when gazetted had incorporated the
concept of “relatedness” and “relevancy” to limit the extent of
collection of information and referral of cases by the Financial
Reporting Council (“FRC”) in relation to conducting investigation
or enquiry. Members of the Bills Committee invited the Privacy
Commissioner for further comments on the Bill.

Clause 12 of the Bill conferred a wide power on FRC to render
assistance by referring cases of complaint to a specified authority
if it would not be “contrary to the public interest” to do so.
Given the elusive concept of “public interest” and information
disclosed would likely contain personal data, the Privacy
Commissioner suggested that a higher standard of requirement
was preferred for better protection of personal data privacy.
Comments were also given in respect of the adequacy of Clause
51 in relation to duty of secrecy and the permitted circumstances
for disclosure. The Privacy Commissioner also requested re-
consideration of the appropriateness of the proposed granting
of immunity under Clause 54 to an auditor from civil liability
who communicated in good faith to the FRC of any information
or opinion on a specified matter. The granting of the proposed
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immunity would affect the operation of section 66 of the
Ordinance which provided for civil remedy and the Privacy
Commissioner took the view that the existing exemption provision
under section 58(2) of the Ordinance already afforded the data
user proper ground to rely upon when disclosing information
containing personal data, the granting of such immunity was not
seen to be justified. In respect of the proposed consequential
amendments to the Ordinance by adding FRC under the definition
of “financial regulator” under section 2(1), insofar as the functions
of the FRC could satisfy the Chief Executive to be concerned
with the matters under section 58(3) of the Ordinance, the
Commissioner had in principle no objection to the amendment.

The Secretary responded to the concerns raised and reinstated
that the FRC would operate in a manner consistent with the
requirements enshrined in the Ordinance and that the Bill
contained provision allowing disclosure of information in
accordance with law or a requirement made under the law. The
Secretary quoted the aftermath of the corporate scandals
happened elsewhere over the past few years which revealed
the auditors’ irregularities and questionable financial reporting
as reason justifying the putting in place of the immunity provision
which was modeled on other pieces of legislation containing
such immunity. There was no further development on the Bill
at the end of the reporting period.

Interception of Communications and
Surveillance Bill

The Security Bureau submitted a paper to the
Legislative Council in February 2006 (LC Paper
No. CB(2)997/05-06(01)) on “Proposed
Legislative Framework on Interception of
Communications and Covert
Surveillance” to regulate such activities
carried out by the law enforcement
agencies (“the LEAsS").

The Privacy Commissioner addressed

the issues raised in the proposed

legislative framework which were
summarized in the following table:
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It is equally important that legislative proposals governing covert surveillance
activities which are carried out by private individuals or organizations should
not be left in abeyance. The Privacy Commissioner expects a concrete time
frame for the second phase of the exercise.
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The criteria for determining the application of various conceptual terms (such
s “public security”, “tests of proportionality and necessity”, “more intrusive
covert surveillance”, “less intrusive covert surveillance” and "reasonably
expected privacy of individuals™) are important and should be spelt out in no
uncertain terms so as to prevent abuse.
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Intrusion of the intended target as well as innocent third parties’ personal
data privacy would be aggravated as a result of prolonged surveillance activities
being carried out. Hence, criteria for granting any renewal application should
be more stringent than those used to consider the original application.
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The repeated or frequent surveillance of the same targeted individual also
needs vigilant control and additional safeguards may be imposed by requiring
such act to be sanctioned by Court.
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For renewal applications made to designated authorized officer, one of the
safeguards that could be used to lessen the risks of abuse is to limit the
granting of only one renewal application and that such application has to be
supported by good reasons including reasons to show why if the previous
attempt was not fruitful the surveillance should continue. Any further renewal
application has to be authorized by the Court.
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Independent oversight The oversight authority should be equipped with other incidental powers

authority and complaint such as the power to summon witnesses, to search and seize, to conduct

handling hearing and to publish reports, etc. in facilitating the exercise of its functions
and powers.
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In addition to the power to order payment of compensation, the oversight
authority should also be given the power to order cessation of the ongoing
surveillance act or practice and the destruction of the information gathered in
order to abate the wrongful act.

TN B B XA T P TR B A B S D L AR IR TR AT TV B SR B IR B I

AT B RATIEAE ST -

The oversight authority should also be empowered to oversee the propriety
of those surveillance activities which do not require authorization in order to
prevent abuse of powers.
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There may be situations where the functions and powers of the oversight
authority will overlap with those of the Privacy Commissioner, such as in
dealing with complaints against law enforcement agencies concerning the
conduct of covert surveillance activities. A clear distinction of the functions
and powers of the oversight authority is called for so that the public is not
misled as to the proper channel through which they can seek assistance
or redress.
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By virtue of the covert nature of the activities, it would be difficult for a data
subject to be aware of the act and to lodge a complaint, especially when no
prosecution ensues. Unless otherwise justified, the proposed legislation should
give due regard to the notification requirement stated under section 7(5) of
the Interception of Communications Ordinance.
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The security and safekeeping of the personal data collected through
interception or covert surveillance should be seriously addressed. All such
personal data should be securely kept and locked, to be accessible only on a
“need to know” basis by authorized staff so as to prevent unwarranted or
accidental access. The staff in charge should possess the requisite integrity,
prudence and competence in complying with the requirements of the
ordinances, applicable guidelines, practice directions and code of practices
that are in force.
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The personal data collected should be properly disposed of when the purpose
of collection has been fulfilled so that they are not excessively retained. Where
authorization is revoked or the original purpose has been fulfilled, the materials
collected or generated through interception of communications or covert
surveillance should be safely and irreversibly destroyed.
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Regular review of the personal data management practice is to be carried out
by the respective law enforcement agencies to ensure that their act or practice
is privacy compliant.
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For more effective implementation of the Code of Practice, the oversight
authority may assume a more proactive role in its drafting stage and thereafter
to recommend amendments to the Code whenever it considers appropriate.
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The proposed legislation may explicitly provide that a breach of the Code of
Practice will give rise to a rebuttable presumption of contravention of the
relevant requirements under the proposed legislation in proceedings brought
before any court, magistrate or tribunal.
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The Bill was gazetted on 3 March 2006 and the Privacy
Commissioner’s comments on the provisions of the Bill were
furnished to the Permanent Secretary for Security and the Bills
Committee on 28 March 2006. They were summarized in the
following table :

FTEME BRHER =R
Main Issues Clauses(s) in the Bill Comments

SENFLEBHE 2(1) and 2(2)
Cases of reasonable
expectation of privacy

E2HER 2(1)(@)(1)(B)
Type 2 surveillance and (ii)
(# T A to be continued on next page) and 2(1)(b)(i)
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A clear definition or benchmark to
determine the reasonable expectation of
privacy is imperative. Due consideration
should be given to the factors
recommended in the Law Reform
Commission’s report on Privacy: the
Regulation of Covert Surveillance (“the LRC
Report”).
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The Commissioner on Interception of
Communications and Surveillance (“the 1&S
Commissioner”) should be informed of
cases where LEAs have carried out covert
surveillance without prescribed
authorizations in order to assess their
appropriateness.
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Doubtful classification under “less privacy
intrusive” surveillance in cases where
participating party consents to others
carrying out the surveillance activities; the
target individual might not expect words or
activities to be overheard or monitored by
unexpected third party.
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Issue, renewal or
continuance of prescribed
authorization
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Notification to data Division 4 of Part 3
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Similar concern where such activities carried
out in adjacent premises with permission
of neighbour but without knowledge or
consent of the target subject.
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The qualifying benchmark of “operational
term”, itself being an elusive concept, gives
room for manipulation.
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Due consideration should be given to
factors recommended in the LRC Report
when applying the proportionality test.
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Absence of natification to data subjects in
cases where no prosecution ensues or
where authorization revoked does not afford
sufficient protection to data subject.
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Notification is therefore recommended at
least for cases (i) that no prosecution
ensues; (ii) authorization revoked under
Clause 24(3); and (iii) non compliance
reported by the LEAs under Clause 52.
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LRC Report also supports the giving of
notification in certain circumstance.
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Limiting the number of
renewal application and
approval criteria
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20(1)

3(1), 11, 12(4), 17
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Comments
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Initial authorization on emergency
application should be ratified within 24
hours (according to the LRC Report),
as opposed to 48 hours as proposed in
the BIll.
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Words like “imminent risk”, “substantial
damage”, “vital evidence” need clear
definition or guidance.
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Insufficient safeguard against the bringing
upon oneself of an emergency situation to
justify urgent application.
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The 1&S Commissioner should be
empowered to oversee that there is no
abuse, particularly under Clauses 24(5),
27 and 55.
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Unlimited number of application may
aggravate damage and intrusion to privacy;
advisable that a ceiling be set.
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More stringent grounds to be met in renewal
application; similar view shared in the
LRC Report.
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BMEREFS 32(1), 34(b)
Device retrieval warrant

BEBEAMREREKES 41(3), 42(2), 43(2)(b),
HIRE D 43(3), 45(1)(b), 50(3),
Powers of the 51(1), 59(1), 59(5)

Commissioner
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It should be obligatory for the LEAS to ensure
removal of the surveillance device after
purpose fulfilled in order to guard against
prolonged or unauthorized access or use
of personal data.
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The period for a device retrieval warrant to
last for not longer than 3 months might
seem unnecessarily long and shorter period
is recommended.
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Assistance to be rendered to assist individual
in formulating and making complaint.
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Powers of the 1&S Commissioner should
extend to include power to order for
immediate cessation of the interception or
covert surveillance, ancillary powers to
summon and examine witnesses and to
impose sanction on non-compliance by
public officer to answer question or provide
information. LRC Report recommended the
power to award punitive damages.
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Wording in Clause 43(2) unclear as to
whether the 1&S Commissioner has power
to intervene in cases which do not meet
the criteria under Clause 3 to proceed with
application for prescribed authorization.
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Consequential
amendments to the
Personal Data (Privacy)
Ordinance
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45(2), 51(3)

61

%5 58A 1§

g CEAER (FLER) 5B
Addition of 58A to the
Personal Data (Privacy)
Ordinance
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Non-compliance with code of practice
should be allowed as rebuttable
presumption in legal proceedings against
the LEAs on wrongful interception or covert
surveillance.
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Applicant for examination is denied the right
to access to information in connection with
the examination; it has the effect of
depriving the general data access right under
section 18 of the Ordinance.
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Part VIII of the Personal Data (Privacy)
Ordinance already provides for exempting
circumstances to be properly relied upon.
This general denial is therefore unnecessary.
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This general immunity affects the operation
of section 66 of the Personal Data (Privacy)
Ordinance, giving rise to an apparent
inconsistency.
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If legislative intent is to ensure that there is
no overlapping of powers between the
Privacy Commissioner and the &S
Commissioner, independent clause
explicitly excluding the relevant personal
data and the personal data system from the
jurisdiction of the Personal Data (Privacy)
Ordinance instead of including it under Part
VIII of the Personal Data (Privacy) Ordinance
appears to be the more appropriate course
to take.
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Marriage (Introduction of Civil Celebrants of
Marriages and General Amendments) Bill

The Bill provided for the appointment of civil
2 celebrants of marriages. Clauses 5B and 5D
’ empowered the Registrar of Marriages
(“the Registrar”) to collect information
in relation to the practice of the
civil celebrants. As the information
disclosed by the civil celebrants
would likely involve personal data
of clients, the purpose of collection
of the information by the Registrar
should have been clearly spelt out
and narrowed down to ensure that
I ) ’/’A no unnecessary personal data
’ / would be collected. In order to
" protect the personal data of the marrying
t‘ parties collected by the civil celebrants from
> further and unnecessary use, it was advisable
for the permitted purpose of use of these personal
data to be stated in the Bill. Also, it was advisable to insert a
purpose statement for the register of certificates of marriages in
order to prevent abusive use of the personal data obtained
through public searches.
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In response, the Secretary for Security agreed to state the purpose
of collection of information in section 5H(1) of the Bill to be
confined to the investigation and obtaining evidence of any
suspected offence under the Marriage Ordinance. The code of
practice to be issued by the Registrar as well as the cancellation
or suspension of appointment as a civil celebrant who breaches
the code were explained by the Secretary to be effective measures
to ensure proper use of personal data by the civil celebrants. As
for the insertion of purpose statement for the register of
certificates of marriages, the Secretary replied that it would be
appropriate for it to be included and considered in one-go in a
separate exercise covering all registers maintained by the Director
of Immigration.

In view of the requirements under Data Protection Principle
1(1) that personal data collected should be necessary, adequate
but not excessive, the Privacy Commissioner requested the
Secretary to review on the necessity for the collection of such
personal data in the marriage certificate, such as, age, marriage
condition, occupation, names of the parents of the parties to
the marriage. The Secretary responded that this issue would be
dealt with in a separate exercise in limiting public access
to marriage records.
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The exhibition of the Notice of Intended Marriage should also
take into account the need for the disclosure of the personal
data in question and the Privacy Commissioner suggested that
the prudent practice was to state in the prescribed form
(comprising Parts | and II) the purposes of use of personal data.
As a result, consequential amendments were proposed by the
Secretary to section 7(3) and 7(4) of the Marriage Ordinance to
specify that only personal data contained in Part | of the prescribed
form would be made available for inspection. The Bill was passed
and came into effect during the reporting period.

Protection of Endangered Species of Animals
and Plants Bill

The Bill sought to, inter alia, empower the Director of Agriculture,
Fisheries and Conservation to specify in the license the name
and address of the holder of the license for the import,
introduction from the sea, export, re-export or possession or
control of a specimen of a scheduled species of animals and
plants. It also empowered the authorized officer to require for
production, inspect and examine or take copies of any document
that would be related to the compliance with the Bill.
Furthermore, the authorized officer was also empowered to
require the relevant person to state his name and address,

and produce his proof of identity for inspection.

As personal data might well be collected in the process,
the PCPD reminded the Environment, Transport and
Works Bureau proposing the Bill of the requirements
under Data Protection Principle 1(3) regarding the
giving of Personal Information Collection Statement and
Data Protection Principle 3 regarding the usage of the data.

St. Stephen’s College Incorporation (Change of
Name of the Council of St. Stephen’s College
and General Amendments) Bill 2005

Clause 10 of the Bill proposed to add a new section 6B allowing
public access to documents registered under the section. The
documents to be registered under the section included the names
and addresses of the Council members. The PCPD informed
the Secretary for Education and Manpower of its concern over
the possible misuse of the personal data of the Council members
and advised the Secretary to specify explicitly in the provisions
the purpose of use of the personal data available for public
inspection and to impose sanction against improper use of such
personal data. Upon being advised, the Secretary reconsidered
the necessity of collecting the addresses of the Council members
and thereafter made Committee Stage amendments so that only
the names of the Council members are required for registration.



