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Complaints Received 2005-2006
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Figure 1 — Annual Complaint Caseload
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A total of 972 complaint cases were received in 2005-2006

(an increase of 2% on the previous year).
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� 699 (72%) complaint cases were against private sector organizations.

� 121 (12%) complaint cases were against individuals.

� 152 (16%) complaint cases were against public sector organizations

(i.e. government departments and other public bodies).
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Figure 2 — Types of Party Complained Against
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Figure 4 — Complaints Against Public Sector Organizations

143
152

120
127

69
81

38
47

19
28

The majority of complaints against the financial and telecommunications

sectors alleged the unlawful use of customers’ personal data. Most of the

complaints involved recovery actions for overdue loan/service payments.
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Figure 3 — Complaints Against Private Sector Organizations

�� !"#$%&'()*+,-.

�� !"#$%&'()*+,-.

�� !"#$% /�� !"#

The majority of complaints against public sector organizations involved:

� the alleged use of personal data beyond the scope of collection purpose

and without the consent of the individual (36%);

� excessive or unfair collection of personal data (22%);

� non-compliance with data access or correction requests (20%);

� and lack of security measures to protect personal data (19%).
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Figure 5 — Nature of Complaints

The 972 complaint cases received in 2005-2006 involved a total of 1079

alleged breaches of the requirements of the Ordinance. Of these, 916 (85%)

were alleged breaches of the data protection principles and 163 (15%)

were alleged contraventions of the provisions in the body of the Ordinance.

Of the 916 alleged breaches of the data protection principles, 471 (51%)

concerned the alleged use of personal data of complainants without

their consent. In this category, 84 (18%) involved debt collection,

mostly allegations against financial institutions and telecommunications

companies for passing customers' personal data, such as contact details

and amount of indebtedness, to debt collecting agencies for the recovery

of outstanding debts.

There is a misunderstanding among some complainants regarding the ambit

of the Ordinance when applied to use or disclosure of personal data. A

common example is that some complainants believe their personal data

can only be used or disclosed to others after prior consent concerning a

particular act has been obtained from them. The Ordinance restricts the

purpose of use or disclosure of personal data to their original collection

purpose or a directly related purpose. Any other use or disclosure of personal

data requires the express consent of the data subject concerned. In other

words, if the use or disclosure of personal data is within an original collection

purpose, or a directly related purpose, it is not necessary for the data user

to obtain the consent of the data subject prior to use or disclosure.
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Figure 6 — Summary of Complaints Handled in 2005-2006
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Total complaints processed 1063 1122 1110 1167
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At the beginning of the reporting year, 195 complaints were being
processed.  With the 972 new complaints received, the Privacy
Commissioner handled a total of 1,167 complaints during the reporting
period. Of these, 400 (34%) cases were declined for further action
after preliminary consideration because 363 of them were found to
have no prima facie case to support allegations of breaches of the
Ordinance, and the remaining 37 cases were outside the jurisdiction of
the Commissioner. The remaining 767 (66%) cases were either in the
preliminary screening process or screened-in for further consideration.
Of these, 579 (75%) cases were resolved during the reporting
year while the balance of 188 (25%) were still being processed on
31 March 2006 (Figure 6).
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Figure 8 — Results of Formal Investigations
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Figure 7 — Outcome of Investigations
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Of the 579 cases completed during the reporting period:

� 232 (40%) cases were resolved through mediation;

� 35 (6%) cases were resolved after formal investigations;

� 140 (24%) cases were found to be unsubstantiated after preliminary

enquiries;

� 109 (19%) cases were withdrawn by complainants during preliminary

enquiries; and

� the remaining 63 (11%) cases involved mostly complaints where the

complainants did not respond to the Privacy Commissioner's inquiries

or where the matter had been transferred or reported to other authorities,

e.g. the Hong Kong Police.
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Of the 35 formal investigations completed during the reporting period, the

Privacy Commissioner found contravention of the requirements of the

Ordinance in 22 (63%) cases. In the remaining 13 (37%) cases, either no

contravention was found or contravention was not established due to

insufficient evidence.
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Figure 9 — Nature of Contravention

Of the 22 cases where the requirements of the Ordinance were found to

have been contravened, 19 cases involved contravention of one or more of

the data protection principles. The remaining 3 cases involved contravention

of the requirements in the main body of the Ordinance relating to compliance

with data access requests or direct marketing (Figure 9).
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Figure 10 — Actions Taken as a Result of Investigation

In the 232 cases resolved through mediation, the Privacy Commissioner

provided advice and recommendations to 82 organizations on their practices

and procedures in order to assist them in complying with the data protection

principles and other requirements of the Ordinance.

In the 22 cases in which requirements of the Ordinance were found to

have been contravened, the Privacy Commissioner issued 18 enforcement

notices on the parties complained against to prevent continuation or

repetition of the contraventions. In the remaining four cases, the parties

complained against had either taken measures to remedy the contraventions,

or given a written undertaking to implement them.  As a result, enforcement

action through the issuance of an enforcement notice was not deemed to

be necessary, and warning notices were issued.
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The following complaint cases illustrate some data user acts or
practices that were found to have contravened the requirements
of the Ordinance during the reporting period. They are selected
on the basis of subject content and demonstrate the wide variety
of conduct subject to the provisions of the Ordinance, including
those of the Data Protection Principles (“DPP”).

�� !"#$
Significant Investigation Results

The Complaint
A customer placed an
order for printing some
photog raphs with a
photo shop.  The shop
issued a receipt to the
customer after recording
the customer's surname
and mobile telephone
number.  The customer
unfortunately lost the
receipt and was unable
to present i t  when
attempting to collect the
photographs.  The shop
asked for the customer’s
Hong Kong identity card
number for recording in

an “Order Claim Form” as a prerequisite to releasing the
photographs and negatives to him.  The customer took the
view that the collection of his identity card number was
unnecessary as his mobile telephone number as well as his
images appearing in the printed photographs were sufficient
to show that he was the rightful person placing the order.
He thus made a complaint to the Commissioner.

PHOTO SHOP : SHOULD NOT COLLECT IDENTITY CARD
NUMBER OF CUSTOMER WHEN COLLECTING
PHOTOGRAPHS WITHOUT PRODUCING THE RECEIPT—
DPP1(1) AND THE CODE OF PRACTICE ON THE
IDENTITY CARD NUMBER AND OTHER PERSONAL
IDENTIFIERS
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The shop explained that the identity card number was
necessary for identifying the person who actually collected
the photographs to avoid giving the photographs to the wrong
person.  The shop did not consider asking the person to
describe the images on the photographs feasible because it
did not necessarily mean that he was the one placing the
order.  The shop also stated that there had been cases where
customers sued them for loss of photographs, negatives, films,
etc., and on one occasion, they had paid a compensation of
more than HK$5,000 to a customer.  The shop therefore
argued that the collection was permitted under paragraph
2.3.3.3 of the Code of Practice on the Identity Card Number
and other Personal Identifiers (“the PI Code”).  Paragraph
2.3.3.3 allows the collection of identity card number by a
data user if it is necessary for the correct identification of the
holder so as to safeguard against damage or loss on the part
of the data user which is more than trivial in the circumstances.
The shop however admitted that they had not received any
complaints from customers who had their negatives, films or
photographs wrongfully collected by others.

Findings of the Privacy Commissioner
The Privacy Commissioner holds the view that the existence
and extent of loss that a data user contemplated should be
something realistically justified for paragraph 2.3.3.3 of the
PI Code to be invoked.  To allow for the collection of identity
card number where a real risk of more than trivial loss or
damage is not shown (as in the present case) is tantamount
to allowing collection in general cases which would be contrary
to the objectives of the PI Code.  In this particular case, since
the mobile telephone number was given by the customer
when placing the order, verification could simply be done by
calling the number in his presence when he came to collect
the photographs.  Alternatively or additionally, the shop could
record the full name of the customer (checked against the
identification document presented) for identification purpose
and to match with the records of the surname kept by them,
and/or examine the images on the photographs.  In the
circumstances, the Privacy Commissioner considered such
practice of the shop of collecting identity card number not a
necessary measure, while it was privacy intrusive, to take.

Action by the Privacy Commissioner
An enforcement notice was served on the photo shop and,
as directed, the practice was ceased and the records of identity
cards numbers so collected were destroyed.
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The Complaint
For the purpose of
preventing car theft, the
company managing a
car park in a shopping
mall sought to record
Hong Kong identity card
numbers of drivers who

drove their vehicles leaving the car park between 11:00 p.m.
and 7:00 a.m.  Two drivers objected to the collection of
their identity card numbers and made complaints to
the Commissioner.

The management company explained that the measure was
taken in view of the rising figures of thefts in car parks and
after consulting a government department.  The department
confirmed that in response to the company's enquiries about
car park theft, they had advised the company to step up car
park security measures such as enhancing patrolling
manpower and video monitoring, cooperation with the police
in patrol exercise and display of notices reminding drivers of
tips to protect their cars.  The department however did not
suggest the company to collect identity card numbers of car
park users.

PROPERTY MANAGEMENT BODY : COLLECTION OF
IDENTITY CARD NUMBERS OF PERSONS DRIVING
OUT FROM A CAR PARK VIEWED AS EXCESSIVE
COLLECTION — DPP1(1) AND THE CODE OF PRACTICE
ON THE IDENTITY CARD NUMBER AND OTHER
PERSONAL IDENTIFIERS
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Findings of the Privacy Commissioner
The car park was opened to public use.  The practice of
collecting identity card numbers of drivers would result in
large amount of sensitive personal data of individuals being
collected and held by the management company.  Before
adopting such practice, it is imperative for the company to
consider the adverse impact on individuals’ personal data
privacy and if there are any less privacy-intrusive alternatives.

One practical alternative is to adopt a “double permit” system
whereby the vehicle registration number is marked on an
“exit pass” given to the driver when he drives into the car
park, so that security staff at the exit may then collect and
check the same when the vehicle leaves the car park.  Another
alternative is to install electronic devices designed to capture
the image of the number plate when the vehicle enters the
car park and have it checked against the registration number
of the vehicle leaving the car park to ensure that the same
car park ticket is used for the same vehicle.

Paragraph 2.3.2.2 of the PI Code allows the collection of
identity card number where the use of the number by the
data user is necessary for the prevention or detection of crime.
Although the management company claimed that there had
been three car thefts happening in the car park in the past
two years, the company was unable to show that adoption
of the above security measures recommended by the
government department as well as the aforesaid alternatives
could not satisfactorily solve the car theft problem.  In the
circumstances and according to a previous ruling of the
Administrative Appeals Board in Administrative Appeals No.
41/2004, the management company may not rely on the
exemption provision in paragraph 2.3.2.2 to collect identity
card numbers of the drivers.

If collection of identity card numbers is allowed in this
particular case, so will be the collection of identity card
numbers of everyone entering and exiting a department store
because of its shoplifting problem.  This apparently is not the
intention of introducing the PI Code.  The Commissioner
therefore considered it unnecessary and excessive in collecting
the identity card numbers of the drivers by the management
company in the circumstances of the case.

Action by the Privacy Commissioner
An enforcement notice was served on the management
company and, as directed, the company ceased such practice
of collecting drivers’ identity card numbers and destroyed all
records of identity card numbers so collected.
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EMPLOYERS : THINK CAREFULLY BEFORE USING
COVERT MEANS TO MONITOR EMPLOYEES’ ACTIVITIES
AT WORK — DPP1(1), 1(2) AND 5
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The Complaint
It was reported in
local newspapers
that pinhole cameras
were found installed
by a government
department in the
working areas, near
t h e  t o i l e t s  a nd
changing rooms of
its regional office.
The department’s
response was that
p inhole cameras
were installed for the
purpose of detecting

crime as a result of a series of theft cases occurring in the
office.  The department believed that the use of pinhole
cameras was an effective way for them to identify the
culprit(s) and gather evidence.

Findings of the Privacy Commissioner
Site investigation conducted by the Privacy Commissioner’s
officers revealed that six pinhole cameras were installed at
different working locations of the office.  The cameras were
discreetly concealed inside a socket-like box and it was difficult
for anyone to notice their existence.

Under the “Privacy Guidelines: Monitoring and Personal Data
Privacy at Work” issued by the Privacy Commissioner, covert
monitoring is not to be used unless justified as last resort
measures and being absolutely necessary in detecting or
gathering evidence of unlawful activities, and the monitoring
should be limited in scope and duration.  Further, the
employer should formulate a clear employee monitoring
policy by making known and communicating to the
employees the purposes of monitoring, the circumstances
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under which monitoring will take place and the kind of
personal data that will be collected.

Though the department do have a legitimate purpose to
protect its and its customers’ property from theft, the evidence
available did not show the existence of a risk of loss to such
extent as to justify the engaging in vast scale video monitoring
activities using pinhole cameras which was highly privacy
intrusive.  The dimension and extensiveness of the monitoring
activity carried out was out of proportion to attaining the
purpose of collection, and the department was intent upon
engaging in continuous and universal preventive monitoring.
The Commissioner was therefore of the view that the engaging
in employee monitoring activities in such dimension and scale
by the department to collect evidence of crime, given the
vast amount of personal data that could be captured without
the knowledge of the employees, was excessive and thus in
breach of DPP1(1).

There was no evidence showing that the department had
given due consideration to the use of other less privacy
intrusive alternatives or that the use of overt means would
necessarily frustrate the purpose of collection.  The universal
and continuous covert monitoring without a definite plan or
policy for its duration is highly privacy intrusive, aggravating
the harm, if any, that may be inflicted upon innocent parties.
The Commissioner found that the covert monitoring was
carried out in an unreasonable and unfair manner,
contravening the requirement of DPP1(2).

Where employee monitoring is to be undertaken, reasonable
practical steps should be taken to formulate and communicate
a clear privacy policy statement to persons affected by the
monitoring activity.  Since (before using the pinhole cameras)
the department had already installed overt CCTV cameras
for security reason through which personal data might be
collected, there was a real need to implement an effective
monitoring policy which should be brought to the attention
of the employees affected.  On the basis that the department
did not have any privacy policy to address employee
monitoring activity by using video recording system, the Privacy
Commissioner found that the department had contravened
the requirement of DPP5.

Action by the Privacy Commissioner
An enforcement notice was served on the department and,
as directed, the department ceased the practice of covert
monitoring, dismantled all the pinhole cameras, destroyed
all relevant recordings and formulated a privacy policy in
relation to video monitoring activities undertaken by it.



PCPD Annual Report 2005-2006 23

�� !=========Complaint Investigations

The Complaint
Two ex-customers re-subscribed to the fixed line telephone
services of a telecommunications company at their new
addresses respectively.  The company subsequently sent
letters and bills to the customers’ old billing addresses as
shown in their records.  The customers later learnt about this
and filed complaints to the Privacy Commissioner for leakage
of their personal data to others.

Findings of the Privacy Commissioner
The company attributed the mistakes to the failure of their
staff to properly update the customers' billing addresses in
their records.  The wrong mails could have been avoided if
the automated system of the company was able to detect
the discrepancy between the billing address and the
installation address, which should be a sign for verification of
the accuracy of the inputted addresses.  The company,
however, did not provide such detection tool in their customer
database system.  In addition, the company did not have any
standard procedure for counter-checking the correctness of
the customer data that the operators inputted into the system.
The Commissioner also discovered that the company did
not have in place any guidelines or procedures for their staff
for ensuring accuracy of customers’ personal data.  The
company was therefore found to have contravened
DPP2(1) for failing to take all reasonable practicable steps to
ensure accuracy of customers' personal data.

Action by the Privacy Commissioner
The Privacy Commissioner issued an enforcement notice
against the company and consequently, the company agreed
to develop the said detection tool in their system and also
revised and implemented its practice and procedure for
ensuring accuracy of customer data, including a counter-
checking procedure and providing training and regular
briefings to staff.

SERVICE PROVIDERS : MUST ENSURE ACCURACY OF
CUSTOMERS’ CORRESPONDENCE ADDRESSES IN
THEIR RECORDS TO AVOID LEAKAGE OF CUSTOMERS’
INFORMATION — DPP2(1)
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SERVICE PROVIDERS : THINK CAREFULLY BEFORE
USING CUSTOMERS’ DATA FOR PROMOTION
PROGRAM — DPP3
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The Complaint
A customer of the IDD service of a telecommunications
company received a letter from the company informing him
that as a gift they gave him a 2 months’ free insurance plan
against accidents.  The letter enclosed an insurance certificate
issued by an insurance company, with the customer named
as the insured.  The customer was dissatisfied that his personal
data were passed to the insurer without his consent and
thus made a complaint to the Privacy Commissioner.

The telecommunications company explained that they had
transferred their customers’ personal data to the insurer for a
joint marketing program to sell insurance products to their
customers, and asserted that this was within the original
collection purpose of the customers’ personal data.

Findings of the Privacy Commissioner
The Privacy Commissioner was of the opinion that the use of
the customer’s data for the purpose of taking out an insurance
policy was not within the original purpose of collection of the
data, taking into account, in particular, the business nature of
the company in providing telecommunications services
which was unrelated to insurance, and that it would not be
within the reasonable expectation of a customer of the
company to have his data being used in such manner.  The
use of customers’ personal data by the company in the
circumstances was therefore found to be in contravention
of DPP3.

Action by the Privacy Commissioner
An enforcement notice was served on the company directing
it remedy the situation.  Subsequently, the joint marketing
progam was ceased and the company established a policy
to prevent recurrence of similar contravention.

�� !
�� !"#$%&'( )*+,-.

�� !"#$%&'()*+,-. 

�� !"#$%& !'()*+ !

�� !"#$%&'!"()*+,-

�� !"#$�%&'()*+,-.

�� !"#$%&'()*+

�� !"#$%&'()*+,-./

�� !"#$%&'()*+,-./

�� !"#$%&'()*+,-.

�� !"#$%&'()*+,-)

�� 

�� !"#$%&
�� !"#$%&'()*+,-./

�� !"#$%&'()$*+,-.

�� !"#$%&'(�)*+,-.

�� !"#$%&��'()*+,-

�� !"#$%&'$()*+,-.

�� !"#$%&'()*+,-.(

�� 3�� !"#

�� !"#$%&'
�� !�"#$%&'()*+,-.

�� !"#$%&'()$*+,-

�� !"#$% &'()*+,-.

�� 



PCPD Annual Report 2005-2006 25

�� !=========Complaint Investigations

The Complaint
A salesman of a pay television company visited a private
residential building for a door-to-door promotion campaign.
The salesman approached a man who was an ex-customer
of the company.  The man later complained to the
Commissioner that the salesman had carried a computer
printout recording the man's name and address but failed to
take any steps to conceal the data so that anyone in the
vicinity could easily read the data.  The company however
denied having sent any staff to conduct promotional activities
in the building.

Findings of the Privacy Commissioner
Based on evidence available, the Privacy Commissioner
satisfied that the salesman was an employee of the company
and had carried out the promotional activities at the building.
The salesman did hold a pile of paper containing the man’s
personal data when he visited the man’s premises.  It was
also discovered that the company had not provided any
guidelines to their marketing staff regarding the handling
of personal data during outdoor marketing exercises.
In the circumstances, the company was found to have
contravened the security requirements of DPP4 in failing to
take any reasonable practicable steps to ensure the proper
handling of customers’ personal data during outdoor
marketing activities.

Action by the Privacy Commissioner
An enforcement notice was issued and the company was
required it to devise a policy, practice and procedure regarding
personal data security during the conduct of outdoor
marketing campaigns.

COMPANIES CARRYING OUT OUTDOOR MARKETING
ACTIVITIES : MUST ENSURE PROPER HANDLING OF
CUSTOMERS’ PERSONAL DATA BY MARKETING STAFF
—DPP4
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Under the Ordinance, an appeal may be lodged by a complainant,
or the relevant data user complained of, against the decisions
made by the Privacy Commissioner. Pursuant to section 39(4),
an appeal may be made by a complainant to the Administrative
Appeals Board (“the AAB”) against the decision of the Privacy
Commissioner in refusing to exercise his powers to investigate
or to continue to investigate a complaint. An appeal may also be
lodged by a complainant pursuant to section 47(4) against the
decision of the Privacy Commissioner in refusing to issue an
enforcement notice against the data user complained of, after
completion of an investigation. Similarly, a data user that is the
subject of an investigation has the right to appeal to the AAB
pursuant to section 50(7) against the decision made by the
Privacy Commissioner in issuing an enforcement notice against it.

A total of 15 AAB appeal cases were heard during the reporting
period. Case notes on selected appeal cases are presented below.

�� !"#$%&'(!")*(+,
Notes on Appeal Cases Lodged
with the Administrative Appeals Board
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�� !=========Complaint Investigations

Disclosure by a Tribunal of an applicant’s medical
certificate to the respondent in a court action —
Personal Data (Privacy) Ordinance has no application
to judicial acts

(AAB APPEAL NO.39/2004)

The Complaint
The complainant complained against a Tribunal for
unauthorized disclosure to the respondent in a court action
of his personal data contained in court documents.  The
personal data in question being his medical certificate
submitted in support of his application for a review of
the Tribunal’s decision.  The complainant alleged that the
Tribunal should not have done so without his consent
and complained to the Privacy Commissioner for
contravention of the Ordinance.

Findings by the Privacy Commissioner
The Privacy Commissioner conducted preliminary enquiry with
the Tribunal.  The Tribunal admitted disclosure of the
complainant’s medical certificate to the respondent for hearing
the complainant’s application for a review of the Tribunal’s
decision.  The Tribunal considered that the medical certificate
constituted court documents and that the act of disclosure
was part of the judicial process.  It was the view of the Tribunal
that both court documents and judicial process were not
within the jurisdiction of the Ordinance.

The Privacy Commissioner agreed that the disclosure by the
Tribunal of the medical certificate in the course of handling
the complainant’s application was a judicial act which was
not within the scope of the Ordinance.  The Privacy
Commissioner was of the further view that even if the
Ordinance was applicable, the disclosure was consistent with
the requirement of DPP3 for being directly related to the
original purpose of collecting the complainant’s personal data
by the Tribunal, namely, to handle his judicial application.  As
such, pursuant to section 39(2)(d), the Privacy Commissioner
refused to carry out an investigation of the complaint.
Dissatisfied with the decision, the complainant appealed to
the AAB.
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The Appeal
The Board agreed with the Privacy Commissioner’s findings.
The purpose of disclosing the complainant’s medical certificate
was to ensure a fair trial and that the respondent was entitled
in the circumstances to know the complainant’s reasons to
support his application for review.  The disclosure by the
Tribunal to the respondent in a judicial application was a
judicial act which was not within the jurisdiction of the
Ordinance.  The Board also agreed that, should the Ordinance
have application, the disclosure would have been consistent
with DPP3 for being a purpose directly related to the original
purpose of data collection, namely to handle the
complainant's court application.

The AAB’s decision
The appeal was dismissed.
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�� !=========Complaint Investigations

Criminal proceedings for prosecution of offences
relating to living on the earnings of prostitution —
photographs downloaded from a memory card of
digital camera seized during the operation were
disclosed to co-defendants of the action by
prosecution — photographs classified as “unused
materials” showed intimate acts and sex organ
of one of the complainants — common law on
disclosure for fair trial — directly related purpose and
exemptions — DPP3 and section 58(1)(a) and (b) and
section 58(2)

(AAB APPEAL NO.40/2004)
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The Complaint
The complainants jointly complained about the disclosure of
certain photographs by a law enforcement agency to the
defendants charged with offences relating to living on the
earnings of prostitution.  The photographs were downloaded
from a memory card of digital camera seized during an
operation.  They showed intimate acts of the complainants
and the sex organ of one of the complainants.  The
complainants claimed that such disclosure caused them
embarrassment and infringed DPP3.

Findings by the Privacy Commissioner
Upon enquiry raised with the law enforcement agency, it
was confirmed that the photographs in question were
downloaded and were categorized as “unused materials”,
i.e. not being used as evidence to support the prosecution’s
case. However, in accordance with the common law duty on
disclosure (the case of HKSAR v Lee Ming Tee, FACC1/2003
was quoted as judicial authority on this point), the prosecution
has a duty to disclose these materials to the defendants of
the action.  The prosecution also relied upon the exemption
provisions in section 58(2) of the Ordinance in relation to
personal data held for the prevention or detection of crime
and the apprehension, prosecution or detention of offenders
as applicable to exempt from compliance with DPP3 in respect
of the use of the personal data in question.

The Privacy Commissioner found that compliance with the
common law requirements on disclosure of personal data
was for a directly related purpose and there was no evidence
showing that the photographs were being disclosed to
unrelated parties.  Moreover, it was found that section
58(1)(b) and (2) were properly invoked in the circumstances
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of the case to exempt from application of DPP3. Pursuant to
section 39(2)(d), no investigation was commenced on the
complaint lodged.  Dissatisfied with the decision, the
complainant appealed to the AAB.

The Appeal
The question to decide by the Board was whether the decision
not to investigate by the Privacy Commissioner was properly
made.  The Board examined the common law duty of
disclosure by prosecution as expounded in Lee Ming Tee’s
case.  The prosecution is under a common law duty to disclose
to the defence material or information in its possession in
the interest of a fair trial and the right to a fair trial includes
adequate knowledge of the case to be made by the
prosecution.  It would be contrary to this common law principle
if the prosecution were to withhold from the defence materials
which might undermine the case against the defendant or
which might assist the defence case. Information not itself
admissible might lead by a train of inquiry to evidence which
is admissible and materials which is not admissable may be
relevant and useful for cross examining of a prosecution
witness on credit.

In view of the nature of the offence charged and having also
considered that the photographs were not disclosed to parties
unrelated to the offence charged, the Board found the
disclosure to be for a purpose consistent with the purpose of
collection, i.e. for prosecution of the offence.  Besides, the
Board also agreed that the exemption provisions under section
58(1) and (2) applied to such disclosure of the personal
data.

The AAB’s decision
The appeal was dismissed.
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�� !=========Complaint Investigations

Collection of identity card numbers of visitors of car
park for deterring and detecting crimes — collection
is only allowed when there is a real need — retention
of collected identity card numbers — clause 2.3 of the
Code of Practice on the Identity Card Number and
other Personal Identifiers — DPP1(1) and 2(2)

(AAB APPEAL NO.41/2004)
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The Complaint
A driver lodged a complaint against the management
company (“the company”) of a car park in a commercial
building for recording his identity card number when he
entered and exited the car park.

Findings by the Privacy Commissioner
The company claimed that there had been many theft
incidents happened in the car park and the commercial
building, so they adopted the policy for the purpose of
prevention of crime and for assisting the police in detecting
crime. They also alleged that the practice was in compliance
with the guidelines issued by the police.  Reliance was further
made by the company on clause 2.3.2.2 of the Code of
Practice on the Identity Card Number and other Personal
Identifiers (“the Code”) which permits collection of identity
card number for the purposes listed under section 58(1) of
the Ordinance (i.e. prevention or detection of crime,
apprehension, prosecution and detention of offenders, etc.)

The Privacy Commissioner took the view that clause 2.3.2.2
of the Code applied only when there had been a real and
practical need for the collection but not for presumption of
the possible commission of a crime in the future.  In relation
to the guidelines issued by the police relied upon by the
company, the Commissioner found that it applied only to
visitors to a building but not to a car park.  In the absence of
evidence that manifested the real need for collecting identity
card numbers, the company acted contrary to clause 2.3 of
the Code, and therefore was in breach of DPP1(1).  As the
identity card number should not have been collected and
retained, the company had breached also DPP2(2) for
unnecessarily retaining the number.  An enforcement notice
was then issued to demand, amongst others, immediate
cessation of the collection of identity card numbers and
destruction of all collected numbers.  Dissatisfied with the
Commissioner’s decision, the company lodged an appeal to
the AAB.
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The Appeal
The Board ruled that while there were 5 incidents whereby
the police required the company to provide the CCTV
recordings of vehicles entering and leaving the car park, there
was no evidence to support these recordings related to the
alleged theft incidents.  In addition, the company had not
provided evidence to support the alleged numbers of theft
incidents happened in the car park and that the practice of
collecting identity card numbers had caused a drop of the
number of crimes.  Moreover, the company never adopted a
less privacy intrusive means suggested by the police to deter
crimes, i.e. using the two-card system which required no
collection of identity card numbers.  As far as the guidelines
issued by the police was concerned, they were merely directed
to visiting building but not car parks that were open to public.
In any event, the guidelines were not legally binding and its
compliance did not necessarily satisfy the requirements in
the Ordinance.

The company claimed that they retained the collected identity
card numbers for one month for the purpose of deterring
and detecting crimes.  Again, there was no evidence to prove
that such retention could assist detecting criminals.  In fact,
according to the company, the police never required the
company to produce the retained identity card numbers.

The AAB’s decision
Appeal dismissed.
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�� !=========Complaint Investigations

Disclosure of personal data by posting letter of
complaint in lobby of a building - failure to delete
irrelevant data did not amount to breach of DPP3 —
collection unnecessarily meant active collection —
cessation of complained act before investigation — a
more satisfactory result could not be reasonably
expected — discretion under section 39(2)(d) — the
Board would not intervene discretion exercised
reasonably, legally and in accordance with prescribed
procedures

(AAB APPEAL NO.47/2004)
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The Complaint
The complainant, who was the landlord of a residential
property, sent a letter to the Owners Incorporation of the
building to complain against the water seepage problem
caused to her flat because of the improper maintenance of
common area. It was said in the letter that the Owners
Incorporation should bear the costs of repairing her flat. Upon
receiving the letter which contained the complainant’s name,
address and telephone number, the Owners Incorporation
posted the letter in the lobby of the building.  The complainant
complained to the PCPD that the Owners Incorporation failed
to obliterate her data, in particular her telephone number,
from the letter before posting it.

Findings by the Privacy Commissioner
The Privacy Commissioner came to the view that the purpose
of posting the letter was directly related to the purpose of
collecting the complainant's personal data hence, there was
no breach of DPP3. Moreover, for the letter had been taken
down subsequently by the Owners Incorporation, a more
satisfactory result could not be reasonably expected from
any further investigation. The Commissioner therefore refused
to carry out an investigation pursuant to section 39(2)(d) of
the Ordinance.

The Appeal
The complainant sought to argue amongst others, that:
(i) the Owners Incorporation had no ground to publicize

her telephone number;
(ii) DPP3 had no application in the situation, for the Owners

Incorporation did not collect but was only given the letter
containing her personal data; and
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(iii) The Commissioner could not refuse investigation by
stating that investigation could not bring a more
satisfactory result, for her privacy had been intruded when
the letter was posted in the lobby.

The Board ruled that the Owners Incorporation did collect
the complainant’s personal data by passively receiving her
letter of complaint, for the meaning of “collection” did not
necessarily mean active collection. The purpose of posting
the letter was to inform all owners of the building, to give
them opportunity to express opinion, and to make decision
in respect of the water seepage complaint. It was noted that
if the water seepage was as stated by the complainant, all
owners of the building would have to bear the repair cost.
Accordingly, the Board decided that the purpose of disclosure
of the complaint letter was directly related to the original
purpose of collection of the letter.

It was necessary to disclose the content of the letter together
with the complainant's name and address. Otherwise, the
owners would doubt the truthfulness of the complaint, thus
causing difficulties to the Owners Incorporation in handling
the problem. Although disclosure of telephone number was
of no assistance to the purpose of posting the letter, DPP3
was not breached.

In accordance with section 39(2)(d), the Commissioner could
base on whatever grounds to refuse investigation, provided
that he exercised his discretion reasonably, legally and in
accordance with prescribed procedures. In this circumstance,
the Board would not intervene his decision.  The Board agreed
that in the circumstances of the appeal case, to carry out an
investigation of the complainant's complaint has no practical
effect since the purpose of requiring the Owners Incorporation
to take down the letter had been fulfilled.  The Board therefore
decided that the Commissioner had reasonably exercised his
discretion to refuse to carry out an investigation.

The AAB’s decision
Appeal dismissed.
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Transfer of customer’s credit card data to an
associated company — the associated company
debited the unsettled amount from the credit card
account — remedial actions taken by returning the
charged sum and undertaking not to use the credit
card data in future — no prima facie case of DPP3
contravention — the Commissioner had a wide
discretion whether to carry out or continue
investigation pursuant to section 39(2)(d)

(AAB APPEAL NO.52/2004)

The Complaint
In 1999, the complainant registered with a telecommunication
company (company A) for telephone service and dial-up
internet services. She elected to pay for the use of those
services by means of autopay through her credit card account,
and for that purpose provided her credit card account number
to the company. In 2000, company A spun off its business
of dial-up internet services to an associated company
(company B) which charged the complainant through her
credit card for her continued use of the services for
5 months. In 2003, the complainant applied to company B
for home telephone services and chose to pay for the services
by cash. In 2004, company B charged the complainant a
sum of $165 for the services and debited the amount from
the complainant’s credit card account after her failure in
settling the same by cash. The complainant claimed that she
had never given her credit card account details to company
B and they had no authority to debit her account for the
services that she had chosen to pay by cash. The complainant
lodged with the Commissioner’s Office a complaint against
company B for the misuse of her personal data.

Findings of the Privacy Commissioner
After the commencement of the preliminary investigation,
company B took voluntary remedial steps to return the
charged amount and undertook not to use the credit card
information for collecting payment in the future without
express authorization. The Privacy Commissioner came to
the view that there was no prima facie case of breaching
DPP3 and that, in view of company B’s remedial actions taken,
investigation or further investigation could not bring a more
satisfactory results. Therefore, the Commissioner decided not
to carry out or continue investigation.  The complainant was
dissatisfied with the Commissioner’s decision and appealed
to the AAB.
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The Appeal
The complainant reiterated that company B had appropriated
her money by misusing her personal data given to company
A.  The AAB decided that under section 39, the Commissioner
had a wide discretion whether to carry out or continue an
investigation, in particular, pursuant to section 39(2)(d). In
this case, it was reasonably open to the Commissioner to
come to the view that any further investigation was
unnecessary in view of the voluntary remedial action taken
by company B.

The AAB’s Decision
The AAB upheld the Privacy Commissioner’s decision and
dismissed the appeal.
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A law enforcement body completed investigation
against a civil servant — allegations unsubstantiated —
an investigation report sent to the government
department for consideration of administrative
or disciplinary action — sought access to the
investigation report — access request refused under
section 58(1) as advised by the law enforcement
body — exemption was inseparable from the purpose
for which the data was held — the department could
not simply adopt the view of another data user and
claimed the exemption

(AAB APPEAL NO.30/2005)

The Complaint
The complainant, a civil servant, was once under investigation
by a law enforcement body. Upon completion of the
investigation, a committee of the law enforcement body was
presented with an investigation report (“the Report”). The
committee then diverted the Report to the supervisor of the
complainant together with a letter stating that the allegation
against the complainant was not substantiated and that no
further investigative action was warranted.  After receiving
the Report, the supervisor met the complainant and showed
him the Report, but refused to give him a copy of it. The
Report was then passed to staff of the management unit to
consider if it was necessary to take administrative or
disciplinary action against the complainant. The case was
eventually closed without any such action being taken.

The complainant asked for a copy of the Report from the
Department for which he worked (“the Department”). The
Department, claiming to have no reason to depart from the
law enforcement body’s objection to the disclosure, declined
the request. The complainant then lodged a data access
request (“the DAR”) under section 18 of the Ordinance with
the Department seeking access to the Report. Again, his
request was turned down on the ground that the law
enforcement body advised against the disclosure and that
the Report was exempted from disclosure by virtue of section
58(1) of the Ordinance. The complainant then made a
complaint to the PCPD.

Findings of the Privacy Commissioner
The Privacy Commissioner found that the Department had
contravened section 19(1) of the Ordinance, for they had
failed to put forward any grounds or justifications for claiming
exemption to complying with the DAR. The Department, being
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different data user from the law enforcement body, could
not simply follow the views of that law enforcement body
and claimed exemption. As it was likely that the contravention
would continue or to be repeated, an enforcement notice
was issued against the Department demanding remedial steps
to be taken.  The Department lodged an appeal to the AAB.

The Appeal
The Department argued that they had established a case
which justified refusal to comply with the DAR under section
58(1), and that it was wrong to hold that each government
department was different data user and thus the exemption
which might apply to the law enforcement body should
have been equally applicable to them in respect of the
same document.

The AAB stated that it was not right to say that once the
personal data were held by a law enforcement agency for
the prevention or detection of crime, the data subject could
not have access to the same personal data held by the other
institutions for innocuous purposes.  Different persons might
hold the same personal data at the same time for different
purposes.  Personal data such as personal identification might
be held for prevention of crime or detection of crime by a
law enforcement agency but at the same time held by a
company for commercial purposes or by a hospital for medical
purposes or other institutions for their particular purposes.

The AAB further stated that claim of the exemption under
section 58(1) was linked to section 18(1) and DPP6. The
data user had to show the purposes for which he held the
data was one or more of the specified purposes and allowing
the data subjects to have access to them would likely prejudice
the purposes for which the data were being held. The
exemption was inseparable from the purpose for which the
data were being held. A data user was only entitled to claim
exemption under section 58 if the purposes of that user in
holding the personal data matched one of the grounds listed
therein. That the law enforcement body might hold the Report
for the purposes under that section did not entitle the
Department to invoke the same exemption.

The AAB did not find any information that would indicate
that compliance with the DAR would be likely to prejudice
the investigation, prevention or detection of crime by the law
enforcement agency or there would be a real and substantial
risk that compliance with the DAR by the Department would
have such prejudicial effect.  The Department received the
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Report for information, and had studied it for administrative
purposes. Their conclusion was that nothing in the Report
was sensitive to the operation of the law enforcement
body and there was nothing in the Report not known to
the complainant.

The AAB did not see why the Department had to rely on the
law enforcement body's objection to refuse the DAR made
to themselves as a data user. If they relied on section 58(1)
to decline the DAR, they should provide their own justifications
for so doing and not the justifications of another data user
who was not a party to the DAR.  Where data held by a body
for the purpose of prevention or detection of crime were
released to another person for a different purpose, the latter
did not hold the data for the same purpose as the former. In
that case, the body responsible for prevention or detection
of crime had to have regarded it safe to release the data,
otherwise, they would not have done so in the first place,
particularly when they did not retain control of the use of the
data by the person to whom the data had been released.
That being so, the AAB did not think that section 58 intended
that access to the data held by the latter by the data subject
should be denied on the ground that the release would be
likely to prejudice the prevention or detection of crime, etc.

The AAB’s Decision
The AAB upheld the Privacy Commissioner’s decision and
dismissed the appeal.
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Employee’s application of outside work refused
by employer — employee  complained to a statutory
body — employer supplied the employee’s sick leave
certificates to the statutory body in support of the
decision made — sick leave records collected for
human resources purposes — disclosure to the
statutory body consistent with the purpose of
collection — DPP3

(AAB APPEAL NO.32/2005)

The Complaint
The complainant suffered past injuries in the course of his
employment.  He applied to his employer for permission to
engage in two part-time jobs.  His application was refused by
the employer after considering his sick leave records and
found that he had not fully recovered from his injuries.
Dissatisfied with the refusal, the complainant lodged a
complaint with a relevant statutory body (“the statutory body”).
Enquiries were raised by the statutory body with the employer
who in response furnished it with the sick leave records of
the complainant covering periods prior to the alleged injuries.
The complainant accused the employer of supplying more
personal data than requested by the statutory body and that
disclosure was contrary to the original purpose of collection.
A complaint was filed with the Privacy Commissioner.

Findings of the Privacy Commissioner
The Privacy Commissioner found that personal data of the
sick leave records of the complainant were collected by his
employer for the purpose of human resources management.
The use of such data in considering his application for part-
time employment was for a purpose directly related to the
purpose of collection in compliance with DPP3.  Since the
complainant lodged a complaint against his employer to the
statutory body, the Commissioner decided that his employer
was entitled to disclose the data considered by it in coming
to the decision to the statutory body and refused to investigate
this complaint pursuant to section 39(2)(d).  Dissatisfied
with the decision of the Privacy Commissioner, the
complainant lodged an appeal to the AAB.

The Appeal
In his appeal, the complainant further alleged that since the
sick leave records also contained the medication prescribed
to him, the disclosure was not necessary.  The Board
emphasized that it was only concerned whether there was
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any contravention of DPP3.  Having considered the purpose
of collection of the personal data of the complainant contained
in the sick leave certificates by his employer which was clearly
for human resources management, the Board found no
contravention of DPP3 in the using of his medical records in
determining the application for part-time jobs and the
subsequent disclosure to the statutory body in response to
the complainant’s complaint on the decision made by the
employer.  The Privacy Commissioner was found not to have
erred in not asking for copies of the sick leave certificates
before coming to his decision as the complainant did not
complain about the disclosure of medication prescribed to
him in his complaint nor did he supply the Privacy
Commissioner with copies of the sick leave certificates in
support of his complaint.

AAB’s Decision
The appeal was dismissed.
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The disclosure of a teacher’s personal data (her
divorce status)  by the Headmistress of  a
kindergarten — disclosure without the teacher’s
consent — Headmistress apologized letter to the
Privacy Commissioner — undertaking by the
Headmistress to comply with DPP3 in future —
discretion of the Commissioner under section
39(2)(d)

(AAB APPEAL NO.38/2005)

The Complaint
The complainant complained against the Headmistress of
the kindergarten in which she was working as teacher for
disclosure without consent of her personal data, namely her
divorce status to her colleagues.   The Headmistress admitted
having disclosed the personal data to a substitute teacher at
the time when the complainant requested for sick leave.  The
complainant did not agree that the disclosure was made to a
substitute teacher but to other workmen of the kindergarten.

Findings of the Privacy Commissioner
The Privacy Commissioner conducted preliminary inquiry into
the complaint.  The Headmistress admitted disclosure to a
substitute teacher.  The complainant however insisted that
the disclosure was made to other workmen of the
kindergarten.  No matter the identity of the third party to
whom the disclosure was made, the Privacy Commissioner
was of the view that DPP3 of the Ordinance was applicable
to determine the legitimacy of the disclosure.

The Privacy Commissioner found that the personal data of
the complainant had been collected by the Headmistress for
human resources purposes related to her employment.  The
subsequent disclosure thereof, whether to a substitute teacher
as alleged by the Headmistress or to other workmen as alleged
by the complainant, was not directly related to the original
collection purpose, hence not consistent with DPP3.

Being informed of such preliminary view, the Headmistress
apologized to the complainant in her letter to the Privacy
Commissioner and undertook not to further disclose the
complainant’s personal data in the future.  On the basis of
the undertaking and of the view that further investigation
would not yield to better result, the Privacy Commissioner
refused to carry out further investigation pursuant to section
39(2)(d) of the Ordinance.  Dissatisfied with the decision,
the complainant appealed to the AAB.
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The Appeal
The complainant abandoned her appeal at the hearing.  The
Board considered that the purpose of carrying out an
investigation of the complainant’s complaint was to find out
whether the Headmistress had contravened the requirement
of the Ordinance and if so, to consider taking appropriate
measures to prevent repetition of the breach.  The
Commissioner’s preliminary inquiry confirmed the
Headmistress’ contravention and she had undertaken to abide
by the rules, hence the purpose of investigation completed.
The purpose of the Ordinance was to reduce the possibility
of infringement of privacy in order to protect personal data.
The purpose of the Ordinance was not to punish the data
user who infringed the Ordinance nor did the Ordinance
confer such power of punishment to the Privacy
Commissioner.  Even if the complainant had suffered any
damages as a result of disclosure of her divorce status, the
Commissioner had no power to handle any such claim, or to
require the Headmistress to apologize to anybody.  However,
the Headmistress did in her letter of undertaking expressed
her apology and her willingness to apologize to the
complainant in person.  All these revealed that she would be
careful in her future handling of staff personal data to avoid
any contravention of the Ordinance.

The AAB agreed that the Privacy Commissioner had the
discretion to refuse investigation under section 39(2) and
the Board would not intervene as long as the decision was
reasonable, legal and in accordance with prescribed
procedures.  The discretion of the Commissioner was found
by the Board to have been reasonably exercised, the appeal
should hence be dismissed.

The AAB’s Decision
The complainant abandoned the appeal and the AAB found
that the appeal should in any event be dismissed.
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