B . .=
The Hong Kong Polytechnic University: MSc in Tourism Marketing
The Professor of A Day —

Data Privacy - the Law and Ethics i

3 April 2020 | Polytechnic University, Hong Kong ——

S’rephen Kcu -yi WONG Barrls’rer
o | Privacy Commissioner for Personal Data,
= | | Hongkong, China

s 1 :\ &

jobyef) 2= B}

o L\SJ — v - SN =~ T
| - "y : Al N e ]

BREARNALBESAE

Privacy Commissioner
for Personal Data, Hong Kong




Multiple data security incidents involving travel agencies in 2017 - 2018
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‘B South China Morning Post l SIGN IN/UP Q =

Hong Kong / Transport

Personal data of 9.4 million passengers of
Cathay Pacific and subsidiary leaked,
airlines say

- Information consists of passengers’ names, nationalities, dates of
birth, identity card numbers and historical travel details

- Suspicious activity detected in March, prompting a cybersecurity

investigation — but IT lawmaker questions why carrier waited till S ig n ifi ca nt d ata b rea C h

now to disclose breach

Q in 2018 of a Hong Kong
based airline

-
N
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Source: https://www.scmp.com/news/hong-
kong/transport/article/2170076/personal-data-some-94-
million-passengers-cathay-pacific-and 3
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Significant data breach incidents in International Hotel Franchises in

@he Washington Post 2016 a nd 20 18 @IEEH- OELBa
Privatanwender >

Business
Marriott discloses massive data breach Produkte  loT-Sicherheit Informationen  Support  Partner  Uber uns
affecting up to 500 million guests Kontak:  Q

Nachrichten zum Thema Sicherheit »  Cyber Attacks > 250 Hyatt Hotels Across 50 Countries Hit by Data Breach

250 Hyatt Hotels Across 50
Countries Hit by Data Breach

15 Januar 2016 nn

] [} . .
/ / Last Thursday, Hyatt announced that it discovered
/‘ malicious software in about 250 of its hotels’ payment Web Skimming
) L Ly \ processing systems (mainly at its restaurants) that may
Marriott International said on Nov. 30 its Starwood Hotels brand's reservation database was breached by an have compromised customers’ credit and debit card ! g::;gfr:;t_:in

Attack on Blue

unauthorized party that had access since 2014. (Reuters) . .
details. According to Hyatt, the malware was present from Software Users
By Taylor Telford and Craig Timberg AUgUSt 13 to December 84 2015. Drilling Deep: A
Dec. 1, 2018 at 2:03 a.m. GMT+8
Source: https://www.washingtonpost.com/business/2018/11/30/marriott-discloses- Source: https://www.trendmicro.com/vinfo/de/security/news/cyber- 4
massive-data-breach-impacting-million-guests/ attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach

fs

SREAGHLBESLE

Privacy Commissioner
for Personal Data, Hong Kong



https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.washingtonpost.com/business/2018/11/30/marriott-discloses-massive-data-breach-impacting-million-guests/
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach
https://www.trendmicro.com/vinfo/de/security/news/cyber-attacks/250-hyatt-hotels-across-50-countries-hit-by-data-breach

Personal data belongs to individuals k‘i

...how can personal data be better protected?
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Personal Data (Privacy) Ordinance
Cap 486, Laws of Hong Kong

Enacted in 1995 .

Protects individuals’ privacy in relation to
personal data

Created an independent Privacy
Commissioner for Personal Data

Covers the public (including the government)
and private sectors

Referenced to 1980 OECD Privacy Guidelines
and 1995 EU Data Protection Directive
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Six Data Protection Principles (DPPs)
of the PDPO
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Personal data must be collected in a lawful and fair way, for a
purpose directly related 1o a function/activity of the data user.

All practicable steps shall be taken to notify the data subjects of
the purpose of data collection, and the classes of persons to
whom the data may be transferred.

Data should be ry but not

Accuracy & Retention

@ e
Practicable steps shall be taken to ensure personal data s
accurate and not kept longer than is necessary to fulfil the

purpose for which it is used.

Personal data is used for the purpose for which the data s
collected or for a directly related purpose, unless voluntary and
explicit consent is obtained from the data subject.

7\

PREHTAE Security

FORHE 5 AR BT T T 09 200K - SRR A FOREAS A s

RSP AR - A - R - MR .

B

A data user needs to take practical steps to safeguard personal
data from unauthorised or accidental access, processing, erasure,
loss or use.

ZEW] BE Openness

00 P ¥ ST DR E) BT £ O 2 B R 20 DN DL PR W A R
o il A AT S S AR A Y A R S

NIk -

A data user must take practicable steps to make personal data
policies and practices known to the public regarding the types of
personal data it holds and how the data is used.

% 8% B¢ % 1F. Data Access €& Correction

FERLUG 0N A MR AT DD IO A RO 5 VIR BLA B A RERE A data subject must be given access to his personal data and to

ASANRE > A5OSR A E -

make corrections where the data is inaccurate.
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Amendments in 2012 - Strengthened Regulation on
Direct Marketing

* Provide prescribed information to individuals (e.g. kinds of
personal data to be used, types of goods & services)

e Obtain individuals’ consent

* Allow individuals to opt out

* Maximum penalties for contravention: fine of HKS1 million +
imprisonment for 5 years

2 {& B E] l
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International and local developments

The EU implemented
® GDPR in May 2018

High-profile data breaches in-* i
Hong Kong in recent years Ever-evolving
(e.g. CX, HKBN, REO, * technological landscape
TransUnion, doxxing)

™.

Call for PDPO
reform is loud

F PCPD.org.hk



The Government presented amendment directions for the PDPO
to Legislative Council in January 2020:

—
(J Mandatory data breach notification mechanism
(d Requirements on setting out data retention policy

(J Empowering PCPD to impose administrative fines and
increasing the level of criminal fines

(J Regulating data processors
d Expanding the definition of ‘personal data’

EI Regulating doxxing 10
o

) ﬁ- 3 Eﬂ
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Online Booking Platforms Use of Al, Robots, Chatbots to provide services

TRENDS IN TOURISM MARKETING
Um M\\, ¥

FaC|aI Recognition Kiosk for Check-in Personallsed recommendations .
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Review Marketing Influencer Marketing on Social Media

TRENDS IN TOURISM MARKETING

Remarketing Virtual Reality & Augmented Reality 12
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Challenges in Tourism Marketing

DATA SECURITY

More data about customers is collected

The industry possesses a treasure trove of

personal data-

» Name, passport number, credit card
number, travel history, location data.

And more activities have gone online

Information systems are not as strong as
those of the banking and healthcare
industries, and many of them may be legacy
systems which are susceptible to hacking.

TRANSPARENCY OF PRIVACY
PRACTICE

» What kinds of personal data are
collected by websites, service robots,
and chatbots?

» What are the intended uses of the
collected personal data?

» Who/what are the potential transferees
of the personal data collected?

SREAGRALRESLE
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Challenges in Tourism Marketing

CUSTOMERS’ CHOICES AND CONTROL COMPLIANCE WITH DIRECT

Innovative technology replaces traditional MARKETING REQUIREMENTS

ways of service in the industry, e.g.-
» facial recognition check-in;
» personalised ads and recommendations

For Remarketing, i.e. targeting those who

have interacted with your business in the

past-

» Personal data may have been collected
for non-marketing purposes

> for personal
data to be used for remarketing purposes

» The must be provided

Always provide customers a choice:

— The choice to use less privacy-intrusive
alternatives

— The option to opt-out from
personalised services

 PCPD] N Q’* E
| © @ SHEARHALBESNE
L & g“ 1l{%ivgcy Cor?gwis;sio':er .
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Challenges in Tourism Marketing

ETHICAL CONCERNS

Enabled by collecting data about the consumers,
e.g. via cookies on websites

According to research, over 80% of consumers feel
they have lost all control over how their personal
information is collected and used by companies

(Source: J.D. Power)
Could be considered unethical if data was collected
to adjust prices, and customers’ trust could be lost

E.g. “REUERA

G A& sEE» TSR
people.cn

AR "R RE . wEEEEFWL(rERRD

201804 524FA07:47 EE ARE-AEAE -1 >

FRE: AREE0RaE "7 . hEEGF FRREH

I,

HESER B R A DR ERE) HEER

TR ML ETE
BT HEEE
oEEMHAE.
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Challenges in Tourism Marketing

TRUSTWORTHINESS

» Consumers, especially millennial consumers, view that consumer-
generated content are more trustworthy than traditional
advertisements placed by brands

» 63% of consumers trust influencers over brands (Source: Edelman)
> lIssue of credibility with online reviews and influencers’ reviews:
online content may be easy to fabricate

SERBAGHLBRESLE
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The tourism and hospitality industry offers services to
overseas customers... _ - - -

Mainland:
various DP laws

M| Hong Kong:
PDPO

/-—-___——.\

\_____’/

(...and more)
17
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Offer goods & services/
Monitor online behaviour

Internatlonal busmesses in
Hong Kong

(even with no establlshments
in the EU)
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C’aﬂnﬂ@rma Consumer Privacy Act (CCPA)
] B Implemented: Jan 2020

Doing business
in California

International businesses in

: Hong Kong Extraterritorial effect: B ,
: (even with no establishments CCPA APPLIES

in California)

PCPD

SREAGHLBESLE
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Mainland of China - Cybersecurity Law

Came into force in June 2017

Data localisation requirements for personal information and important
data collected by operators of “critical information infrastructure” (CllI)
[Articles 31 and 37]

e “CllI”: e.g. financial, energy, telecom and information services, water,
transportation, public services, e-government and other key industries;

e Security assessment is needed if there is a real necessity to transfer out of
mainland China for business purposes

SREAGHLBESLE

Privacy Commissioner
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Measures for Security Assessment for Cross-border
Transfer of Personal Information (censultation Draft)

Issued by the Cyberspace
Administration of China
in June 2019

Legally binding when it
comes into force

Provides for requirements on security
assessment under Cybersecurity Law
article 37

Extends the requirements on security
assessment to all network operators (vs. Cll
operators under Cybersecurity Law)

Extra-territoriality:

Apply to: Organisations located outside the
mainland of China collecting personal
information of users in the mainland of China
via the internet or other means

Requirements: Fulfil obligations under the
Measures through their legal representatives
in the mainland of China

FERBAGHILBESNE
Privacy Commissioner
for Personal Data, Hong Kong




How may Cybersecurity Law affect Hong Kong businesses?

? G‘

”“ N
e Processing of personal Th en 4
data by a Hong Kong- ¢ Both the Personal

based business is Data (Privacy)
regulated by Hong * The processing also Ordinance and the
Kong’s Personal Data P 8 Cybersecurity Law

involves construction,
operation,
maintenance or use of
networks in the
mainland of China

(Privacy) Ordinance,
but not Mainland’s
Cybersecurity Law

may apply to the
processing activities

- e CLC has no explicit extraterritoriality
e  But be wary of collecting personal information
from individuals in mainland )
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Booklet: ‘Introduction to the Regulations in the Booklet: ‘European Union General Data
Mainland of China Concerning Personal Information and Protection Regulation 2016’
Cybersecurity Involved in Civil and Commercial Affairs’
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Case study:
Data breach of an airline based in HK affecting 9.4m passengers

Background

e Suspicious activities on its network detected in March 2018

e Data breach notification lodged to PCPD on 24 Oct 2018

¢ 9.4 million passengers from over 260 countries / jurisdictions /
locations affected

e Personal data involved consisted mainly of name, flight number and
date, email address, membership number, address, phone number

SREAGHILBESLE
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Case study:
Data breach of an airline based in HK (cont.)

PCPD’s investigation and findings

Investigation
focuses

Contraventions

|| DPP4: Data | Various data security failures (see following slides)
security
: y ]
i DPP2: I?ata | Not taking all reasonably practicable steps to erase
reteqtlgn unnecessary HK Identity Card No. of passengers
perio .

\9#* 2 l

] g Privacy Commissioner
, for Personal Data, Hong Kong

SREAGHLBESLE




Case study:
Data breach of an airline based in HK (cont.)

Date security failures include:

PCPD Enforcement
Notice issued

Risk alertness being low \'e‘“a

. Z i Operational
* Failure to have an effective personal data inventory measure failure_|

* Failure to apply effective multi-factor authentication to all remote access users

) {& 3 E] ] :
Gl ERBARHLBERAE
| Privacy Commissioner
f for Personal Data, Hong Kong




Case study:

Data breach of an airline based in HK (cont.)

BEME O News sport  Reel  Workiife  Travel = More - search Q

Technology

o The UK Information Commissioner's Office
Cathay Pacific fined £500,000 over customer

data protection failure (ICO) imposed the maximum pre-GDPR

© 4 March 2020 f ® YW [ < Share

financial penalty £500,000 on the airline in
Feb 2020 for failing to protect customers'
rrr i personal data as over 111,000 Britons were
RCIEIC affected.

Source: https://www.bbc.com/news/technology-51736857
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No. of Complaints received against Travel agencies,
Airlines, Hotels, Travel websites

180
160
140
120
*: includes 139 complaints
100 80 related to the incident of
30 leakage of passengers' personal
data by Cathay Pacific Airways.
60
40 31 28 24 **: includes 41 complaints
5 related to the suspected online
0 . . . disclosure of flight information
0 concerning "HK Police Football"
2015 2016 2017 2018* 2019** by a staff member of Cathay
Pacific Airways. 28
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))

Data Breach Notifications received from Travel

agencies, Airlines, Hotels, Travel websites

6
6
4
5
3 3

4

3

2

0

1

0
2015 W2016 w2017 m2018 m 2019 2o

]

J1 © HCEQ EEEAENLESEAS

@ Privacy Commissioner
for Personal Data, Hong Kong

sl A (<)



How may the indusiry improve their practices?

In PCPD’s inspection report on a travel agent published in Jan 2016-

4 N\

Background

* Travelling abroad is a favourite pastime in Hong Kong
* Over 1,700 licensed travel agents in Hong Kong

* Vast amount of customers’ personal data are collected and retained by travel agents (e.g.
name, passport details, date of birth, contact information, and credit card details)

* An inspection of the travel agent’s personal data system could help promote compliance
in the industry

< )
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How may the industry improve their practices? (cont.)

In PCPD’s inspection report on a travel agent published in Jan 2016 (cont.)-

/Minimise collection of personal data\

* |s there a need to collect the address
and HKID card number from a tour
customer who books a tour online?

* Is there a need to collect full D.O.B.
from loyalty programme members to
process the membership application

and the points earning/redemption?/

pe

Transparency

~

Devise a privacy policy statement
and make it available online.

Specify precisely the classes of
persons to whom tour customers’
personal data may be transferred.

Specify that there is no transfer of
loyalty programme members’

personal data to any other parties, if
that is the case. /
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How may the industry improve their practices? (cont.)

In PCPD’s inspection report on a travel agent published in Jan 2016 (cont.)-

Direct Marketing Practices

Relocate the tick
paper registration

box on the
form (for

customers to indicate objection to
the use of their personal data in

direct marketing)
prominent place.

to a more

/

-

Data Security Measures \

Formally document the administrative
measures to safeguard the sensitive
documents in transit.

Fully encrypt personal data transmitting
through the internet.

Review and improve the existing IT security
policy and IT governance to ensure its
comprehensiveness and integrity

Improve the data breach handling

guideline. 32

SREAGHLBESLE

Privacy Commissioner
for Personal Data, Hong Kong




There are some examples of good practices too!

v" Commitment to privacy management by assigning a high-
ranking management officer to oversee privacy matters;

v Only necessary data is collected from a customer when tour
services are booked at a branch;

v Timely destruction of documents containing personal data

v" Secure handling of sensitive documents

& Privacy Commissioner
for Personal Data, Hong Kong
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Accountability

(9

&)

Responsibility to put in place adequate
policies and measures to ensure and
demonstrate compliance

J

Rationale: Data users are in the best position to identify,
assess and address the privacy risks of their activities

% * l -
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PCPD’s Accountability Framework:
Privacy Management Programme (PMP)

FAFREIE R

Privacy Management Programme

* Voluntary accountability framework
* First published — February 2014
* First revision — August 2018
* Pledged organisations:
» All government bureaus and departments
» 37 commercial and public organisations
(e.g. insurance, telecommunications,
transportation, heath care, public utilities)
 PMP Manual for private sector published in 2019

SRBAERLRESLE
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PCPD’s Accountability Framework:
Privacy Management Programme (PMP)

Effective management of >
personal data

(Y Minimisation of privacy >

risks

Effective handling of data >
breach incidents

Demonstrate compliance and >

https://www.pcpd.org.hk/pmp/index.html accountabil |ty
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https://www.pcpd.org.hk/pmp/index.html
https://www.pcpd.org.hk/pmp/index.html

“Ethical Accountability Framework for
Hong Kong, China”

In collaboration with:

P ‘ . ™ Information
— 210003 . ,  Accountability
g Aou I L _ Foundation

tive e of the Privacy

f 2
ARGPQ“ pr epal s:l iy © for pctsona\ Dal

COLLABORATIVE POLICY INNOVATION

vork
del Assessment Frameé

]s,sandM" . ©
Analy > —— ° NS e \ﬁ
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EthiCS, l.aws, & Extended
ACCOU nta bility : Accountability obligation to

ensure compliance
with laws

Legal obligations,
usually based on
communal values

Communal values
shared by the public
in general, guiding
our daily living

SRBAERLRESLE
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PCPD’s Ethical Accountability Framework

Values

Assessments & oversights

SR EAGHALBERLE
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1. Respectful

e Be transparent
¢ Provide individuals with control

2. Beneficial

e Identify and assess risks and benefits to
all stakeholders

e Mitigate risks

¢ Avoid bias, discrimination and other
inappropriate actions

Ethical
Accountability
Framework

SREAGHLBESLE
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HKMA'’s circular on 3 May 2019

e To all authorized institutions

* Encourages them to adopt and
implement the PCPD’s ‘Ethical
Accountability  Framework’ in  the
development of fintech products and
services

https://www.hkma.gov.hk/media/eng/doc
/key-information/quidelines-and-
circular/2019/20190503e1.pdf
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HKMA'’s four ‘Guiding Principles on Consumer Protection in respect of Use
of Big Data and A/’ (issued Nov 2019)

3. Transparency and Disclosure -
4. Data Privacy and Protection -
4>

Informed/Inspired by PCPD's ‘Ethical Accountability Framework’

N

Some banks developing their own principles,
taking reference from those of PCPD and HKMA

1. Governance and Accountability

2. Fairness

SREAGRALRESLE
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PCPD co-chairs the
GPA Working Group on
Ethics and Data Protection
in Artificial Intelligence

RIGHT =
<« WRONG

Global Privacy Assembly
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Why is ethics so important?

Edelman Trust Barometer 2020

- Measures the average level of trust towards social institutions in a country

Trust is driven by both competence and ethical behaviour of institutions:

To drive trust, ethical
behaviours of an organisation
are 3 times more important

than its competence!

Ethical Behaviours

Competence

PCPD .
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Why is ethics so important? (cont.)

Edelman Trust Barometer 2018

- Consumers show concerns about data-driven marketing:

~50% respondents are not willing to sacrifice some of
their data privacy in return for a more personalised
\shopping experience

\

50%+ and 60%+ respondents think cross-site/cross-

device tracking and psychological profiling respectively
are either unfavourable or should be illegal

70%+ respondents view brands buying personal
information from another company the consumer does
\business with as unfavourable or should be illegal

J \_

High privacy expectation for brands: .
83% respondents think protection of privacy
and personal information is one of the most

important obligations for business

SREAGHLBESLE
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With heightened privacy expectation of
consumers...

Privacy Business
Compliance growth

il
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Stephen Kai-yi WONG, Barrister
Privacy Commissioner for Personal Data,
Hongkong, Ching
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