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Source: http://www.chinadaily.com.cn/global/2019-
10/15/content_37515552.htm#targetText=Chinese%20tech%20giant%20H
uawei%20Technologies,download%20data%20at%20superfast%20speeds 
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• Government allocated 
spectrum for 5G services 
to 4 mobile network 
operators in mid-Oct 2019 

 

• 5G services is expected to 
roll out in Q2 of 2020 

 
Source: https://www.fiercewireless.com/5g/hong-kong-
carriers-scoop-up-3-5-ghz-spectrum-at-5g-auction   3 
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Quicker connectivity 

Higher Bandwidth 

Lower Latency 

More Personal Data 
collected 

More privacy 
protection warranted 
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More IoTs, everywhere 



Introduction to Hong Kong’s 
Personal Data (Privacy) Ordinance 1 
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The Basic Law (1990) 

Freedom of 
speech, of the 

press and of 
publication, 

etc. [Article 27] 

Freedom and 
privacy of 
communication 
[Article 30] 
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Hong Kong Bill of Rights Ordinance 
(1991) 

Protection of privacy, family, home, 
correspondence, honour and reputation  

[Art. 14]   

(c.f. ICCPR Art. 17) 

Freedom of opinion and expression  

[Art. 16]   

(c.f. ICCPR Art. 19) 
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Personal Data (Privacy) Ordinance  
Cap 486, Laws of Hong Kong  
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• Enacted in 1995 
 

• Protects individuals’ privacy in relation to 
personal data 
 

• Created independent Privacy Commissioner 
for Personal Data 

 

• Covers the public (including the government) 
and private sectors 

 

• Referenced to 1980 OECD Privacy Guidelines 
and 1995 EU Data Protection Directive 
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Times have changed… 

• The world was using 2G 

• Huawei was an 8 years-old 
company, selling fixed line 
telephone equipment 

• Tech giants e.g. Alibaba, 
Google, Tecent, Facebook 
not yet founded 

  

• 5G is coming soon 

• Huawei’s smartphone 
shipment exceeded 
200million units in 2018 

• Tech giants are amongst 
the biggest and most 
valuable companies  

PDPO enacted 
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Legislative background  

Business 
Perspective 

• To facilitate business 
environment, maintain 
Hong Kong as a 
financial and trading 
hub 

Human Rights 
Perspective 

• Protect individuals’ 
personal data 
privacy 

Personal Data (Privacy) Ordinance (1995) 
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The OECD Guidelines 1980 
Organisation for Economic Co-operation and Development 

1st generation 
of data 

protection law 

Commonly 
used 

internationally  

Eight 
fundamental 

data 
protection 
principles 

11 



Eight principles under 
OECD Guidelines 

Collection 
Limitation 

Use 
Limitation 

Purpose 
Specification 

Data Quality 
(necessary and 

accurate) 

Openness 

Security 
Safeguards 

Individual 
Participation  

Accountability 
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1995 EU Data Protection Directive 

2nd generation of  
data protection law 

Set out the model 
legal framework for  

all EU 
national laws  

 

Replaced by GDPR  
in 2018  

(3rd generation of 
data protection law) 
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• Implement appropriate 
technical and organizational 
measures 

• Sufficient guarantees in respect 
of data security provided by  
data processor 

• Data processor must be 
governed by a contract 
 
 

 

 
 

• Right of access 
• Right to rectify  
• Right to object processing 

 
 

 
 

• Identity of the controller 
• Purposes of the processing  
• Recipients or categories of 

recipients of the data 
• Obligatory or voluntary provision 

of data 
 

 
• Fairly and lawfully processed 
• Collected for specified, explicit 

and legitimate purposes 
• Adequate, relevant and not 

excessive  
• Accurate  
• Kept no longer than necessary 

 

1995 EU Data Protection Directive 

Security of 
processing 

Data Quality 

Purpose 
Specification 

Rights of 
data subject 
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HK: Personal Data (Privacy) Ordinance (1995) 

OECD 
Guidelines 

1980 

1995 EU 
Directive 

PD(P)O 
Adopt all OECD 

Principles 
except 

Accountability 
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PDPO vs OECD Guidelines vs 1995 EU Directive 
PDPO OECD Guidelines 1995 EU Directive 

Collection Limitation √ √ √ 

Data Quality (necessary for the 
purposes and accurate) 

√ √ 
 

√ 
 

Use Limitation √ √ √ 

Purpose Specification √ √ √ 

Openness √ √ √ 

Security √ √ √ 

Individual Participation  √ √  √ 
 

Accountability X √ X 16 



“Personal data” (個人資料) means any data - 

(a) relating directly or indirectly to a living individual; 

(b) from which it is practicable for the identity of the individual to be 

directly or indirectly ascertained; and 

(c) in a form in which access to or processing of the data is practicable. 

 

“Data” (資料) means any representation of information (including an 

expression of opinion) in any document.  

Definition of “Personal Data” under PDPO  
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https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg


The “Octopus Incident” 2010 
• Found to have 

profiteered from 
sales of membership 
data to insurance 
companies for direct 
marketing without 
consent 

• CEO stepped down 

• PDPO amended 
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Amendments in 2012 – Strengthened Regulation on 
Direct Marketing 

20 

• Provide prescribed information to individuals (e.g. kinds of 

personal data to be used, classes of marketing subjects) 

• Obtain individuals consent 

• Allow individuals to opt out 

• Maximum penalties for contravention: fine of HK$5 million + 

imprisonment for 5 years 



S.58 

Crimes, etc. 

S.60B 

Legal 
proceedings 

S.61 

News 

S.52  

Domestic 
purpose 

S.62 

Statistics and 
research 

21 
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Enforcement Powers of PCPD  

22 

 

 

 

 

 

 

 

 
Obstruction to the exercise of the Privacy Commissioner’s investigation 
power is a criminal offence. 

General 
powers of 

investigation 

Be 
furnished 

with 
information 

Enter 
premises 

Hold 
hearings 

Summon 
witnesses 
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Enforcement Actions 
 

• Serve enforcement notice on the relevant data user 
directing the data user to remedy, and if appropriate, 
prevent any recurrence of  the contravention 
 

• Non-compliance with an enforcement notice is a criminal 
offence (maximum fine HK$50,000 and imprisonment for 
2 years, and a daily fine of HK$1,000 in case of a 
continuing offence) 

Enforcement Powers of PCPD  
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Criminal Investigation and Prosecution 

 
• The Privacy Commissioner does not have criminal 

investigation power 
 

• Referral to the Police for criminal investigation and 
prosecution by the Department of Justice where 
appropriate 

 

Enforcement Powers of PCPD  
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Civil Claims for Compensation 
 

• An individual who suffers damage, including injury to 
feeling, by reason of a contravention of the PDPO in 
relation to his personal data, is entitled to obtain 
compensation from the data user concerned 
 

• The Privacy Commissioner may grant legal assistance to 
the aggrieved individual 

Enforcement Powers of PCPD  
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1,741 
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Data breaches reported to PCPD 
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Year 
Affected Data 

Subjects 

2018 9.8M+ 

2017 3.9M 

2016 104K 

2015 871K 

2014 47K 

2013 90K 



In 2018, data of 1.4 billion people around the world 
were compromised  

…Data breach is a “new norm” 
30 



IT is 
increasing 
integrated 

into business 
operations 

Increase in 
sophistication 

of hackers 

(Hacking as a 
Service, or 

HaaS, 
emerges) 

Cyberattack is 
not “if” but 

“when” 
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Background 
 

Case study:  
  Data breach of an airline based in HK affecting 9.4m passengers 

  
• Data breach notification lodged to PCPD on 24 Oct 2018 

  
• Unauthorised access to airlines information systems 

  

• 9.4 million passengers from over 260 countries / jurisdictions / 
locations affected 

• Personal data involved consisted mainly of name, flight number and 
date, email address, membership number, address, phone number 

32 



PCPD’s investigation and findings 
 

Case study:  
  Data breach of an airline based in HK affecting 9.4m passengers 

Investigation 
focuses 

Data security 

Data retention 
period 

Contraventions 

Various data security failures (see next slides)  

Not taking all reasonably practicable steps to erase 
unnecessary HK Identity Card No. of passengers 

33 



Date security failures include: 

• Risk alertness being low 

• Vulnerability scanning exercise at a yearly interval (too lax) 

• Failure to identify and address the commonly known exploitable vulnerability 

• Failure to have an effective personal data inventory  

• Failure to apply effective multi-factor authentication to all remote access users 

Operational 
measure failure 

Case study:  
  Data breach of an airline based in HK affecting 9.4m passengers 

34 



PCPD’s enforcement action 
 

Case study:  
  Data breach of an airline based in HK affecting 9.4m passengers 

Enforcement 
Notice 

Engage independent data 
security expert to 
overhaul systems 

Implement effective multi-
factor authentication for 

remote access 

Conduct effective 
vulnerability scans 

Engage independent data 
security expert to review / 

tests system security  

Devise clear data 
retention policy, specify 
retention period(s) and 

ensure effective execution 

Completely obliterate all 
unnecessary HKID Card 

numbers 
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Challenges in the digital age 2 

36 



Source: China Consumers’ Association ‘Report on Personal Data Leakage from APPs’ (August 2018) 

87% 

62% 
48% 39% 39% 

25% 

Location
Data

Contacts Call Record SMS Record Webcams Microphone

What data do APPs ask 

permissions for? 

67.2% respondents 
think smartphone APPs 
collect unnecessary 
personal information 
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• Making the least privacy-friendly settings as the default 
settings  

• Making the alternative privacy settings difficult to navigate 
• Using eye-catching buttons for less privacy-friendly options 
• Emphasize the positive aspects of less privacy-friendly 

options, glossing over potential privacy risks 
• Falsely claim that not accepting the default option would 

affect the functionality 

Source: Norwegian Consumer Council – “Deceived by Design” (June 2018) 

Apps used “dark patterns” to discourage 
users from exercising their privacy rights:  

38 



Source: https://www.reuters.com/article/us-uber-privacy-idUSKCN1B90EN (29 Aug 2017)  

 In 2016, after an update of its app, 
Uber started asking for permission to 
track customers’ location even after 
their rides. 
 

 After facing backlash, Uber restored 
users’ ability to share location data 
only while using the app in 2017. 

39 



 Hidden facial detection cameras installed inside of 
advertising light boxes, in large malls in Australia and 
Newland, for mall runners to analyse the customers 
and deliver personalised advertisement.  

 They run without obtaining consent from customers 
prior. 

Source: https://www.news.com.au/finance/business/retail/westfield-
is-using-facial-detection-software-to-watch-how-you-shop/news-
story/7d0653eb21fe1b07be51d508bfe46262  (19  Oct 2017)  40 



Source: Daily Mail (24 Mar 2018)  

 A user of the Amazon smart home 
speaker found out that the voice 
assistant ‘Alexa’ recorded and 
sent out a private conversation 
to her contacts. 

 The speaker woke up due to a 
word in background conversation 
sounding like the wake word 
“Alexa”. Then the subsequent 
conversation was heard as a 
command "send message". 

41 



More data collected in the digital age, more 
needs for outsourcing data processing 

There may be unknown/little control over 
data storage locations 

Outsourcing arrangements may be rapidly 
changing or loose 

Amplifying privacy and security risks 
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Source: https://www.zdnet.com/article/re-identification-possible-with-australian-de-identified-medicare-and-pbs-open-data/  

 A team of academics at the University of 
Melbourne were able to re-identify a 
publically available anonymised dataset 
consisting medical billing records 

 By linking unencrypted parts of the 
record with publicly known information, 
the team re-identified 7 prominent 
people 

 The dataset contained records of 2.9 
million people 
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– some examples in Hong Kong: 

Source: SCMP (29 Nov 2018; 18 Apr 2018), HKFP (9 Apr 2019) 
44 



  
Vision of 5G: always available, anytime, anywhere 

  

Ubiquitous connection = continuous tracking and monitoring of 
individuals via smartphones, IoTs, and use of services 

  

More IoTs connected to 5G networks, but IoT devices generally have lower 
security standards, making the risk of data breach higher 

5G signal ranges are shorter, meaning more cell site may have to be built, 
which makes the tracking of individual’s location more precise than before 

45 



Possible reforms of the PDPO in 
light of digital challenges 3 
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(1) Expand the definition of ‘personal data’ 
under PDPO: 

Possible amendments to PDPO in response to ICT 
developments: 

Personal data may include: 
• Information practicable to ascertain an identity (direct/indirect); and 

• Information relating to an identifiable person 

 

47 



Definitions of “personal data” 
PDPO Overseas (e.g. AU, CA, EU) 

 
 
 
 

 
 
 
 

Criteria:  
• Practicable to ascertain identity 

Criteria:  
• Relating to or about an identifiable 

individual 

Meaning:  
• Knowing who a person is 

Meaning:  
• Able to single out a person, not necessarily 

knowing who the person is 

Result: 
• Narrower scope of personal data and less 

protection to privacy 

Result: 
• Wider scope of personal data and stronger 

protection to privacy 
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(2) Additional regulation on the retention of 
personal data  

Possible amendments to PDPO (cont.) 

• Disclose personal data retention policy 
• Stipulation of maximum retention period 

49 



(3) Regulate data processors directly 

Possible amendments to PDPO (cont.) 

Data processors’ obligations on:   
• retention period of personal data 
• security of personal data 
• notification to data users of data breaches 

without undue delay 
 50 



(4) Mandatory Breach Notification 

Possible amendments to PDPO (cont.) 

• Notify both the PCPD and the impacted individuals 
• High threshold for breach notification – “real risk of significant 

harm” to individuals  
• Set time limit – e.g. 5 days for notifying PCPD; ‘as soon as 

practicable’ for notifying individuals 
• Allow for investigation period for ‘suspected breach’ before 

notification 
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(5) Accountability Principle 

Possible amendments to PDPO (cont.) 

• Include accountability principle in PDPO 
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(6) PCPD’s Powers 

Possible amendments to PDPO (cont.) 

Confer additional powers on the PCPD to: 
• Conduct criminal investigations/prosecutions 
• Impose administrative fines 
• Make prohibitive orders 
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Intimidating 
message online: 
“Get prepared 
to pick up with 
a linen bag 
after school” 
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 Give the PCPD powers to conduct criminal investigation and prosecution 
of criminal offences 

 Allow PCPD to apply to court for injunction stopping doxxing 

 Amending the scope of protection to include platforms and webpages that 
have relatively close connection to Hong Kong 

 Give the PCPD powers to directly issue prohibitive orders to relevant 
social media platforms and website (e.g. take down doxxing posts, provide 
personal data of those posting doxxing messages)  
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The roles of the PCPD 4 
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Compliance 

Accountability 

Ethics/ 
Trust/ 

Respect 

Engaging 

Incentivising 

 
Privacy-
friendly 
Culture 

PCPD’s Roles – Enforcer + Educator + Facilitator 

PCPD’s Strategic Focus 

Fair Enforcement  
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Data Ethics and Trust 

Data 

Ethical 
Obligations 

Consumers Businesses 
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Data Ethics 
2017 

2018 

2019 
Ethics on AI - 

First being 
discussed at the 
ICDPPC meeting 
held in Hong 
Kong 

“Declaration on Ethics and Data 
Protection in Artificial Intelligence” 
made by the ICDPPC in Brussels 

 

“Ethical Accountability Framework for 
Hong Kong, China ” published by PCPD 

“Ethics Guidelines for 
Trustworthy AI” 
issued by the 
European 
Commission 
 ICDPPC Permanent Working Group on 

Ethics and Data Protection in AI 
established (co-chaired by CNIL, EDPS 
and PCPD/HK) 
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PCPD’s Ethical 
Accountability 
Framework (2018) 

 

Values 

Principles & 
Policies 

Assessment & 
Oversights 

Respect 
Fair 

Beneficial 
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• To all authorized institutions 

• Expressing support to PCPD’s concept of data 
ethics and stewardship 

• Encouraging adoption of PCPD’s Ethical 
Accountability Framework in development of 
Fintech in order to- 
o Address privacy concerns of customers 
o Enhance customers’ trust in using Fintech 

https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190503e1.pdf 61 



ICDPPC Declaration on Ethics and Data Protection 
in Artificial Intelligence (October 2018):  

Six Core Principles Fairness 
principle 

Systems 
transparency 

and 
intelligibility 

Empowerment 
of every 

individual 

Reducing 
biases or 

discriminations 

Ethics by design 

Continued 
attention 

and vigilance 

62 



EU’s “Ethics Guidelines for Trustworthy AI” (2019) 
7 key requirements: 
 
1. Human agency and oversight 
2. Technical robustness and safety 
3. Privacy and data governance 
4. Transparency 
5. Diversity, non-discrimination and fairness 
6. Societal and environmental well-being 
7. Accountability 
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• World’s first international standard for 
managing privacy information 

• Building on ISO 27001 and ISO 27002 
• Assisting in compliance with personal 

data protection laws 
 

• Four core parts: 
 Personal information management system 
 Information security techniques and good 

practices 
 Guidance for PII controllers (i.e. data users) 
 Guidance for PII processors (i.e. data 

processors) 
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A Framework for driving  better privacy 
engineering and help organizations 
protect individuals’ privacy by- 

 
 building customer trust; 
 fulfilling compliance obligation; 
 facilitating communication on privacy; 

and practice with stakeholders. 

“NIST Privacy Framework: A Tool 
for Improving Privacy Through 
Enterprise Risk Management” 
(Draft as in Sep-2019) 
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Download our publications 
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Contact Us 
 Hotline 2827 2827 

 Fax       2877 7026 

 Website  www.pcpd.org.hk 

 E-mail enquiry@pcpd.org.hk 

 Address 1303, 13/F, Sunlight Tower,  

                            248 Queen’s Road East,  

  Wanchai, HK 
Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 

and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   

For details, please visit creativecommons.org/licenses/by/4.0. 
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