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Ethics,
Laws, &

Accounts

Accountability

Ethics

Extended obligation to
ensure compliance with
laws

Legal obligations, usually
based on communal
values

Communal values
shared by the publicin
general, guiding our
daily living
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Accountability

Responsibility to put in place adequate
policies and measures to ensure and
demonstrate compliance

—

Rationale: Data users are in the best position to
identify, assess and address the privacy risks of
their activities

F PCPD.org.hk



Personal Data (Privacy) Ordinance, Chapter 486 of
the Laws of Hong Kong (1995)

No general accountability requirement

Some elements of accountability, i.e. “all practicable

steps” shall be taken to ensure personal data is-
1 =

» accurate [DPP 2(1)]
» not retained longer than necessary [DPP 2(2)]
> protected against data security incidents [DPP 4(1)]
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PCPD’s Accountability Framework:
Privacy Management Programme (PMP)

orivacy me A, e * Voluntary accountability framework
e First published — February 2014
* First revision — August 2018
* Pledged organisations:
» All government bureaus and departments
» 37 commercial and public organisations
(e.g. insurance, telecommunications,
transportation, heath care, public utilities)
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Accountaniint)
Jramework

Training & awareness
Monitoring & verification

Responses & enforcement



PMP - Main Components

1. Organisational Commitment

1.3
Establishment of
Reporting
Mechanisms

1 | 1.2
Buy-in from the Appointment of
DPO
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PMP — Main Components

)

p 2.2 2.3
Personal Data Personal Data Risk Assessment
Inventory Policies Tools

2.7
Communications
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PMP - Main Components

3. Ongoing Assessment and Revision

3.1 3.2
Development of Oversight & Assessment & Revision of
Review Plan Programme Controls
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Data ethics

A multi-stakeholder approach in personal
data protection...

1

e

|
...with due consideration and respect for the

rights and interests of all stakeholders,
including individual data subjects and society
as a whole
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Data ethics

~

e-emphasise
conformity to
ethical,
communal
values in the
whole data

\Iifecycle )

Accountability /R
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Data ethics Rights and interests of stakeholders include:

L
Right to

Right to Freedom of equality and

privacy expression ~ hon-
discrimination

Freedom of ot Right to
thought explanation
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i

Ethics on Al -

First being
discussed at the
ICDPPC meeting
held in Hong
Kong

Data Ethics

“Ethical Accountability Framework for
Hong Kong, China ” published by PCPD

“Declaration on Ethics and Data
Protection in Artificial Intelligence”
made by the ICDPPC in Brussels

ICDPPC Permanent Working Group on
Ethics and Data Protection in Al
established (co-chaired by CNIL, EDPS
and PCPD/HK)

“Ethics Guidelines for |
Trustworthy Al”
issued by the
European
Commission
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Ethics on Al first discussed in Hong; Kon
(2017) .
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‘ Conference

of Data Protection and
Privacy Commissioners

25-29/9/2017 Hong Kong

“Data users need to add value beyond just complying with the
regulations. Discussions about “New Digital Ethics”, the relevant
ethical standard and stewardship have already begun. Surely the
deliberations will go on. In the not far away future, we may come up

with an “Equitable Privacy Right” for all stakeholders.”
Stephen Kai-yi Wong
Opening speech at 39t ICDPPC (2017)

PCF'D
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Ethical
Accountability
Framework

Principles &
policies

Assessments &
oversights

16
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== 1. Respectful

e Be transparent
¢ Provide individuals with control

2. Beneficial

e |dentify and assess risks and benefits to
all stakeholders

e Mitigate risks

¢ Avoid bias, discrimination and other
inappropriate actions

Ethical /
Accountability /%
Framework /

17

BEREAERNLESERE

Privacy Commissioner
for Personal Data, Hong Kong




Ethical
Accountability
Framework

Principles &
policies

Principle: An expression of Values in

business context

» e.qg. Fair principle: No customer should
be excluded from banking services by
inaccurate profiling and KYC

Policy: Translation from Values into

enforceable procedures

» e.g. Fair policy: Automated
decisions are subject to human
review if they produce negative
impact on customers
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Ethical
Accountability
Framework

1. Ethical'Data Impact Assessment

e |dentify & assess the impact of data
processing activities on all
stakeholders

e Mitigate negative impacts

2. Process Oversight

e Independent assessment on the

integrity and effectiveness of an
Assessments & organisation’s data stewardship

oversights programme

19
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- P— - ) 1 ) (= r r V- 5
Data Ethics - Implementation Privacy
by
Step 1: Analyse the business objective and purpose of the data Design

processing activity

Step 2: Assess the nature, source, accuracy and governance
of the data

Step 3: Conduct impact assessment, i.e. risks and benefits to

the individuals, the society and the organisation itself

Step 4: Balance between expected benefits and the
mitigated risks to all stakeholders

F PCPDorG AR
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Process Oversight — Questions to Consider

Are the accountability and responsibility of data stewardship clearly defined?

Are the core values translated into principles, policies and processes?

Does the organisation adopt “ethics by design”?

Are Ethical Data Impact Assessments properly conducted?

Are internal reviews conducted periodically?

Are there any feedback and appeal mechanisms for the individuals impacted ?

Is there any mechanism to ensure the transparency of the data processing activities?

PCPDorghk



HKMA'’s circular on 3 May 2019
e To all authorised institutions %

e Encourages adoption and Hong Kong
implementation of PCPD’s Ethical Monetary
Authority

Accountability Framework in the
development of fintech products and

services
https://www.hkma.qgov.hk/media/enq/doc/key-information/quidelines-
and-circular/2019/20190503e1.pdf

\ﬁ*
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https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190503e1.pdf
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https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190503e1.pdf

ICDPPC Declaration on Ethics and Data Protection
in Artificial Intelligence (October 2018):
Six Core Principles

Reducing
biases or
discriminations

Empowerment
of every
individual

Fairness
principle

Continued
attention
and vigilance

N\

Systems
transparency
and
intelligibility

Ethics by design
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PCPD’s Roles — Enforcer + Educator + Facilitator
PCPD’s Strategic Focus

Fair Enforcement

Privacy-
friendly
Culture

et '¢ >

Incentivising
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Incentivising
& Engaging
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A Balancing
Exercise

- Individuals’ Right
- Country’s Interest

- Data Protection
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Takeaways

Trust is essential for a healthy and sustainable digital ecosystem
S A
Legal compliance is a basic obligation
S 4

Accountability and ethics are necessary for trust-building, and
hence business success in digital age

Regulators should incentivise accountability and ethics by sticks
and carrots
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Download our publications

* nformation ~3=
y rE?LTSL‘ﬂ‘dm-g F o R Tl
P"P‘C‘?“‘qu o g Privacy Management Programme \\'5,;9
EEfTERAES ~
A Best Proctice Guide

Ethical Accountability Framework for
Hong Kong, China

A Report prepared for the Office of the Privacy
Commissioner for Personal Data
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Contact Us
driee BT O Hotline 2827 2827
- O Fax 2877 7026
J Website  www.pcpd.org.hk
J E-mail enquiry@pcpd.org.hk
J Address 1303, 13/F, Sunlight Tower,

248 Queen’s Road East,
Wanchai, HK

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to shareg
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.
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