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Today’s presentation will cover...

e an overview of the Personal Data (Privacy)
Ordinance

e several real life examples of personal data
incidents

e accountability principle in personal data
protection, and the Privacy Management
Programme

e key impact of the EU GDPR 2018
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Personal Data Protection Landscape in Asia
apan - 2003

S. Korea - 2011
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Macau - 2005
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Overview of
Personal Data (Privacy) Ordinance
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Personal Data (Privacy) Ordinance

* Single and comprehensive \
legislation

e Covers the public
(government) and
private sectors
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Personal Data (Privacy) Ordinance

e Enacted in 1995

e Core provisions came into effect on 20 December
1996

e Personal Data (Privacy) (Amendment) Ordinance
2012 effective from 1 October 2012 except for
“direct marketing” and “legal assistance” which
took effect on 1 April 2013
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What is personal data

“Personal data” ({fE] AE ) means any data -
(a) relating directly or indirectly to a living individual;
(b) from which it is practicable for the identity of the

individual to be directly or indirectly ascertained;
and

(c) in a form in which access to or processing of the
data is practicable.

“Data” ( & 1 ) means any representation of
information (including an expression of opinion) in any
document
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Examples of Personal Data used in
everyday life

* A person’s name, telephone number, address, sex,
age, occupation, salary, nationality, photo, identity
card number, medical record, etc.
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The Six Data Protection Principles (DPPs)

PCPD.org.hk
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Data Protection

Principles
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Wl H iy & )5 A& Collection Purpose & Means ¢
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Tersgmal data must be collected in 3 lawhal and Fair way, for 2
purpase directly related to 3 function/activity of the data user

All practicable sleps shall be Laken Lo nolily the data subjects of
the purpose of data callection, and the dasses of pesars to
whom the dats may be trarsfermed,

Tata rallected should he necessary but not excessive,
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Persanal data s accurate and is hot kept for a pericd konger than
is mecessary to fulhill the purpose for which it s used.

{1 Use

A A 9B PR PR e e i S 0
e T 8] E AR 04 A 1 00 0 1

T

Persanal data s wed for the purpose for which the data s
wollected or for a directly lated purpose, urless valuntary and
explicit consent is obtaived from the data subject.
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PREERTHL Security
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FEBH A AR R . SRR FER R R RS A data wier needs (o take practical steps (o safeguard persanal

data from unauthorised or accidenial access, processing,
crasure, loss or use,

BWIBE Openness
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A data wser must make known o the public (s personal data
policies and practices, types of personal data it holds and how
the data is used,
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Fr 8 B W 1 Data Access £ Correction
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A data subject must be given acoess 1o his persoral data and o
make coreetions whene the data s inaccurate,
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Offiee of the Privacy Commissioner

for Persensl Dats, Hong Keng
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https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg

Principle 1 - Purpose and Manner of Collection

« Must be related to the data user’s
(i.e. organisation’s) functions or activities

- Data collected should be adequate but J/
not excessive L

\ J

- The means of collection must be lawful and fair

- Notify data subjects of collection purposes and to
whom data will be transferred
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Principle 2 - Accuracy and duration of retention

* Data users shall take all practicable
steps to ensure the accuracy of
personal data held by them, and
destroy data after the purpose of
use is satisfied — reasonable time

S
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Principle 3 — Use of personal data

* Personal data shall not, without the prescribed
consent of the data subject, be used for a new

purpose

“New purpose” means any purpose other than the
purposes for which they were collected or
directly related purposes
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Principle 4 - Security of personal data

* Data users shall take ali
practicable steps, to safeguard
personal data against
unauthorised or accidental access,
processing, erasure, loss or use
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Principle 5 - Information to be generally available
(Transparency)

Data users shall provide:

(a) policies and practices in relation to handling of
personal data;

(b) the kinds of personal data held;

(c) the main purposes for which a

personal data are used E

J
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Principle 6 — Access to personal data

- Data subject is entitled to request access to and
correction of his personal data

- Data user may charge a non-excessive fee

- Data user shall respond within 40 days
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Direct
Marketing
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Direct Marketing Requirements

e The new provisions on regulation of direct

marketing activities came into force on
1 April 2013

e Direct marketing activities under the
Ordinance include such activities made to
specific persons by mail, fax, email and phone
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Intends to use
or provide
personal data
to others for
direct
marketing

Direct Marketing Requirements

4 Data User
BEHERE
Notification

\_ E Al

Data Subject R

ERESEA
Consent

AR

Provide “prescribed
information” and response
channel for data subjects
to elect whether to give
consent

Notification must be easily
understandable

Consent should be given
explicitly and voluntarily

“Consent” includes an
indication of “no objection”

Provides
personal data
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Direct Marketing Requirements

* |If a data subject submits an opt-out
request, the data user must comply
with the request without charge

* Criminal sanctions may apply if a data
user fails to comply with the
requirements on notification, consent
and opt-out request
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Direct Marketing Conviction Cases

Sep 2015 * A telecommunication company ignored Fined $30,000
(1st conviction after the customer’s opt-out requests.
2012 amendments) The company appealed against its conviction
at the High Court, and the appeal was
dismissed in Jan 2017.

Sep 2015 » A storage service provider failed to take Fined $10,000
specified actions and obtain the data
subject’s consent before direct marketing.

Nov 2015 * A healthcare services company ignored Fined $10,000

customer’s opt-out requests.

20
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Direct Marketing Conviction Cases

Dec 2015 * Anindividual provided personal data to a third Fined
(Note: Appeal trial party for direct marketing without taking specified  $5,000
in progress) actions and obtaining the data subject’s consent.
* The individual appealed. The appeal trial is in
progress.

Apr 2016 * Aninsurance agent used personal data in direct Community
marketing without taking specified actions and Service Order of
obtaining the data subject’s consent. 80 hours for each

* The agent also failed to inform the data subject of charge
his opt-out right when using his personal data in
direct marketing for the first time.

May 2016 * A telemarketing company used a customer’s Fined $8,000 for

personal data in direct marketing without taking each charge

specified actions and obtaining his consent.

* The company also ignored opt-out requests.
21
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Direct Marketing Conviction Cases

Nov 2016 * Two financial intermediaries used personal Two companies fined
data in direct marketing without taking $165,000 in total
specified actions and obtaining the data ($15,000 per charge),
subject’s consent, total 11 charges, and all plus damages to the

claimants equal 25%
of the relevant profits,
total $47,800.

convicted.

* Two senior management of the companies
were also charged, but were acquitted due to
lack of evidence.

Dec 2016 * A watch company used an individual’s Fined $8,000 for each
personal data in direct marketing without charge
taking specified actions and obtaining his
consent.

* The company also failed to inform the
individual of his opt-out right when using his
personal data in direct marketing for the first
time.
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Im pact of
inadequate data
protection io
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The “Octopus Incident” (2010)

South China Morning Post HONG KONG ~

A HONGKONG NEWS BUSINESS TECH LIFESTYLE COMMENT SPORT PRO

Octopus sold personal data of customers for

Thursday, Mar 10, 2016

T —— THE WALL STREET JOURNAL.

Home World U.S. Politics Economy Business Tech Markets Opinion Arts Life

Octopus chairman to step down in Dec ASIA TECHNOLOGY

By Michelle Fei (HK Edition) .

Updated: 2010-10-20 06:57 Octopus CEO Resigns Over Data Sale
By JEFFREY NG

Updated Aug. 4, 2010 11:43 a.m. ET
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VTech data breach (2015)

= . South ChinaMorning Post HK CHINA ASIA WORLD COMMENT BUSINESS TECH LIFE CULTURE SPORT
= secTioNs g Q Che New ﬂurk Times SUBSCRIBE m o] ing
NOW READING
! THE MONEY ISSUE & STRATEGIES SHARES i i y
BER Uber Faces Federal Inquiry ‘i3~  The Online Marketplace gigar  The Fabulous Apple Cash 115 SHARES “ u X + HaCklng of HOHg Kong s VTech may prove worst
Over Use of Greyball Tool ', That's a Portal to the $§‘ "5 Machine 2
to Evade Authorities ';_v.=“ Future of Capitalism ':;, &‘3—5‘

Socariey Breachat Tiy Meket Hacking of Hong Kong§ VTech may
VTech Inchides Datecon Childien prove worst cybersecurity breach of
By DANIEL VICTOR NOV. 30, 2015 o o ° D 2015 ln ASla

Attack exposed over 6 million children's profiles at the
educational toy maker

PUBLISHED : Thursday, 10 December, 2015, 11:33pm
UPDATED : Thursday, 10 December, 2015, 11:33pm

Learning Lodge is an online store for VTech devices where users can download apps, games, e-books, videos
and music, all geared toward children. Tyrone Siu/Reuters
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Yahoo data breach (2016)

tech o= - LAWB@) o —

by Seth Fiegerman @sfiegerman

n Take af

Yahoo GC Steps Down, CEO Loses
Bonus After Data Breaches

By Allison Grande

(© september 23, 2016: 10:39 AM ET G

Law360, New York (March 2, 2017, 9:49 PM EST) -- Yahoo's general counsel has resigned

L] -
-3
Ya h 0 o o 5 o 0 m I I I I o n and its CEO Marissa Mayer will not be paid her annual bonus for 2016 in the wake of an

internal probe that concluded that certain senior executives failed to adequately respond to a
ac c o u n ts h ave b e e n trio of data breaches believed to have affected at least 1.5 billion users, the company
revealed Wednesday.

s t o I e n The company's disclosure came as part of its annual report filed with the U.S. Securities and
— Exchange Commission, which covered a range of topics, including legal and regulatory
ADDT'L FOOTAGE: GETTY IMAGES, YAHOO fallout from three separate data security breaches announced during the past year and the
impact of these incidents on its pending sale to Verizon, which last month slashed $350

million from its planned $4.83 billion acquisition of the tech company’s core business.

The filing also touched on "management changes" that Yahoo's board of directors had
2/053 —p—m—m—m——— — I |
RS b i elected to take in the wake of these breaches and a subsequent report prepared by an

Yahoo confi assive data breach internal committee that found shortcomings in the way executives handled the

incidents. Specifically, the company disclosed that its general counsel Ronald S. Bell had

resigned on Wednesday, and that "no payments are being made to Mr. Bell in connection

Yahoo (YHOO, Tech30) confirmed on Thursday data "associated with his resignation.”

2 e i -
Wlth at IeaSt 500 m”“on user accounts have been StOIGn In What Yahoo's board has also decided not to award CEO Mayer a cash bonus for 2016 "that was
may be one of the |argest Cybersecurity breaches ever. otherwise expected to be paid to her," and Mayer has separately offered to forgo any 2017

annual equity award, according to the filing. The filing explained that Mayer had decided to
give up her equity award because one of the breaches — the theft of information related to
500 million user accounts in late 2014 — had "occurred during her tenure," an explanation
that Mayer confirmed in a Tumblr post Wednesday. 26
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Suspected data leakage
by an airline’s mobile app (2016)

}Q{ HONGK(;\IG AIRLINES \_9@% % R Search qQ Hong k
ant $ENTRAX -
T8 m=E = == U ¢ Lwvecnat | & Logn |

Plan & Book Offers & Promotion  Travel Information Our Services CSR Frequent Flyer

Book Flight ﬁ Home = Special News
Type ® Round Trip © Cne-way special News
) StopoverMulti-city

From
T Hong Kong Airlines Statement Regarding Mobile APP
o Last Updated:(Hong Kong)2017-01-03
Departure Date  2017-01-23 it
Return Date 2017-01-26 | Hong Kong Airlines (the “Company") is actively investigating a recent case of leakage
Cabin Economy » | information from Hong Kong Airlines mobile APP (the "APP”). Immediate remedial actio
taken to suspend the non-member customers using Android system from conducting o
Adult (Aged 12 or above a i - .
) = ) (] and booking information enquiry via the APP. The Company has engaged a third party ¢ _;‘;’:‘_";::‘::;“j::;”::;;:::g:; ga n*#ﬁaﬂm 5;
s"”dlz"‘” V‘:’"S} e \(l;quire intﬂ thisI situatiorrtl, ;itrrr:ing to ?n?haoc?fmpreptinsge so\ugnn that wil p;ev%nt red patapod S st e
aymen ong Kong Dollar v ompany has also reported the case to the Office of the Privacy Commissioner for Persol AR A AR ST IR R TR AR B w RE (&L AR IR N
L3 NIIIW'IH"I N“-Ilhlll ﬂ lllﬂ! GHERENRERN  MACRRE
Kong (PCFPD) SOENMAVTII MR RSN : RS WARMBRIITASS - AETHNEN 0 ESMARN - KR FMADD AR ARSHARN
m U 2 W OO0 e EORANIL (R DR RAARALENE  BEAN W TR AN ¢
kT e ANT RE BRENRO WA REREN HURERE  MILTNEEES RN App W

Only non-member customers using a few mobile phone brands installed with Android Sy .y weassmssun orims wnacoesmo wuan AXRGANN . SHSS - REEOE HSH S7RN- RNSESALS £X7EPEN N
Book Hotel i i in thi i PENEESPRLORES - KEE SHARKCKERRN - MENEENEL * CAREEANEN " -
6.0 or above) via the APP are potentially affected in this incident. The problem only exis [ seesseranonse wer ampoimem pomeen S0 ARAZARTITARRNAARAREA AopT TRARRAEAVAREY TAET

ANRENARER=R  BLAKCHE -

2 IREARS - BERE : BRI
*;:Iﬂ1:f:x:|:pml':.‘ - LLLEG L] 5 MELTHEMAREPWARE - N9
T ARHUANARRAAECLARD) - T ARINTENE .

RE12ABAROANEERENT /
LGS LU S T ARARTARENTARN - RUATNKNRE [-HEGARIUNIA - MENECARE « ¥

= and does not affect Hong Kong Airlines official website or mobile website. Based on 0 swue - sunssenin
g e investigation, 57 customers were affected in this incident K

Hong Kong Airlines attaches great importance to the personal prive — ~° -
(; sincerely apologies for the inconvenience that may cause to the
immediate actions to prevent further leakage and recurrence.

Eortane Wings Miles
e

b Recervstion Hotline  Mom-Sun Please refer to the Frequently Asked Questions below for further inf

[AORAR ) 002 AT BN LS (App) WCARERAL 61 F MR L5 EDF 0 G MG -

+652 3516 3666 Hong Kong 1 H d | k .' | f th ﬁ C’ted 2
S Mainland - Howdol know if | am one of the affected party? Fek RLHB. + 01 BRI AR Android MRS 5O 6 T 40 » BT AR » W T A0 B 18 A
China Based on our preliminary investigation, we have identified 57 affe BRBME IR A WAL ISR A% - AT TN EMAHIMIE o RIS B o BT AL
+0080 1853033 Taiwan customers using a few maobile phone brands installed with Andron CEURRGS o 5 A VA ORI 0T F AR 22 BT F AR N (Android) REEME
[+61 29009 7388 Australia the APP are potentially affected in this incident. We will contact . B B - B2 RN EATEEA MR R RTOAE - D) 8 A 5 = 7 N o A
+64 9313 4177 2‘::"m gogmblted\f youlargdconcer{led whether y@?rt:kare? an affected CUSIOME gy e | 4 Fm et - ZTMERAR » RO R - BA WD B
-1 gss 353 28m0 . edicated email address at app.enquiry: airlines.com. FA S W R T A
Flight Status Enquiry Mon-Sun . . . H”E“ﬁlzgnﬁug BRI AR A A ZE 2 W F R A
“g52 743 1300 so00-2200 2. What data might have been leaked in this incident? SRR A A R AL (A R FCLE TR A AN o MK MR 00 SR
B As of now, the known affected data includes passenger name, nan fiiEAAndroic AR Um0 7 FCRUN S 0 T4 (check-in) b BER » 2804 T AT ML SO B2 0« A

(if applicable), email (if applicable), ticket number, 1D or travel dod LLNi% 5 GHEA « ST INL M SR BUE T AREOTE T 0R0G (051 HOHS A 75000 - @ mias M2 70 T A
number, online check-in status and QR code of the boarding pass.  #UEHE « MEE 25 WA MM BOR o 0007 0 90 % 0604 PR REDN ORI i o B o b2 (6 E i
Flease rest assured that the payment details of customers |nc\ud|r F - MBEUER MIBM R E A - SIS .llh!m!it » IR N R RO AR !&!’l’é‘r o

atrirt nrotectinn and have NNT hean affertad
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http://www.hongkongairlines.com/en_HK/special_news/detail?id=10005252537
http://hk.apple.nextmedia.com/news/first/20161229/19880155
http://orientaldaily.on.cc/cnt/news/20161229/00176_042.html

REO loss of laptops (2017)
/{'%'ﬁ M g ﬁ E #P9 ;g:g@ —w—ig 18 mEHRE %ﬁam‘r %}‘%ﬁﬁnﬁg

South ChinaMorningPost HK CHINA ASIA WORLD COMMENT BUSINESS TECH LIFE CULTURE SPORT WEEKINASIA POSTMAG STYLE .TV

NOW READING

n n D<o Laptops containing 3.7 million Hong Kong voters’ data stolen after chief executive ¢

Laptops containing 3.7 million Hong Kong voters’ data
stolen after chief executive election

Devices contained ID card numbers, addresses and mobile numbers

PUBLISHED : Tuesday, 28 March, 2017, 12:30am
UPDATED : Tuesday, 28 March, 2017, 1:42am

COMMENTS: a

2017 Chief Executive Election of
 Administrative Region of the People’s Republic of China

In what could be one of Hong Kong's most significant data breaches ever, the
personal information of the city’s 3.7 million voters was possibly compromised after
the Registration and Electoral Office reported two laptop computers went missing at

ejinsight BFQ8 mxasm  jmmss  (FHed
RS

SREE &

fB£1E8 25,380.22 #22338 EEES 10,453.37 #17072 LFEiEE 3,090.23 #672

«3R[ERTE

£ [vin[O]+[=
2017%4H3H MFERE

BERRAEN 155008 51E#

BUEEHREALWMNSAI0LEERENNEN SRR X EFEINLAESH
ZEFREFELRT  BRCEERRFEERER  FHEGH008T -

L FUER || —|| mRTE |+

MESEEFHLRAT  BMEELAREEY  BE TENHPESEE, -

HNWEHEFRERENATEMRZETEMEENE  FEXRT  FEHHES
IREEESEEERTE  ER2TH T ERWESEN  FERHAMEEREET ﬁ’ﬁ
B ERREES T IRERNE -

ffERE  SERAHERBNDRILRZERESHAI T NERE  MERE
ZEMNE  Hi LBLEE  ERETRRL LRGN EMMENEEERE
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Call-blocking app leaks personal data (2017)

A Factute News Agency tx Do B/ = i FsEAE 0185 ot O | &

|ECEm
[ Exclusive | [ Interview | [ Follow Up | [ Security | [ Technology | [ Hong Kong | [ English | (EE?i» j:% {% *L\ B%{é EEAppij ?g%l%:é:

Mobile Numbers of Chinese and Local Officials Exposed By Baidu B (01) BIEIIBERE
ﬁfﬁm | Siaff Reporter, FaciWire B EEE RE BREE $mEE: 2017-05-1319:47

E&EFHEE . 2017-05-13 21.08

#%: | BHRERRER [ mEwFactwire B

e

RERFERBRE FkEZERRRRE

9 Hong Kong 9 Hong Kong

May 13, Hong Kong, (FactWire) - A smartphone application (app) developed by China's Baidu (NASDAQ:BIDU) may have
invaded millions of users’ mobile contacts, exposing mobile numbers of senior Chinese and Hong Kong officials, an
investigation by the FactWire reveals.

29

ERBARSLBEILE

Privacy Commissioner
for Personal Data, Hong Kong




APREREERERS

Privacy
Mgara[nlngegement
From
compliance,
to accountability...

to
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Privacy Management Programme (PMP)

Accountability Principle under OECD Privacy Guideline:

e a data user (controller) should be accountable for
complying with measures which give effect to the data
protection principles

AC
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EU General Data Protection Regulation 2018
(GDPR) makes accountability into law

Art. 24: Implement
appropriate technical and
organisational measures to
ensure compliance

Art. 37: Designate Data Art. 25: Data protection
Protection Officer by design and by

Art. 35: Conduct Data
Protection Impact
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Main Themes of a PMP

“An accountable organisation must have in J——
place appropriate policies and procedures
that promote good practices which, takenasa  Privacy
. . Vianagement
whole, constitute a privacy management Programme

A Best Practice Guide
programme.”

Encourage organisations to embrace personal oot
data privacy protection as part of their e
corporate governance responsibilities and -
apply it as a top-down business imperative
throughout the organisation

EEBARNMLRBESLE
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From Compliance

to Accountability
Paradigm Shift
Compliance approach Accountability approach
* passive * active
* reactive * proactive
* remedial e preventative
 problem-based * based on customer expectation
 handled by compliance team e directed by top-management
minimum legal requirement e reputation building
 bottom-up * top-down

34
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Participating sectors that pledged ;
tO implement PMP ' \ur Wm peeee HKT  cLP@®®

Participation in the PMP

ompliance -
tlerrcoamtab: ity

From ¢

Hong Kong SAR Government

$0g
Fon

.....

25 insurance companies i it

9 telecommunications companies

5 organisations from other sectors

iterfidtional Conference
on Privacy Protection in
Corporate Governance
L]

" e
11 Feh~ 20140
L= [/ A=
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The PMP Best Practice Guide does not...

provide a constitute a
“one-size-fits- legal
all” solution requirement

Instead, the PMP is flexible
enough for organisations of any
size and nature to adapt to.

provide direct
guidance for
compliance
with specific
provisions of

the Ordinanc

impose
prescriptive
obligations

36
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PMP Best Practice Guide - Fundamental Principles

3 top-down management commitments

1. Top- 2. Setting up of a 3. Establishing
management dedicated data reporting and
commitment and protection office or oversight
buy-in officer mechanism

///

ECE
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PMP Best Practice Guide - Fundamental Principles

7 practical programme controls

1. Recording and maintaining
2. Establishing and maintaining data protection and privacy

3. Developing tools (e.g. privacy impact assessment)

4. Developing and maintaining plan for all relevant staff
e ——

5. Establishing workable and notification procedures (e.g. data breach notification)

6. Establishing and monitoring engagement mechanism
7. Establishing so that policies and practice are made known to all stakeholders

38
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PMP Best Practice Guide - Fundamental Principles

2 review processes
\ )

of an to check for compliance and effectiveness of
the privacy management programme

making sure that any recommendations are
followed through

FERBARSLBEELE
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Consultancy on Implementing PMP in the
Public Sector
* November 2015 - to facilitate three Hong

Kong Government bureaux/departments
to implement PMP

* Deliverables (toolkits and training) will be
beneficial to organisations (public or
private) implementing PMP

= D

%EM
7o

est.1996
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Tips for Company Secretaries

N
Secure the buy-in from top-management
J
X
Build a culture within organisation to protect privacy
J

Keep abreast with new development

(PCPD’s online resources, Data Protection Officer’s Club)

Prepare organisation to meet new changes

through risk assessments, protocols and policies

41
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=0

Key Impact of the [3I GDPR* ‘Ar**
2018
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Extra-territoriality of GDPR

GDPR applies to data controllers (i.e. data users) and data
processors:

 with an establishment in the EU; or

* without an establishment in the EU, but offer goods or

services to individuals in the EU, or monitor the individuals
behaviour.

[Article 3]

- g’
| - ‘5' &'

~THS
» 4 43
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What does GDPR apply to?

GDPR applies to personal data, which is defined as:

“any information relating to an identified or identifiable
natural person...” [Article 4(1)]

 May include location data and online identifier

* A wider definition than the Hong Kong Personal Data
(Privacy) Ordinance
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Consent

* One of the lawful bases for processing of personal data.
[Article 6]

 Consent must be:
o freely given, specific and informed; and
o provided by an unambiguous indication.

* ‘Processing’ includes collection, use and retention.
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Mandatory data breach notification

e Data controller must notify, without undue delay:

o the supervisory authority, unless the breach is unlikely
to result in a risk to the rights or freedoms of
individuals; and

o the affected individuals, if the data breach is likely to

result in a “high risk to the rights and freedoms” of
individuals.

* Data processor shall notify its data controller without
undue delay.

[Articles 33-34]
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Individuals’ rights

New rights to individuals, include:

* right to erasure; [Article 17]

* right to data portability; [Article 20]

* right to object to processing. [Article 21]
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Accountability

* Implement appropriate technical and organisational
measures to ensure compliance [Article 24]

e Data protection by design and by default [Article 25]
* Conduct Data Protection Impact Assessment [Article 35]
 Designate Data Protection Officer [Article 37]

48

EEBARNMLRBESLE

Privacy Commissioner
for Personal Data, Hong Kong




Cross-border transfer

Personal data may be transferred outside the EU in limited
circumstances, which include:

* transfer to countries with ‘adequate’ level of data
protection;

* use of ‘standard contract clauses’ or ‘binding corporate
rules’;

* use of approved codes of conduct or certification.
[Articles 44-47]
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Sanctions

Maximum administrative fine:

* €10 million or 2% of global annual turnover for less serious
contravention, like failure to make data breach notification,
appoint data protection officer, or conduct data protection
impact assessment;

* €20 million or 4% of global annual turnover for more
serious contravention, like processing not under a lawful
basis, failure to comply with individuals request to erasure.

[Article 83]
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The 39" International Conference of
Data Protection and Privacy Commissioners

25-29 September 2017 | Kowloon Shangri-la, Hong Kong

< Connecting the West with the East in
Protecting and Respecting Data Privacy -
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_ What's New More

Privacy Commissioner Issues “Physical Tracking and Monitoring
‘Through Electronic Devices” Information Leaflet

“Share Personal Data with Care” - PCPD Joins Hands with Members
of the Asia Pacific Privacy Authorities to Host the “Privacy
Awareness Week 2017”

Privacy Commissioner Attends the United Nations Global Pulse
Expert Meeting in New York City, United States

Follow-up Actions by PCPD on the Reported Loss of Registration and
Electoral Office’s two Notebook Computers Containing Personal
Data of Registered Voters

PCPD's Response to Media Enquiries on the Follow-up Actions on
the Suspected Theft of Registration and Electoral Office Computers
that Contain Personal Data of Registered Electors

PCPD's Response to Media Enquiries Regarding the Suspected Theft
of Registration and Electoral Office Computers that Contain
Personal Data of Registered Electors

that Gauges Public
Views to Explain the Suspected Data Leak to Ensure the Protection of
Participants' Personal Data

Data Protection Officers’ Club Membership Recruitment 2017/18

For Individuals For Organisations
Mobile App Development
Professional Workshops

Stay SMARTI Protect Your
Personal Data - Tips for the

Eiderty
Oniine Courses
Usina Computers and the Intemet

Contact Us

 Hotline
J Fax

J Website
J E-mail
J Address

- 2827 2827

- 2877 7026

- www.pcpd.org.hk

- enquiry@pcpd.org.hk

- 12/F, Sunlight Tower,
248 Queen’s Road East,
Wanchai, HK

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence. In essence, you are free to share
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.
For details, please visit creativecommons.org/licenses/by/4.0.
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39th International Conference of Data Protection
and Privacy Commissioners
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Stay tuned for updates on

25-29/9/2017 Hong Kong www.privacyconference2017.org
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Thank You!
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