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Number of Active SIM Cards and

Smartphones in Use

7 millions
population

14.9 millions
active SIM cards
in use

5 millions
smartphones in
use
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Public Mobile Customers

Month Post-paid SIM Pre-paid SIM Total’
11/2015 7.965,302 16,584,878
10/2015 7,956,171 8,585,959 16,542,130

9/2015 7.940,477 8,689,966 16,630,443
8/2015 7,927,852 8,792,736 16,720,588
7/2015 7.893,835 8,801,842 16,695,677
6/2015 7.875,469 8,824,485 16,699,954
5/2015 7.863,759 8,729,561 16,593,320
4/2015 7.856,429 9,009,456 16,865,885
3/2015 7.854,827 9,104,828 & 16,959,455 8
2/2015 7.841,085 9,413,754 8 17,254,819 8
1/2015 7.856,955 9,601,768 & 17,458,723 8
12/2014 7,851,393 9,520,606 17,371,999

Activated

Pre-paid SIM?

25G+ 3G +4G
Customers™>*

6,258,780
6,180,365
6,157,613
6,198,946
6,200,411
6,209,401
6,365,807
6,459,188 ©
6,648,817 ©
6.883,017 ©
6,996,924

14,187,136
14,115,459

14,223,157

14,270,075 ©
14,183,881 ¢
14,027,802 8
12,875,708 8
13,069,462
13,166,436 °©
13,449,428
13,508,002 @
12,765,744 °©
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Low Privacy Awareness by the Public

the public was not
sensitised to the
privacy issues in the
use of smartphones
and apps

57% did not know
what data would be
accessed by apps

51% did not know
social network apps
would read and
upload contact lists
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Media Statements

Date: 21 November 2012

A Survey Revealed Low Privacy Awareness among Smartphone
Users Privacy Commissioner Advises Smartphone Users to Get
Smarter about Privacy

1.The Privacy Commissioner for Personal Data (“the Commissioner™) Mr. Allan Chiang
released today (21 November 2012) the findings of a survey’ on the privacy awareness
among smartphone users in Hong Kong.

+QOver 90% of users have installed apps but only 27% of them read and consider the apps
privacy policy before installing the apps;

+57% of apps users do not know what personal data on their phones are accessed by the
apps installed;

+531% of social apps users do not know that their contacts and social relationship data
would be uploaded to a central server;

*Only 53% of users take steps to protect their phones and personal data by means such
as screen lock and anti-virus software.
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Sweep Exercise Revealed Low Awareness by Developers

Number of apps provided privacy policy statement

M Yes

* nearly half of Hong = No .Klis
Kong apps* surveyed in
2013 (40%) and 2014
(45%) did not provide 60% Yes

(But provided only on
developer’s website)

privacy policy

2013

5% Yes

* only apps that read data

from mobile devices 2014
were surveyed
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Transparency of HK Apps Inadequate

72% did not explain
whether, what and

why data is accessed
(compared to 59%
worldwide)

85% suspected to
over-collect personal

data (compared to 31%
worldwide)
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Media Statements

Date: 15 December 2014

Privacy Commissioner Finds Transparency of Privacy Policies
‘Wanting in Local Mobile Applications

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
conducted a survey' of 60 popular mobile applications ("apps") developed by Hong Kong
entities and found that their transparency in terms of privacy policy was clearly inadequate
and there was no noticeable improvement compared with the results of a similar survey

conducted in 2013.

2014 Survey (Hong 2014 Sweep
Kong)(total = 60 (Global)(total =
apps) 1,211)

Unclear or missing information as regards

whether data would be accessed, and if yes, 4 T715((59%)

what data and why

Permission of data acm?ss being sought‘went 5 | otal = 60 |281 (total _

beyond user's expectation based on app's

functionality® apps) IU8)
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Enforcement Actions Taken on Apps

it

enforcement
actions were
taken in 2014 on
two apps due to
excessive
collection of
personal data
and security
flaw

Media Statements

Date: 15 December 2014

Excessive Collection of Personal Data through Mobile Application
by Worldwide Package Travel Service Operating with No Privacy

Policy
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Media Statements
W

Personal Data Leaked through Inadvertent Use of Mobile
Application "TravelBud" by HKA Holidays

(15 December 2014) The Office of the Privacy Commissioner for Personal Data ("PCPD")
published an investigation report today concerning the leakage of personal data of the
customers of an airline services company, HKA Holidays Limited ("HKA Holidays") through
"TravelBud" , a mobile application ("app") running on i0S platform. This stems from the
failure of the app maintenance contractor, BBDTEK Company ("BBDTek"), in responding to
the new privacy protection feature of iOS7 which blocked the reading by apps of MAC
address' as a device identifier. HKA Holidays as the data user has contravened Data
Protection Principle ("DPP") 4(1) in Schedule 1 to the Personal Data (Privacy) Ordinance (the
"Ordinance").

Date: 15 December 2014
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https://www.wwpkg.com.hk/cms/new/pkg.aspx

HK Apps were Found to Have Inadequate Encryption

e one-third of apps
were found to have
encryption flaw —
either not done or
easily crackable
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Security Blog

HKCERT and PISA Urge for Enhanced Transaction Security in Mobile Apps

Release Date: 14 /09 /2015

Mobile apps ow
authentication t
Computer Emel
Professional Inf

The advice carmr
one-third of the
attackers. The ®

Commenting or
popularity of mc
open environms

The Study four
into the seven t

Last Update: 15/ 09/ 2015

% (B 55 | Share |y Tweet

Level distribution of 130 Apps
130 RIEMBANFESH

Level Quantity

[556 views]
o use cerlificate
urged the Hong Kong
{HKPC) and the

| locally found that over
able to hacking
I July this year,

12 rapid growth in
| being transmitted in

25"

encryption. Analysis
1anking apps feature

better encryption security, with over 87% attaining “secure” and *most secure” grading. The transaction security of cinema ticketing and
online food ordering apps was in the madium level. Over half of the financial securities, online shopping/group buy and travel booking
service apps tested were found to be “vulnerable”, or even “serious”, with no encryption at all.
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Best Practice Guide for Mobile App Development

TAIBF RASE
WHEN TO READ

OFficc of the Privacy Commissioner
for Personal Data, Hong Kong
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VREEfE PR AT R PR MR NS EMW AN S| - WSS - 5
PEREERE R RS EL A LS - ML BB AR FRES

PCPD.org.hk mAEE - HENERERD  MENEIDENDELE BN A S (WE W) — e
nan- CRARE CLE) B 8 rpettd 2]
“You should read it before you start planning your app B 153 > [
Six development project. Building in privacy protection Read Part A (Page 6) — m_"""__.': e
l}IL at the outset will be less costly for the business - law? The relevance of the Personal under the law?
and will have less impact on your app functions Co =g Data (Privacy) -
= f— ) =3 compared with adjustment for compliance at a
ﬁ ﬁ late stage of the project.
; e ERAAIES]
for Mobile App HOW TO USE THIS GUIDE
Development Brmem . s s 8
WA Y UBIEIE - F IS SI0GEA - S
AeTEENRERNEN : Want to understand
This guide comprises a number e e
of parts which may be read Pprotection in app
independently. The flow chart on PR E——
the right suggests how this guide
may be used:
frayRt it
REWmE 1 (F4 H) BEMR D 25 (% 13 W) —
= BN (W 1T ) —
B T B
mAGEER a0 mawEs T A
Your app access any Read Part E (Page 17) -
of the data or carry out any _.:::" nlp-pi. ‘.“:,:"'D Best practice
ﬁz—ﬁﬁﬁ ‘and consider the implications

TABLE 2 - Ghecklist

B MBI Typos of Data

M Questions

R T A /R (R TR I 7 B
s the data

for the app's operation? See E1

2 MECEMRE LW WA (ROTERE) 7R E2
Wil the data (or danved datal bs uploadsd/transmitisd from
the mabile device? See E2

SIS AR AR AOR B (TR AR R

‘Will the data (or erived data) be stored of kopt olsewhere
from the mabile Gevice? Sa4 £3

A WEAGRE (ETERE) DRI AR
A7 Ed
Wik the 851 (or danved cata) be combinedcomsisted win
other data of the Individual obtained sisswhars? Sas E:

o REGARRENDS (MOREIHE) SRR AL /8
WA ERH (R 70
W Ghta (o G 3814 08 Snare Wi your business

cross-app integration) or with other partiss? See ES

O WEMRM (S0 RY) FERTBLGREEE R Co
‘Will the data (or derived data) be used for profiling of
indivicusls? Sae 6

7. ETMGRE (GG RED FAEIR G 7 0 ET
Wl st for arvod data) o used for direct marketing?

®
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CumEm R T

Has n Parsonal nformtion Col ction Statsmart ancior
Privacy Poiicy Statement baen prepared to cover all data

1ypes Involvea? See 9

9. R S R AL LS 7 B O
Have you taken nto accaunt app users” privacy
onpectations? See EO

3
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Developing Mobile Apps: Privacy Matters
BAEINENE BlfRREREE

R REEREL
RFEFLRSEED

Privacy Campaign for
Mobile App Development
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Messages to Mobile Apps Developers

 individuals’ personal data privacy must be respected (especially
members of the young generation)

e provide transparent privacy policy to users on what information
the app would access/use

 give users the choice to opt-out from such access/use as
appropriate

* individuals can make decisions in exercising control over their
own data

Privacy Commissioner
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Privacy as a Competitive Advantage

e privacy and
personal data
protection can be
an asset and a
business edge
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