KEEPING YOU SAFE

on the Wild, Wild Web!
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GOOGLE SECURITY

Keep our users and their data safe.
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CHROME SECURITY

1. Provide Chrome users with the most secure
way to use the web.
2. Make the Internet safer!
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The web feels safe...
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but it's not!

Internet routing, circa 1998
ADVERSARIES INCLUDED
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COPYRIGHT ALERT! #1
AN IMPORTANT MESSAGE FROM COMCAST

As part of the Capyright Alerts System operated by the Center for Copyright Information, a
‘copyright owner has sant Comeast a notice claiming your Internet service from Comeast was
used o copy or shara a movie, television program or song improperly. We have sent an e-mail
with bout this Notice to 1t 6-mail address. of he primary account
hoider in your househoid,

Click the bution below to canfirm you recsived this Copyright Alert and ta close it. Pleass review
the frequently asked questions about the Copyright Alerts System at
s http:fiwwiw.comcast comicopyrightalerts/ 1o lsam more about it

For a better way to find Movies, TV, and Music visil: htip:iiwww.copyrightinformation orgfa.

Close This Message

batter-way-to-find-movi

PRIVACY POLICY
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HTTPS THE WEB!

< C 1 | & Secure | https://www.youtube.com/results?search_query=chrome+https
V(11 Tube chrome https
Filters ¥ About 7,070,000 results

Real Talk about HTTPS (Chrome Dev Summit
2016)

Google Chrome Developers

2 months ago + 18,082 views

Emily show why the default for the web should be secure, and explain to
developers the complexities and opportunities of HTTPS ...

CcC




HTTPS for Top 100 sites

JAN 2016
Supports HTTPS 39
Defaults HTTPS 24

https://www.google.com/transparencyreport/https/



HTTPS for Top 100 sites

JAN 2016 FEB 2017

Supports HTTPS 39 54
Defaults HTTPS 24 44

https://www.google.com/transparencyreport/https/



Host

360.cn
alibaba.com
AMAazZoNaws.com
ask.com

ask.fm

bbe.co.uk
bing.com
chinadaily.com.cn
cnn.com
craigslist.org
dailymail.co.uk
dailymotion.com
daum.net
ebay.co.uk
ebay.com
fc2.com
forbes.com
globo.com
gmw.cn

go.com

Site works on HTTPS ©
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CHROME SECURITY

1. Provide Chrome users with the most secure
way to use the web.
2. Make the Internet safer!



bfit.ly/HowIWouIdenYou




TOP 5 SECURITY TIPS

1. Be leery of unsolicited help and freebies.



TOP 5 SECURITY TIPS

1. Beleery of unsolicited help and freebies.
2. Don't reuse or share same password.



PASSWORD MANAGER




TOP 5 SECURITY TIPS

1. Beleery of unsolicited help and freebies.

2. Don't reuse or share same password.

3. Don't login on shared computers and verify
your account security settings.



ACCOUNT SECURITY
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2-STEP AUTHENTICATION




TOP 5 SECURITY TIPS

. Be leery of unsolicited help and freebies.

. Don't reuse or share same password.

. Don't login on shared computers and verify
your account security settings.

. Be mindful of all software or applications
you install on your computer and phone.



GOOSIC” Safe Browsing



SAFE BROWSING

Phishing attack ahead

Attackers on testsafebrowsing.appspot.com might try to trick you to steal your
information (for example, passwords, messages, or credit cards).

[ Automatically repart detaiis of possible security incidents to Google. Privacy policy

The site ahead contains malware

Attackers currently on testsafebrowsing.appspot.com might attempt to install
dangerous programs on your Ma that steal or delete your information (for example,
photos, passwords, ages, and credit cards).

(] Automatically report details of possible security incidents to Google. Privacy policy

The site ahead contains harmful programs

Attackers on testsafebrowsing.appspot.com might attempt to trick you into installing
programs that harm your browsing experience (for example, by changing your homepage
or showing extra ads on sites you visit).

(] Automatically report details of possible security incidents to Google. Privacy policy




TOP 5 SECURITY TIPS

. Be leery of unsolicited help and freebies.

. Don't reuse or share same password.

. Don't login on shared computers and verify
your account security settings.

. Be mindful of all software or applications
you install on your computer and phone.

. Keep your programs up to date.



AUTOUPDATE

(No action from you needed!)



THE END.
QUESTIONS?

parisa@google.com
parisa@chromium.org
@laparisa




