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Present Situation of SME and their Concerns
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Cross-border Data Transfer under the Personal Data (Privacy) Ordinance
(PDPO) & The European General Data Protection Regulation (GDPR)
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Cross-border Data Transfer
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Legislative intent:

To ensure personal
data transferred
outside Hong Kong is
afforded with same
protection
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Cross-border Data Transfer
gl Lt ®

Meaning of “Transfer” #8318 , NER

Transfer between 2 other
places where the
Transfer from Hong transfer is controlled by

Kong to a place a data user in Hong Kong

outside Hong Kong
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Cross-border Data Transfer 1215 S il i 7%

Data user shall not transfer personal data outside Hong Kong unless one of the

conditions are met:- FRIFGFS U TEP—IEFEG - ERERASAEREAERE
BEEBLIIMIE:-

e Fall within one of the White List jurisdictions (i.e. the law in that place is
“substantially similar to or serves the same purposes as” the PDPO
pursuant to PCPD’s assessment)

FEEBRESLNEP—EIEEER RittEERNEREAERN R
PEIRER - ERGIKRB LA

e Data user’s own assessment (that the law in that place is
“substantially similar to or serves the same purposes as” the PDPO)

ERHERE BT GRS A ERGI AR LAHMUZER A R
BRIV BN ZEZRIEEER

e Data subject’s written consent to the transfer

EREEAcCUZTHREARAER
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Cross-border Data Transfer 1215 &5 il §EF%

e Avoidance or mitigation of adverse action against the data subject

BEHHENEEANAT TN REZEFTEH

e Exemptions from data protection principle 3 (i.e. use limitation)
under Part VIl of the PDPO apply

&A1 8EM D T RyEA R IRFEE R 55 3R RIRYRFUGE H

e Data user has taken all reasonable precautions and exercised all due
diligence such that personal data transferred will not be handled in a
manner that contravenes the PDPO (“Due Diligence Requirement”)

EitHEAE S RIAMA SRR R IFLFrAHEES NERER
BERENEIEAZERFESEE (" =BRENRE 1)
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Tips for Cross Border Data Transfer

BRENBENERER

Review existing data
transfer strategy

LR UL Control unintended or
Conduct regular audit ‘ unnecessary cross-border data

) ) flow
and inspection " 53 T 458 2 R
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Be transbarent ‘) Check the White List (when it
ﬁ%;ﬁgﬂ 55 comes into effect)
T BELRE (BEXENE)

Keep inventory of personal data May adopt multiple measures to give
more protection
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Guidance on Personal Data Protection

Cross-border Data Transfer

REEAER: BIRENEEES

Although section 33 is not yet effective, the
Guidance serves as a practical guide for data
users to:

HEPASE33MREAREN - ARE5|IEERER

Ptz Bh fth 173:

understand compliance obligations;

T REZETINET;

adopt the practices recommended as part of
their corporate governance responsibility to

protect personal data;
REGES|IAREENEF1TE A TV REE A

Bt - (FREEESEEN—E/M;

consider adapting and/or including
“Recommended Model Clauses” in a data
transfer agreement
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Guidance on Personal Data Protection

in Cross-border Data Transfer

PART 1:  INTRODUCTION

@)

The place is specified by the Privacy
Commlssloner for Personal Data (the

Section 33 of the Personal Data (Privacy)
Ordinance (the “Ordinance”) prohibits the
transfer of personal data to places outside Hong
Kong unless one of a number of conditions is
met. The purpose of such cross-border transier
restriction is to ensure that the transferred
personal data will be afforded a level of
protection comparable to that under the
Ordinance.

Although section 33 is not yet effective, this
Guidance serves as a practical guide for data
users to prepare for the implementation of
section 33 of the Ordinance. It helps data users
to understand their compliance obligations
for cross-border data transfer once section
33 is effective. All the conditions for waiving
the transfer restriction are dealt with in this
Guidance.

Regardless of when section 33 will take
effect, data users are encouraged to adopt
the practices recommended in this Guidance
as part of their corporate governance
responsibility to protect personal data.

The legal requirements

Section 33(2) specifies that a data user shall not
transfer personal data to a place outside Hong
Kong unless one of the following conditions is
met:

Guidance on Perscnal Data Protaction in Cross-border Data Transéer

(d

) by notice In the Gazette
(hal there is in force any law which is
substantially similar to, or serves the same
purposes as, the Ordinance;

The data user has reasonable grounds
for believing that there Is In force In that
place any law which is substantially
similar to, or serves the same purposes as,
the Ordinance;

The data subject has consented in writing
to the transfer;

The data user has reasonable grounds
for believing that the transfer is for
the avoidance or mitigation of adverse
action against the data subject; It is not
practicable to obtain the consent in
writing of the data subject to that transfer;
but If it was practicable, such consent
would be given;

The data is exempt from Data Protection
Principle (“DPP”) 3 by virtue of an
exemption under Part VIII of the
Ordinance; or

The data user has taken all reasonable
precautions and exercised all due
diligence to ensure that the data will
not, in that place, be collected, held,
processed, or used in any manner which,
if that place were Hong Kong, would be a
contravention of a requirement under the
Ordinance.

1 Decombar 2014
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Other Data Protection Principles in relation to Data Transfer

Hin B FN @2 H/RANMREERNERR

If a data user engages a data processor to process personal data on the data
user’s behalf, the data user must adopt contractual or other means -

MEREAEERENEESZEIEBAER - BEBSLESHSEMSE -

Principle [REll 2(3)

- to prevent any personal data transferred to the data processor from being kept
longer than is necessary for processing of the data

BrLEiER FENEIEEEENEAEN R IRFEBPrREE
Principle R Rl 4(2)

- to prevent unauthorized or accidental access, processing, erasure, loss or use of
the data transferred to the data processor for processing

PIEERFENEEREENEAERREEFATIMBER - EHE - #IER

TR fEH

e
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— PDPO — GDPR Comparative Study
E CRLABRIRAI Y - CGRREIRRERGD b

Background 5=

 Keep abreast of overseas privacy law developments

B (FARRIRBI) rEBERMEIXFARIZMEAVEE

ot

* Assess GDPR’s impact on businesses (in particular multi-national
organisations)

Arih (ERZURREIRS)) BER(LEBBERE)NZE

 Comparable legal framework facilitates free flow of information
and commercial activities

EBIEZREEREF Z A B iR R EEE B G E

N PP
N @ , e
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PDPO — GDPR Comparative Study
(FLRRIRBI ) - CEREURFREMRB]) LB

ot

/

PCPD identified the following NINE major differences between PDPO and GDPR:
ThEEEAZSMEIL 7 (ARG Bl (EREIERERSD) MABEEEESR:

1. Extra-Territorial Application 6. Data Processor Obligations
BINE] BErlREENEE
2. Accountability and Governance 7. New of Enhanced Rights of Data Subjects/Profiling
REE RS B SRR RO 2 A ORI /B A
3. Mandatory Breach Notification 8. Certification/Seals and Personal Data Transferred
g@%ﬂgﬂ&&ﬁﬁﬁ Outside Jurisdictions
mone M ESE N BRI 2 ERES
4. Sensitive Personal Data 9. Sanctions
BURHIELA Rt 51
5. Consent

D PR E
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1. Extra-Territorial Application
1B I T

EU GDPR HK PDPO

BREEAHY (8RR REERAID =2 (FABRIFHD

Data processors or controllers: Data users who, either alone or jointly or
BR S IR a2 f] . in common with other persons, controls
e with an establishment in the EU, or the collection, holdin.g, processing or use
WREREELETT - 5 ;f the r;e;scl)nal data in or from Hong
e established outside the EU, that offer féo;féﬁﬁé)?]ﬁﬁ S EE A S Bl
goods or services to individuals in the | {th A 72 /1t & B L EZEHIZZE R AU E -
EU, or monitor the behaviour of A - BHEGERNA
individuals in the EU. [Art 3] [552(1)1%]
FREREELISMNERIT - MEERKIRTE y
NERERSEERTANERE \‘.
EXERRVERIE B A5 31%]
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2. Accountability and Governance

EU GDPR
B 2R RSB )

Risk-based approach to accountability. Data

controllers are required to:

FElESANRBES - ERHESIEA:

¢ implement technical and organisational
measures to ensure compliance [Art 24]; F £ #F
WMFIER M RIS ERERTE (55241%);

e adopt data protection by design and by default
[Art 25]; FRAME WFAPRRVER T R TRER FARSHE U
[55251%];

e conduct data protection impact assessment for
high-risk processing [Art 35]; and ¥ 5 & b A9
FFETERIRIE R 51 [5B351%]; &

e (for certain types of organisations) designate
Data Protection Officers [Art 37]. (45 EFELE AV
BZEERMMREEE [5371F]

EREERY (38

Fnﬁ%&"’ =hi=

HK PDPO
=R (FARIFHD

The accountability principle and the related
privacy management tools are not explicitly
stated.

RAERERIFESERANMNBRENAEEETLR

The Privacy Commissioner advocates the Privacy
Management Programme which manifests the
accountability principle. The appointment of
data protection officers and the conduct of
privacy impact assessment are recommended
good practices for achieving accountability.

hEEEREMREERAGLBERE SRA -
REEREENERMLBZETENERR
BRBEMNREFTELAR

FREBARRALRESLE

Privacy Commissioner
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3. Mandator_y Breaqh Notification
i Hl F iR IMNR B R

EU GDPR HK PDPO

E’REEE’J (BRASIRREFRGD =Y (ThFRIRBID

Data controllers are required to notify the | « No mandatory requirement. Voluntary
authority about a data breach without breach notification.

undue delay (exceptions apply) AEREIER - BEELERINEER
EREREARBOETESEREN = = ‘ '
SMRER(FRBISMBRE )

Data controllers are required to notify
affected data subjects unless exempted.
[Arts 33-34]

(RIEERHR  BREFIERBNZR
ZMNERNESE A [5£33-341F]
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4. Sensitive Personal Data

BURAIEAER

EU GDPR HK PDPO

BHY (EABURREIRG) FEH (FLFRIRBID

Expand the category of sensitive | ¢ No distinction between sensitive

be rsona_l data.wm 4 and non-sensitive personal data.
WABBEN RS AR 5 BB R SR AV
ANER

Processing of sensitive personal
data is allowed only under
specific circumstances. [Art 9]
TS EMNER N A BEEE U
AYME A E iR [5591%]

18
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5. Consent [B =

EU GDPR

EREERY (BRRURRERS]D

One of the 6 lawful bases for processing

NEGZEREER AN Z—

Consent must be B EN/EE

v freely given, specific and informed;
and BFEIRMH - EREMIBIER
TE=MmEEEMES T,

v an unambiguous indication of a data
subject’s wishes, by statement or by
clear affirmative action, which
signifies agreement to the processing
of his personal data. [Art 4(1)]
RERMENEEANERR, ZBRE
AREkERTERITEN IS E S AT EE
H{E ABER S ENER [54(1)1F]

= —

HK PDPO
=Y (FhFRIRBID

Consent is not a pre-requisite for the
collection of personal data, unless the
personal data is used for a new purpose.
[DPPs 1&3]

TEWEREAERN L2BARENEAETIS
ERNEEANEE - FRIEEAERER
KRB/ - [(REERSFE1K3ERA)
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6. Data Processor Obligations

EfEEZENEE

EU GDPR HK PDPO

mm

BREEHY (8RR REERAID =2 (FABRIFHD

* Data processors are imposed with * Data processors are not directly regulated.
additional obligations, such as: ENEEETIIFEERAE

maintaining records of processing,

. . . e Data users are required to adopt
ensuring security of processing,

contractual or other means to ensure data

reporting data breaches, designating processors comply with data retention and
Data Protection Officers, etc. security requirements. [DPPs 2&4]
[Arts 30, 32-33, 37] ERERBEVEMSHRE A EHMA

MMENEETENEEE - FIHRS FEURGEENEEEETEREERER
EEEAENNRLE  REESEEAZ A EBREREE RS2 RBRA]

NARE - BIRENINESE - FEERF Q
PEE R EE % [5530,32-33, 3715] E

20
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7. New or Enhanced

18
%ﬁi%ﬁikﬂﬂﬁﬁi%:ﬂ%.?
EU GDPR

EREERY EFEURRERSGDD

ights of Data Subjects / Profiling
= ABYER /B A B R = 4R

HK PDPO
2R (RBRIEBDD

. Right to erasure of personal data (also known as “right
to be forgotten”) [Art 17]
fil 7 M BR B A BRI VR (MBS "HRETE . )
[5B171%]

. Right to data portability [Art 20]

(&l A & ol 48 14 75 E AV R [55201%]

. Right to object to processing (including profiling) [Art
21]

R EIEEE AERER (2 E AT ER)
[58211%]

*  “Profiling” is defined as any form of automated

processing involving personal data to evaluate certain
personal aspects of a natural person [Art 4(4)]
TEA =M 2EUECEEEARE
BEAER - FLUESEALTHEAER [
4(4)1%]

*  Expanded notice requirement for the new or enhanced

rights IRA BB ELNEERZE S ARVER

No general right to erasure, but shall not retain personal

data for longer than necessary [S.26 & DPP 2(2)]

RAM T REREA BB NET - BREEAENVER

[RASHEBERBMFRE [F261& RIREERSH2((2)[R
)]

No right to data portability

RAEBAEN OGS ERERN

No general right to object to processing (including

profiling), but may opt out from direct marketing

activities [Ss.35G &35L] and contains provisions

regulating data matching procedure [s. 30-31]

RARYEEEEABENVEN (BFEARESR) -

(Boj{EE B RIS EN 55356 K 35L1F] REIZREE

RZ ¥ 12 F Y%L [5530-311%]

21
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8. Certification / Seals and Personal Data Transferred
Outside Jurisdictions

rone X EBEABENZEERERI

EU GDPR

EREERY (B ZURRERAD

Explicitly recognises privacy seals and
establishes certification mechanism
for demonstrating compliance by data
controllers and processors. [Art 42]
IRHFAENE KB IF aI S - 58
BHERNERERERERBRTE
[E8421%]

Certification as one of the legal bases
for cross-border data transfer.

mone meml =B IREBERNNEEZE
Hz—

HK PDPO
=2 (FLFRIRBID

No such certification or privacy seals
mechanism for demonstrating
compliance.

R B FhBE R O] B0 S R 52 AR B T
& REEEBRERTE

=

22

EREARSLBEINE

Privacy Commissioner
for Personal Data, Hong Kong




9. Sanction i 8l 4

EU GDPR

EREERY (B RURREIRAID

HK PDPO
=2 (FABRIFHD

Data protection authorities can impose
administrative fines on data controllers
and processors. [Art 58]

B ERMFREREBOER ZEGEE K EE
BTSN [55581%]

Depending on the nature of the breach,
the fine could be up to €20million or 4%
of the total worldwide annual turnover.
[Art 83]

HFEERINERIEE - SIFE0[ZEE2000
BB B EIKEFEEITA 4%
[55831&]

The Privacy Commissioner is not
empowered to impose administrative
fines or penalties.

FhIRE B IS I T8 N EUITELSI TRk
Ba

The Privacy Commissioner may serve
enforcement notices on data users.

FhiRE S ol @ ERHER & E L MTE

ERBARSLBEILE

Privacy Commissioner
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Recommendations to SME on Cybersecurity Measures
MAABIREZ L EA R/ NERES
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Recent Cybersecurity Incidents
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Cybersecurity-related Data Protection Principles

BN RZAMNRERENERR

A4 B8 R 5 R PCPD.org.hk

Data Protection
Principles

fan

B

FeBHEE R R R A SR AFER R R A data wser needs to take practical steps to safeguard personal

JA A Ve IR - R - BHRR - el . data from unauthorised or accidental access, processing,
erasur, loss or use,

Wl H iy B 75 3K Collection Purpose & Means ¢
—

BB R L iR R A A SRR A B A BN ¢ Tersomal data must be collected o a lawlul and Fair way, far
5 1 e o e B e A - parpase directly related to 2 function/actvity of the data usr.

LB BT ATAF A 35 A B ARG A BRI A | practicable steps shall be Laken Lo nolily the data subjects of
the purpose of data callection, and the dasses of perans to

PRLRYME Security

o l&&iﬂ"{ﬁ'ﬁﬂsﬂgﬁ}at ’ whom the data may be trarsfemesd,
RN LI « AT - Data caliected should be necessary hut not excessive. )
5 BEWIE Openness
WP G A7 2 PR B Accuracy & Retention
) (] FERHE B AT MBI A R BRI A dats user mist make known to the public its persanal data
RERLG A RS B A BER A B - BRSO IRE  Pesanal data bs accurate and s not kept for a period knger than SIS B A SR T - palicies and practices, types of pemanal data it holds and hiw
[ o A I P AT - is necessary to Tulhill the purpose for which it is used. the data is wsed,
i x, .
M Use I P2 #4 B¢ W IE. Data Access & Correction
AL L A 0 Y AR ORI A+ Persanal data s used for the purpose for which the data & X .
X . FEEL A AT R DRI A TR AT ASE A data subject must be given acoess 1o his persoral data and to
i o 58 R o A M o [ R eollected or for a directhy wiated purpose, urless valuntary and R AT R E - wiake pomeEtions whens (he d313 B ISCEIRIE,

explicit comsent is obtaived from the data subject.

F‘ FrEMA SN R
Office af the Privacy Commissioner

Ter Persanal Dats, Hong Keng
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6DDPs_final_edit_cant_2.wmv
6DDPs_final_edit_cant_2.wmv

Principle 4 — Security of personal data

BA4RRA — EATRRIFRE

to safeguard personal data against
unauthorised or accidental access,

processing, erasure, loss or use

FiE A ARRYISaT M$mﬁﬁiﬁ, , 3
Eﬂ%ﬁf'%ﬁﬁﬁrﬁiﬁﬁmﬁF;(”_f=“"”jf,
EIE - MRS - mATE({ER N =E N .

N PP
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What is “all practicable steps”?
{olsR " IElfTRVSD AR, ?

DPP4 & Data Security
RIEERI 4R R R ERHMRE

FERBARRLEBEENE

Privacy Commissioner

for Personal Data, Hong Kong
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What is “all practicable steps”?
{oiR "tIE0]{TIEL R, ?

Embrace personal data privacy protection as
part of the corporate governance
responsibilities, covering business practices,
operational processes, policies and training

EEEELSTEHEMNTEAERALRRE

MERBER - BFERF - BER - 15AlE

Comprehensive and on-going review
and monitoring process; build a robust
privacy infrastructure

AEENBIAERER  ZUEE
HFLIRIRIEEE

General and organisational preventive measures

—fx K 48 45 JE TE _E RYTRRh FE b

Open and transparent
information privacy policies and
practices

LrRMEZAENEMRER

Has top management commitment,
a top-down business imperative
throughout the organisation

HEEERR - €L Mg

FEBAGRHLEBESLE

Privacy Commissioner
for Personal Data, Hong Kong




What is “all practicable steps”?
| {olsR " IEQlfTRVSD AR . ?

Technical security measures 217 /& @ _EAYFE R & bt

Hardware security, e.g. information system, network infrastructure, etc

BEAHERFRZIE  MEHRA - AEERRES

Policies and procedures for regular review of security systems

RZ 2B ERERBERTER

Security measures and steps for system login, data transmission and storage,
and adoption of international standards and technology, e.g. hashing,

encryption, etc
TEAZRM ERBENREIENGRZIERMDTE - MAIRABEREES
RVERI L 4iT - YN8 A ELHE (hashed) ~ NEE 30

|

N R

F "o Homo SHBALHLBEALE
[ est 1996 Privacy Commissioner

o % ® EH for Personal Data, Hong Kong




@ What is “all practicable steps”?
iR TtIEQ{TRISER, ?

0
Notification

Handhng
procedures after

R bt the breach

Mitigation

SHEERAE
ik

Reoccurrence
minimisation
BhlESEHER
g4
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What is “all practicable steps”?
—J {0z "UIEOI{TRIE R, ?

The likelihood of
Other The nature, size adverse
. . and resources of ¢
considerations the data user consequences for

affected
| individuals

N et HRERENR
HitAR - KRR BHEA LA

ERHAFRR

The complexity of
its operations of
the data user and

its business model

The amount and
sensitivity of
personal data held

EREAE LSS BAZERNNE =
R E T R E BB E

ERBARSLBEILE

Privacy Commissioner
for Personal Data, Hong Kong



Privacy Management Programme

ThIZE IR 22 45

FEBAGRLBERSLE
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Privacy
anagement

Programme

from Compliance

to Accountability



= N

i

passive &

reactive JH &

remedial

problem-based ML RBEIEE A A
handled by compliance team

RS R E P EE

minimum legal requirement
FEEENREEXK
bottom-up B N1 _E

@.9

est.1996

T

=e I—I—

What is PMP? EEZEEFAEE?
Paradigm Shift ?ﬁﬁﬁﬁ

Accountability Approach
BEAI

©0 O OGOG

active £ &f]

proactive T& 15

preventive T8FA

based on customer expectation

URSERHEAR
directed by top-management
HEeSEIEEEIK
reputation building 211 G2
top-down HEMM K
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Personal Data

COmpOnentS Of . o Inv_irtt\ory
a PMP o BAERER P;;iifs
ThEE IR 2 M 2H )

Management Risk

ﬁﬁﬂlﬁiﬂ% Assessment

Tools
s E T A
aining and
Education

IHREEER

Organisational
Commitment

Two Review Processes

HEN L RIERT

% ] \’t:‘
_Reporting xecute the
Mechanism Oversight and
FE Rl Review Plan
MITEE X
1‘»"“- a2l
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Participation in the PMP %Eﬁﬂxﬁ%‘ﬂ?%

Complianceé
From lio Accom ntabi lty

Pledging Organisations & i 18
v All 76 bureaux and departments of

B sy Swiss Re (7 &
e » i Rl B
p— . G paeas

Hong Kong Government EXFF ELZR
SPE

iterhational Conference

v/ 25 Insurance companies {RFR /2 T] SR ESRnE
Corporate Governance

v/ 9 Telecommunication companies
B AT
v/ 5 Organisations from other sectors g~

Hith{TEHE

11 Feb- ,; 2014+

S
P @lo EREARSLEEEAE
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est 1996
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Government Consultancy Project on

Implementation of PMP
M ERALIEEIR 2 FARIEERIE

Consultant engaged to facilitate

bureaux/departments to Advice provided by the
implement PMP PCPD
2 55 S RE R 77 Bh EL RS 3R 2R B R BB —
P 5 R B T 2 NEEZ
PMP Manual o
(To be completed this year) PMP Training
FhAEEIE 2 45 =]
(SEATH)

38

BRABAGRHLEBESLE

Privacy Commissioner

CE
F
m aa est.1§

for Personal Data, Hong Kong



PCPD’s Future Plan 22 KK T{E

39

N #3 :
O I@lo J FEBARHLEBEENE
Privacy Commissioner

for Personal Data, Hong Kong



PCPD’ s Work to Support SME

By /hik
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Guidance Note for SME
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Privacy Campaign for SME
RN ERIERA RS ED

* To publish a privacy toolkit for SME on the compliance with
the PDPO

SPNEHEREETFIRAIREERE
* To revamp online “Self-training Module on
Protection of Personal Data for SME”

mizdE £ "/ hFREEAZENALREEERRIE . AT

* To organise training programme
ByHEIRE k
4
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Service & Information Exclusively for SME

AP/ MmExAYARTS KR ER

 Answer SME’s enquiries on personal data privacy

AP EERSZEEAENBRAREINES

- a dedicated email account ; and

B 2 HRVEEIRP; &

- adedicated hotline

2N IRV RAR
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Privacy Awards Presentation

NS

* Encourage SME to enhance personal data
protection

g% B P/ e N 5E R B (B A Z i FA B

e Commend organsations which have made
effort in personal data protection or
actively implemented Privacy
Management Programme

Fara )R EAERRESEBIETTF
f’é’ﬂﬁr%ﬂﬂ’]m%

 Enhance reputation
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