EMBA Forum 2017-18

The Chinese University of Hong Kong
20 November 2017

Stephen Kai-yi Wong, Barrister
Privacy Commissioner for Personal Data, Hong Kong

CPD

i.‘k 3
-@. Q FREBARRALRESLE
[ st 1996 Privacy Commissioner
o % ) for Personal Data, Hong Kong

il °




F PCPD.org.hk

est.1996

Presentation Outline

Overview of Hong Kong’s Personal Data
(Privacy) Ordinance

Privacy and Ethical Implications of
New Technologies

EU General Data Protection Regulations
and Its Impact in Hong Kong

The Belt and Road Initiative




An Overview of
The Personal Data (Privacy) Ordinance
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~ Legislative Intent
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* Business Perspective - To [ﬁﬁ'ﬁ/éte‘ Sbusmess
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environment, maintain Hong Kong7/9 ha\imanual and.

trading hub ///|" N

* Human Rights Perspective - Protect individyéf_s’

personal data privacy
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Personal Data (Privacy) Ordinance

e enactedin 1995

e 15t comprehensive data
protection law in Asia

* covers the public (government)
and private sectors

* referenced to 1980 OECD Privacy
Guidelines and 1995
EC Data Protection Directive
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What is “Personal Data”?

“Personal data” ({El A E &) means any data -

(a) relating directly or indirectly to a living individual;

(b) from which it is practicable for the identity of the individual to be
directly or indirectly ascertained; and

(c) in a form in which access to or processing of the data is
practicable.

“Data” (&) means any representation of information (including an
expression of opinion) in any document.
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Examples of Personal Data in Everyday Life

* a person’s name, mobile phone number, address, sex, age,
occupation, salary, nationality, photo, identity card number,
medical records, etc.
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The Six Data Protection Principles (DPPs)

£ B R 5 Y PCPD.org.hk

Data Protection
Principles

| )
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B o G B R A O e )L - the purpose of data callection, and the dasss of pesars to crasurr, loss or use,
whom the dila may be ravsfemed,
L B AL RN A A . ST - Tata cals ke Be bk mak . —
EWIRE Openness —
WP Gl A7 2 BB Accuracy & Retention
L) [ ] PR A A M RE A TR ERAE P ER A data user mist make known (o the public its persanal data
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e [ 3 e ) R O - is necessary to Tultill the purpose Tor which it is used. the data i used,
£ Use | %% B W IE. Data Access & Correction
AT S RLAD R R 0 A F AR SR IO H 8+ Persanal data is used for the purpose for which the data s )
e ] R0 A S 0 1. P ar for @ directly wlsted , urless valuntary and fﬁﬁ')\ﬁ'ﬂﬁ*fﬂ.lﬂl}ulﬂ P FERATHEATE  Adata su'bjatlt must be given access o iis persoral data and to
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FJ FREMAERERT NN
Office of the Frivacy Commissioner

Ter Persanal Dats, Hang Kenyg
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https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
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Data Protection Principles (DPPs)
* Core spirits of the Ordinance

* Cover the whole data lifecycle from collection,
retention, use, security to destruction
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]

X ‘%Data Protection Principles (DPPs)

DPP1 -

Collection
v Not excessive
v Lawful and fair
v’ Sufficient notice

N\

\'

&

DPP2 -
Accuracy &
Retention

Ensure accuracy before
use
Destroy when purpose
of collection is
accomplished

DPP3— @

v" Do not use
data for new
purposes without
data subjects’
consent
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DPP4 —

Security
v" All practicable
steps shall be taken
to prevent data
breach

BN

Data Protection Principles (DPPs)

DPP6 —
Data Access
& Correction

DPP5 - v'Allow data subjects
Openness & to access and
Transparency correct their

v'Policy and practice personal data

should be made
readily available to
data subjects
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Direct
Marketing
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New Direct Marketing Regime

e 2012 Ordinance review exercise

e new direct marketing regime came

into force on 1 April 2013 & Q@m
o B

e direct marketing activities under the Q"e ar
Ordinance include such activities
made to specific persons by mail,
fax, email and phone
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Direct Marketing Requirements

Intends to use
or provide
personal data
to others for
direct
marketing

4 Data User

ErfERE

Notification

B A

Data Subject B

=< AINE— k==
BREEA

Consent

AR

Provide “prescribed
information” and response
channel for data subjects
to elect whether to give
consent

Notification must be easily
understandable

Consent should be given
explicitly and voluntarily

“Consent” includes an
indication of “no objection”

Provides
personal data
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Direct Marketing Requirements

e data user must comply with the
data subject’s opt-out request
without charge [section 35G]

e criminal sanctions if data user fails
to comply with requirements of
notification, consent and opt-out

requests
N =
Yo R @ [ FEBAREILEREENE
est.1996 Privacy Commissioner

for Personal Data, Hong Kong

0 %



Date

Sept 2015
(1%t conviction after the

2012 amendment)

Case

A telecommunication company ignored
customer’s opt-out requests.

The company appealed against its
conviction at the High Court, and the
appeal was dismissed in Jan 2017.

Penalty
Fined $30,000

Sept 2015 A storage service provider failed to take Fined $10,000
specified actions and obtain the data
subject’s consent before direct marketing.

Nov 2015 A healthcare services company ignored Fined $10,000

customer’s opt-out requests.
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Date
Dec 2015 .

Case

An individual provided personal data to a third
party for direct marketing without taking specified
actions and obtaining the data subject’s consent.
The individual appealed against the conviction at
the High Court, and the appeal was dismissed in
June 2017.

Direct Marketing Conviction Cases

Penalty
Fined $5,000

Apr 2016 * Aninsurance agent used personal data in direct Community
marketing without taking specified actions and Service Order of
obtaining the data subject’s consent. 80 hours for

« The agent also failed to inform the data subject of each charge
his opt-out right when using his personal data in
direct marketing for the first time.
May 2016 * A telemarketing company used a customer’s Fined $8,000

personal data in direct marketing without taking
specified actions and obtaining his consent.
The company also ignored opt-out requests.

for each
charge
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(- Direct Marketing Conviction Cases

Date Case Penalty
Nov 2016 | Two financial intermediaries used personal data in Two companies fined
direct marketing without taking specified actions and | $165,000 in total
obtaining data subject’s consent, total 11 charges, (515,000 per charge),
and all convicted. plus damages to

« Two senior management of the companies were also | claimants for 25% of
charged, but were acquitted due to lack of evidence. | Profits ($47,800).

Dec 2016 * A watch company used an individual’s personal Fined $8,000 for
data in direct marketing without taking specified each charge
actions and obtaining his consent.

* The company also failed to inform the individual of
his opt-out right when using his personal data in
direct marketing for the first time.

Jan 2017 * A bank failed to comply with client’s opt-out request. | Fined $10,000
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Direct Marketing Guidance Note

& it A A FER REgnAR
office of the Privacy Commissioner
for Personal Data, Hong Kong

Purpose of guidance takes effect, the Commissioner's
. — . «Guidance on the Collection and Use
1.1 Direct marketing 1s 4 common business of personal Data in Direct Marketing”
Sractice in Hong Kong. It often involves remain.s fully valid i &
collection and use of personal data by an : )

organization for direct marketing itself an What is “direct marketing”?

in some Cases, the provision of such data
by the organization to another person for
use in direct marketing. 0 the process,
compliance with the requirements under
the personal Data (Privacy) Ordinance (the
»Ordinance”) 1S essential. This document

is issued by the Privacy Commissioner

1.3 The Ordinance does not regulate all types
of direct marketing activities. 1t defines
“direct marketing” as:

(a) the offering, ©OF advertising of the
availability, of goods, facilities or services;

nr

Source: https:
: https://www.
pcpd.org.hk/english/publications/files/GN_DM
_DM_e.pdf
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Privacy and Ethical Implications of
New Technologies
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Big Data Al

e Massive scale of collection, * Machine learning — algorithms which
processing, combination and can learn and evolve without the
aggregation of unstructured need for human intervention
data * Thrive with big data analytics —

« “3Vs”:Volume, Velocity & discover patterns and correlations to
Variety = make predictions and decisions

2 oo
128
. iy
RS
Application of technologies in * Application of technologies in
financial services: regulatory compliance and
e crowdfunding monitoring:
e e-wallet * Detect irregular
* P2P lending transactions

* robo-adviser * Anti-money laundering

 credit scoring
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Privacy and Ethical Implications

. Covert data collection
: Unexpected data use
: Re-identification

2 Profiling, unfairness & discrimination
: Unpredictability
- Transparency

. Data security
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Privacy-based Solutions
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Accountability

= “Protect, Respect Personal
Data”

- toF management
cultivates respect for
privacy within
organisations

= adopt measures to protect
data

= Privacy Management
Programme (PMP)

= “Privacy by Design” &
“Privacy by Default”

24
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APREREERERS

Privacy
From Mgamﬂr?egeme"t
Compliance,
to Accountability...

to
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Main Objectives of PMP

anagement

Programme
A Best Practice Guide

embrace personal data privacy
protection as part of the
corporate governance
responsibilities; and

apply it as a top-down business
imperative throughout the
organisation
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From Compliance

to Accountability
Paradigm Shift

Compliance approach

Accountability Approach

® passive

e reactive

e remedial

e problem-based

e handled by compliance team
e minimum legal requirement
e bottom-up

e Active
¢ Proactive
¢ Preventative

e Based on customer
expectation

e Directed by top management
e Reputation building
e Top-down
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Transparency

= Two “Ts" -
Transparency and Trust

= transparency builds up
trust

28
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Transparency

= explain what data is
collected and
purposes of use

= explain logic and
rationale behind
decision
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Meaningful Choices

Meaningful Choices
and Control

= allow individuals to
object to profiling

= allow individuals to
object to decisions
which may significantly
affect them
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EU GDPR *** and Its Impact
| on Hong Kong
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EU General Data Protection Regulation
(GDPR)

* Enacted in May 2016

* To be effective on 25 May
2018

* Will replace 1995 EU Data
Protection Directive
(95/46/EC)

 Harmonise data protection
laws across Europe

32
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PDPO - GDPR
Comparative Study

PCPD identified the following 9 major differences between
PDPO and GDPR:

9 Major Differences

1. Extra-Territorial Application 6. Data Processor Obligations

2. Accountability and Governance 7. New or Enhanced Rights of
Data Subjects/Profiling

3. Mandatory Breach Notification 8. Certification/Seals and
Personal Data Transferred Outside
Jurisdictions

4. Sensitive Personal Data 9. Sanctions

5. Consent

33
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1. Extra-Territorial Application

EU GDPR

HK PDPO

Data processors or controllers:

e with an establishment in the EU,
or

e established outside the EU, that
offer goods or services to
individuals in the EU, or monitor
the behaviour of individuals in
the EU. [Art 3]

Data users who, either alone or

jointly or in common with other
persons, controls the collection,
holding, processing or use of the
personal data in or from Hong Kong.

[S.2(1)]
~
\_
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2. Accountability and Governance

EU GDPR

Risk-based approach to accountability.

Data controllers are required to:

e implement technical and organisational
measures to ensure compliance
[Art 24];

e adopt data protection by design and by
default [Art 25];

e conduct data protection impact
assessment for high-risk processing
[Art 35]; and

e (for certain types of organisations)
designate Data Protection Officers
[Art 37].

HK PDPO

The accountability principle and the
related privacy management tools are
not explicitly stated.

The Privacy Commissioner advocates the
Privacy Management Programme which
manifests the accountability principle.
The appointment of data protection
officers and the conduct of privacy
impact assessment are recommended
good practices for achieving
accountability.
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3. Mandatory Breach Notification

EU GDPR

HK PDPO

= Y

f’ﬂ

Data controllers are required to
notify the authority about a data
breach without undue delay
(exceptions apply).

Data controllers are required to
notify affected data subjects
unless exempted.

[Arts 33-34]

o I@IO

est.1996

No mandatory requirement.
Voluntary breach notification.
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4. Sensitive Personal Data

EU GDPR

HK PDPO

* Expand the category of sensitive
personal data.

* Processing of sensitive personal

data is allowed only under
specific circumstances. [Art 9]

N FRWEP

H S @ ]
I est1996 '

Chk] G 3] B4

No distinction between sensitive
and non-sensitive personal data.

37

FERBARRLEBEENE

Privacy Commissioner
for Personal Data, Hong Kong




5. Consent

EU GDPR HK PDPO

* One of the 6 lawful bases for Consent is not a pre-requisite for the
processing

* Consent must be
v freely given, specific and
informed; and
v"an unambiguous indication of a
data subject’s wishes, by

collection of personal data, unless
the personal data is used for a new
purpose. [DPPs 1&3]

statement or by clear \ 28X e®

affirmative action, which Q \ SV

signifies agreement to the

processing of his personal data.

[Art 4(1)] 5
N 3P
m "o Hom9 SEEARNLESEAE
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6. Data Processor Obligations

EU GDPR HK PDPO

* Data processors are imposed * Data processors are not directly
with additional obligations, such regulated.
as: maintaining records of
processing, ensuring security of
processing, reporting data

* Data users are required to adopt
contractual or other means to
ensure data processors comply

breaches, designating Data with data retention and security

Protection Officers, etc. requirements. [DPPs 2&4]

[Arts 30, 32-33, 37] S—a

D BYR-¥] [
1 © Hele
i
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7. New or Enhanced Rights
of Data Subjects / Profiling

EU GDPR

HK PDPO

Right to erasure of personal data (also
known as “right to be forgotten”)

[Art 17]

Right to data portability [Art 20]

Right to object to processing (including
profiling) [Art 21]

“Profiling” is defined as any form of
automated processing involving
personal data to evaluate certain
personal aspects of a natural person
[Art 4(4)]

Expanded notice requirement for the
new or enhanced rights

No general right to erasure, but shall
not retain personal data for longer than
necessary [S.26 & DPP 2(2)]

No right to data portability

No general right to object to processing
(including profiling), but may opt out
from direct marketing activities [Ss.35G
&35L] and contains provisions
regulating data matching procedure
[Ss. 30-31]
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8. Certification / Seals and Personal
Data Transferred Outside Jurisdictions

EU GDPR

HK PDPO

* Explicitly recognises privacy seals
and establishes certification
mechanism for demonstrating
compliance by data controllers
and processors. [Art 42]

* Certification as one of the legal
bases for cross-border data
transfer.

No such certification or privacy

seals mechanism for
demonstrating compliance.

=
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9. Sanctions

EU GDPR

Data protection authorities can
impose administrative fines on

data controllers and processors.

[Art 58]

Depending on the nature of the
breach, the fine could be up to
€20million or 4% of the total
worldwide annual turnover.
[Art 83]

HK PDPO

The Privacy Commissioner is not
empowered to impose
administrative fines or penalties.

The Privacy Commissioner may
serve enforcement notices on data
users.
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==  PDPO-GDPR
é Comparative Study

Notice and
Consent

Accountabilit
PCPD’s Y

Observations _
Sanction

Extra-Territorial
Application
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Observations —
Notice & Consent

* Balance with genuine needs for processing data
* Over reliance on consent may impede business activities
 PDPO is principle-based and technology neutral
* Suggest stick to DPP1 & DPP3:
o DPP1 - notice; lawful purpose directly related to a
function or activity
o DPP3 — use for new purpose not allowed without
prescribed consent

44
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Observations -
Accountability

 Suggest formalising accountability principle (including
mandatory DPO regime) under PDPO because it can:
o give effect to principle-based PDPO by promoting
responsible use of data by data users
o facilitate compliance
o allow for more flexibility to tackle the challenges
brought by ICT, Al, Big Data, etc.
* To mitigate adverse effect on businesses, risk-based
approach to accountability can be considered
 PCPD is open-minded as to formalising PIA as it is already a

part of PMP
N RS
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(ﬁ) Observations — Sanctions

 Allow PCPD to impose administrative fines would deter
non-compliance and bring PDPO in line with overseas data
protection laws (e.g. Singapore, UK)

 Some regulators in Hong Kong are also vested with power
to order pecuniary penalty, e.g. Monetary Authority,
Securities and Futures Commission

 Appropriate check & balance mechanism may allay
concerns of over-concentration of powers:
i. stipulating criteria for imposing fines
ii. prescribing fine limit
iii. allowing appeal channel against fine imposed

46
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(%) Observations —

Extra-Territorial Application

e Given rapid ICT developments, data collection and
processing nowadays is borderless. Currently, PCPD will
resort to cross-border enforcement where appropriate

* Adopting extra-territoriality to PDPO requires consideration
of complicated legal issues, practicality of enforcement and
consistency with international comity

* PCPD has reservation on making same change to PDPO

* It is still an open question to be clarified by legal precedent
as to whether PDPO has extra-territorial effect

47
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Way Forward

e Publication of Guidance

* Trainings for data users

* Information exchange and experience
sharing on issues and challenges
relating to compliance with GDPR

e Strengthen international co

48
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The Belt and Road Initiative
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BELT AND ROAD INITIA

EUROPE Bt

PACIFIC
OCEAN
B AP
CHINA RE

INDIAN
OCEAN
ENEE

This preliminary map is based on the proposed geo-economic
cooperation as described in the Vision and Actions on

Jointly Building the Silk Road Economic Belt and 21st Century
Maritime Silk Road document. Actual routes may differ and
may also extend to encompass other territories as the project develops.
ASEDRE CEBRRAE 2R ENNR2 LS EE 2R NMRRTE)
HRM SN ERRTRAR  GHe¥ - ARG E TR
FAEBNRE BRAMEZRMBE

Source: HKTDC
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Hong Kong’s Unique Advantages

“Hong Kong...has many unique advantages...for instance, free and
open economy, efficient business environment, advanced
professional services sector, well-established infrastructure and
facilities, internationally recognised legal system, free flow of
information and large supply of quality professionals...”

Mr Zhang Dejiang,

Member of the Standing Committee of

the Political Bureau of the Communist Party
of China Central Committee;

Chairman of the Standing Committee of the
National People’s Congress of the People’s
Republic of China

Keynote Speech,

Belt and Road Summit, 18 May 2016

51
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Hong Kong’s Unique Advantages

“With the combined advantages of ‘one country’ and ‘two
systems,” Hong Kong can serve as a ‘super-connector’ (¥R EEZEN)
between the Mainland of China and the rest of the world. In areas
such as finance, investment, professional services, trade, logistics,
culture, creativity, innovation and technology, Hong Kong’s unique
‘super connector’ role can bring together the strengths of Belt and
Road economies.”

The Hon CY Leung, GBM, GBS, JP
Former Chief Executive, Hong Kong SAR
Opening Remarks

Belt and Road Summit, 18 May 2016
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Hong Kong — Asia’s Leading Data Hub

* 2016 Cloud Readiness
Index Overall Ranking # 1:
— International Connectivity #1
— Data Centre Safety #1
— Privacy #1
— Broadband Quality #2

— Power Grid, Green Policy &
Sustainability #2

Cloud
Readiness
Index 2016
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Support of Hong Kong Government

Hong Kong Government fully supports developing Hong
Kong into Asia’s Leading Data Hub:

“Data centres are an essential infrastructure to support pillar
sectors like financial services, trading and logistics'as well as
other economic sectors. Data centres also provide the catalyst
for the development of new content and applicatiogs, a s<\1ngl as
cloud computing services.. the Government fully supﬁrtsf;ﬁé

our economic growth...

Source : Hong Kong Office of the Government Chief Information Officer ’ i
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Hong Kong Government Policy

* Set up a Data Centre Facilitation Unit and a thematic information
portal, to provide coordinated services to interested developers
and investors on matters related to setting up of data centresin
Hong Kong

e Step up promotion to position Hong Kong as a prime location for
data centres in the Asia Pacific region;

* Promote the incentive measures that optimise -the use of
industrial buildings for the benefit of developing*dat@;\]_pg;ttﬂrgs;

and =z
« Identify sites for development of high-tier data Eentres gnd
appropriate land disposal arrangements. - ’% N m
s .

Source : Hong Kong Office of the Government Chief Information Officer 55
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Hong Kong — Reputable Legal System

The Rule of Law

Common Law Jurisdiction
Strong Commercial and
Property Law

Independence of the Judiciary

Arbitration and Mediation

56
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Hong Kong — Leading Business Centre

* International Trade q‘ ’ g
* Intellectual Property % % ":f: g@r ;’
* International Arbitration Y S

 Professional Knowledge
* Diverse Cultures "r
* International Vision

57
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Hong Kong’s comprehensive data
protection regime

* Personal Data (Privacy) Ordinance: A comprehensive data
protection law in line with international standards

 Office of the Privacy Commissioner for Personal Data:
independent, fair and reliable enforcement agency trusted
by local citizens and overseas enforcement agencies

DR g d [
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Contact Us

N .
i/&ﬂkﬁﬂ&ﬂ'lﬂ!

P Bl o - [ Hotline 2827 2827
el

About PCPD | Data Privacy Law | nmtEvm | Compliance & Enforcement | Complaints | Legal Assistance | Education & Training | Resources Centre | Enquiry

I@ A Quick Guide

P = 4 Fax 2877 7026

S What's New

saxa
" pCPD Wins the “Most Breastfeed-caring Corporate” Award

o = °
The 39™ International Conference of Pﬂ,l, M“ cn inese Publicatin E nitled 28! ﬂ& M D We b S Ite www c d o r h k
Data Protection and Prlvacy Commissioners 1) h: the Hong Kong Book Fair 20; ° ° °

book shz.rln;se held atthe HECEC n 24 July 2017,
25-29 September 2017 | Kowloon Shangri-ls, Hong Kong. China
octin om v G ah PCPD Publishes a New Book Entitled "W tdlou( This is my
_— personal data privacy” - Have & Sey on Your Own Privacy? (Chinese
Resp m Only)

e e I I N F- T enquiry@pcpd.org.hk

Orsanisations and Individusls Should Comply with Lavfal
ey Co A Company Director

Became the Fis m Oﬁeml C victed fthls Offence

s ] Address 12/F, Sunlight Tower,

PCPD Joins Global Sweep Exercise to Examine Consumers’ Cont trol
Over Their Personal Data Collected by Customer Lovalty e Bovd
Programmes

e 248 Queen’s Road East,

ctic
(UIllllll\\lUllLIb (ICDPPC) For Individuals For Organisations
tion and Privacy °
Think Privacyl Be Smart Online Mobile App Development a n ‘ a I
Using Computers and the intemet Professional Workshops ’

Wisely Online Courses.

Introduction to the PD(P)O
Your Identity Card Number and Seminar

Be Smart on Social Networks

Copyright
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