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A Regulator’s Perspective on Accountability  
and How to Incentivise It 
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  Presentation Outline 

Hong Kong—Privacy Management Programme  

   Engaging the Data Controllers (SMEs)  

  Data Ethics and Trust 
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    Hong Kong—Privacy Management 
Programme  1 
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  Hong Kong – Privacy Management Programme 

Not a legal requirement 
 

Top-down business  
imperative 

Data protection policies & 
procedures in place 

A paradigm shift 
 

Initiated by the Hong Kong 
Privacy Commissioner 

Corporate governance 
responsibilities 



Compliance Approach 

• Passive  
• Reactive  
• Remedial  

• Problem-based  
• Handled by compliance team 

• Minimum legal requirement 
• Bottom-up  

Accountability Approach 

• Active  
• Proactive  
• Preventive  
• Based on customer expectation 
• Directed by top-management 
• Reputation building  
• Top-down  

Paradigm Shift 
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PMP – Fundamental Principles 
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   Top-
management 

commitment and  
buy-in 

Setting up of a 
dedicated data 

protection office  
or officer 

Establishing 
reporting and 

oversight 
mechanism 

Top-Down Organisational Commitments 



PMP – 7 Practical Programme Controls 
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PMP –  
Ongoing Assessment and Revision 

Develop an Oversight 
and Review Plan 

 

Assess and Revise 
Programme Controls 

 

8 



9 

 

Carrots or Sticks? 
 

• Deterrence and punishment 
had limited effects 

• Maximum fine for DM 
conviction cases - US$4,000 
only! 

• No power to impose 
administrative fines 

• Promoting accountability 
through PMP 
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Organisations’ Sharing 

Training 

Conducted by the Government 
on specific projects e.g. SMART 
ID, e-health System, etc. 

Privacy 
Impact/Compliance 

Assessment 
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Practical Difficulties Encountered by Organisations   
in implementing PMP 

Lack of budget 
and resources  

Lack of 
competent legal 

and technical 
staff 

Lack of 
Knowledge 

Lower 
motivations 
to implement 

DPAs should provide incentives  



 
Consultancy Project on Implementation of PMP in 

Government 
 

Consultant engaged to 
facilitate bureaux 
/departments to  
implement PMP 

 

Advice  
provided by the PCPD 

PMP 
Training 

PMP Manual 
(To be completed this year) 
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Deliverables by the Consultant 
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PMP Manuals for 
selected government 
bureau/departments 

Toolkits and training 
materials 

General Reference 
Guide 

Workshops  



PMP Manuals for government departments 
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        Cover all components of a PMP 

Section 1:  
Overview of the Privacy Management 
Programme (“PMP”) 

Section 2 

Overview of the Personal Data 
(Privacy) Ordinance 

       The tailor-made PMP  
 

Section 3: 

Organisational 
Commitment 

 

A-1a. Roles and Responsibilities of the 
Departmental Data Protection Officer and 
Other Officers Assisting in the 
Implementation of PMP 
A-1b. Reporting Mechanism 

Programme 
Controls 

A-2b. Policies for Handling Personal Data 
A-2c. Risk Assessment Tools 
A-2d. Training and Education 
A-2e. Breach Handling 
A-2f.  Data Processor Management 
A-2g. Communication 

Ongoing 
Assessment 
and Revision 

1. Oversight and Review Plan 
2. Review of PMP’s Effectiveness 



 
PMP Manuals for government departments 
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Understand the bureau/departments  

Report 

Worked with the bureau/departments 
and prepared the PMP Manual  

•reviewing existing policies, guidelines, procedures, etc. 

•interviewing key divisions/sections to understand their 
operations 

•walkthrough of key privacy controls in place within the data 
privacy lifecycle 
 

•overview of current status of the PMP 

•detailed findings and recommendations 

•a road map for way forward 

• tailored templates, outlines/key contents of the 
policies and procedures, frameworks and protocol 
references. 

Groundwork:  



 
PMP Manuals for government departments 
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Based on the observations identified 
 
 
 
Remediate the gaps identified 
 



 
PMP Manuals for government departments 
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 Specified roles and 

responsibilities of  

Data Protection Officer,  
Personal Data Privacy Officer 

and  
Team Coordinator              

 privacy respectful culture 

 Set up of Data Protection Office 



 
PMP Manuals for government departments 
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PMP Manuals for government departments 
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Set up of a clear general 
reporting structure &  

reporting mechanism with 

respect  to data breach 
handling  

privacy respectful culture 



 
PMP Manuals for government departments 
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General reporting structure 

Team Coordinators 

Team 1  

  

Team 2  

  

Team 3  

  

Team 4  

  

Team 5  

  

Team 6  

  

Team 7  

  

Data Protection 

Officer 

Personal Data 

Privacy Officer 

Directorate 

Officer  



 
PMP Manuals for government departments 
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Set up of reporting mechanism with respect  to data breach handling 



 
PMP Manuals for government departments 
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Practical Protocols  

Specific steps and procedures  



 
PMP Manuals for government departments 
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Steps for Personal Data Inventory Review 



 
PMP Manuals for government departments 
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 Specific steps and procedures  
 Steps for conducting a Privacy Impact Assessment 

 



 
PMP Manuals for government departments 
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PMP Manuals for government departments 
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Tailored templates  

 
Data Processor 

Review 



PMP Manuals for government departments 
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checklist to ensure the 
compliance with PDPO  
 
(e.g. Preparation of PICS) 

Practical Protocols  



 
PMP Manuals for government departments 
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PMP Manuals for government departments 
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Practical Protocols  

(e.g. collection of identity card, 
use of portable electronic 

storage devices, handling of 
DAR & DCR) 



 
PMP Manuals for government departments 
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Practical Protocols  

30 



 
PMP Manuals for government departments 
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Comprehensive TRAINING ACTIVITIES 



    Engaging the Data Controllers 
(SMEs) 2 
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• Website:  PCPD.org.hk 

 

 

Engaging Through Education 
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• Thematic Websites 

Engaging Through Education 

34 
www.pcpd.org.hk/besmartonline www.pcpd.org.hk/childrenprivacy 



• Social Media 

Engaging Through Education 
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www.youtube.com/user/PCPDHKSAR 

www.facebook.com/besmartonlinepcpd 



• Seminars, talks, speaking engagements: self-organised or upon invitation 

• Industry-specific and individual companies/organisations; chambers and 
associations 

• Covering both public and private sectors 

• In 2017: Conducted 314 professional workshops,  

• talks, seminars, speaking engagements and meetings  

      with stakeholders, with 25,038 participants  

 

 

Engaging Through Education 
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• Industry-specific tools and guidance 

Engaging Through Education 
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Online Assessment Tool for Retail Operation  

Guidance Note for Beauty Industry 



• Industry-specific tools and guidance 

     - at PCPD.org.hk 

Engaging Through Education 
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• Industries engaged: 

     

 

Engaging Through Education 
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Beauty 
industry 

Property 
agents 

Insurance 

Telecommunications 
Property 

management 

Retail 
sector 

Mobile apps 
developers 
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www.youtube.com/user/PCPDHKSAR 



• Guidance Note for SME 

• A new toolkit dedicated for 
SME will be published 

• Revamp the online self-
training module for SME 

• Engage SME chambers and 
associations 

 

Privacy Campaign for SME 
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• Media promotion 
Engaging Through Promotion 
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In 2017:  
• Press releases:  30 
• Responses to media enquiries: 217 
• Media interviews: 54 



• Op-ed articles 

Engaging Through Promotion 
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Engaging Through Promotion 
• Publications 

    - Topic-specific 

    - Industry-specific 



• Data Protection Officers’ Club 

• Established in year 2000 

• Over 550 members from public and private sectors 

• A platform for members to share and exchange views 

 

Engaging Through Exchanges and Dialogues 
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• Data Protection Officers’ Club 

• Seminars, sharing sessions, visits, etc. 

 

Engaging Through Exchanges and Dialogues 
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Engaging Through Exchanges  
and Dialogues 
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Dedicated 

website and 
e-newsletter 

 

 
Data 

Protection 
Officers’ Club 

 



• Work hand in hand with data controllers for issues/data breaches 

• Example: data breaches by travel agents 

 

Engaging Through Exchanges and Dialogues 
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• Meetings with chambers, trade associations and professional bodies; 
conduct seminars and sharing sessions 

• Hong Kong General Chamber of Commerce 

• Chinese General Chamber of Commerce 

• Chinese Manufacturers' Association of Hong Kong 

• American Chamber of Commerce in Hong Kong 

• British Chamber of Commerce in Hong Kong  

• Hong Kong Association of Banks 

• Hong Kong Monetary Authority 

• Hong Kong Institute of Chartered Secretaries 

• Hong Kong Institute of Human Resource Management 

 

Engaging Through Exchanges and Dialogues 
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• Meetings and exchange of views with multinational 
corporations/associations for the latest developments/initiatives 
with privacy implications 

• Facebook: Revised privacy setting; education programmes 

• Microsoft: seminars on privacy related topics 

• Alibaba 

• PayPal 

• Visa 

• Google 

• GSMA 

 

Engaging Through Exchanges and Dialogues 
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• Hong Kong Federation of Insurers (HKFI): Proposed database for 
insurance claims 
• HKFI is considering to set up a central database to combat fraud. 

Historical claims data will be contributed to this central database by 
the participating insurers.  

• HKFI and PCPD have been in dialogue on this proposed               
initiative.  

• HKFI has taken into account 
PCPD’s comments and  
has built in privacy by design in the setup  
of the proposed database.  

 

 
 

Engaging Through Exchanges and Dialogues 
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DATABASE 



Data Ethics as a Solution   

52 
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Data Ethics and Trust 

Data  

Ethical Obligations  

• No Surprise to Consumers 
• No Harm to Consumers  
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Promoting Ethics -  “Legitimacy of Data Processing Project” 

 

New technologies (e.g., 
BD, AI, ML) revolutionise 
the ways in which data is 

collected, processed 
and/or used 

 

Ubiquitous collection and 
innovative use bring 
challenges to data 

protection 

Growing public 
expectations for data 

ethics 

Growing consensus that 
“notice and consent” 
principle is not fully 

effective 

Background 
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Project Background 

Project 
commenced 
in April 2018 

PCPD 
commissioned 

a US 
consultancy 
to steer the 

Project 

3 in-person 
meetings in 
Hong Kong 

Involving 23 
businesses 

from different 
sectors 
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Project Objectives 

What does “ethical 
data processing” 

mean?  

“Fair data processing” 
– what would the 
standards be to 

describe what being 
“fair” means? 

What is the direct or 
indirect linkage 

between fair/ethical 
data processing and 
legal requirements, 
and what aspects of 

ethical data 
stewardship go 

beyond the law? 

What are the 
motivators for 

business to adopt the 
principles and 

standards and utilise 
ethical data impact 

assessments? 
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Participating Organisations 

4 banks 

2 telecommunications companies 

2 transportation companies 

1 public utilities company 

1 healthcare services provider 

1 insurance company 

1 credit reference agency 

2 trade associations 

9 organisations from other sectors 



58 

•2 in-person meetings between the US consultancy and the participating organisations: 

•understanding the level of maturity or “capability of privacy programs” within Hong 
Kong business community; 

•sharing of practical experience of the participating organisations in adopting / 
implementing accountability and data ethics; 

•discussing the data stewardship accountability elements and values, business 
specific “principles” that support the values, and ethical data impact assessment 

•2 in-person meetings (and email discussions) between the US consultancy and PCPD 
on project approach and issues 

•1 in-person meeting among all parties to be held in August 2018 

In-person meetings 

• 2 teleconferences between the US consultancy and participating organisations 
subsequent to the in-person meetings to follow up on the comments gathered at the 
meetings 

Teleconferences 

Methodology 
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Deliverables by the 

Consultancy 



Compliance 

Accountability 

Ethics/ 
Trust/ 

Respect 

Culture 

Engaging 

Incentivising 

PCPD’s Strategic Focus 
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salamat 
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