Centre for Information Policy Leadership (CIPL) Workshop in collaboration with the Singapore Personal
Data Protection Commission
“Implementing Accountability “
26 July 2018
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Hong Kong—Privacy Management
Programme
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Hong Kong - Privacy Management Programme

) it

I

Initiated by the Hong Kong Not a legal requirement Corporate governance
Privacy Commissioner responsibilities
X From Compliance
reicrann to Accountability
Top-down business Data protection policies & A paradigm shift
imperative procedures in place
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> Paradigm Shift >

From Compliance

to Accountahility Accountability Approach |

e Active

Passi \ * Proactive

* Passive .

e Reactive \a * Preventive

e Remedial * Based on customer expectation
* Problem-based * Directed by top-management
* Handled by compliance team * Reputation building

* Minimum legal requirement « Top-down

* Bottom-up
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PMP - Fundamental Principles

Top-Down Organisational Commitments

Top- _ Establishing
management Setting up of a reporting and

commitment and dedicated data oversight

buy-in protection office mechanism
or officer

Privacy Commissioner
for Personal Data, Hong Kong




PMP - 7 Practical Programme Controls
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PMP -
Ongoing Assessment and Revision

Develop an Oversight
and Review Plan

HEHEEASEEILEESLE
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Carrots or Sticks?

* Deterrence and punishment
had limited effects

« Maximum fine for DM
conviction cases - US$4,000
only!

 No power to Iimpose
administrative fines

 Promoting  accountability
through PMP

Privacy Commissiomnear
for Personal Data, Hong Kong




Organisations’ Sharing

+ Desktop Wallpaper Design Competition @

R 2023

Data Access &

Correction Data

rotedio

+ Daily Training and Quiz on Data Protection Principles
Good practices on data handling were shared with the staff.

Privacy Conducted by the Government
Impact/Compliance on specific projects e.g. SMART
a2 ID, e-health System, etc.

Privacy Commissiomnear
for Personal Data, Hong Kong




Practical Difficulties Encountered by Organisations
in implementing PMP

Lack of budget
and resources
Lower - 29
motivations l.l.ll Lack of
competent legal

and technical
staff

to implement

Lack of
Knowledge

DPAs should provide incentives 1
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Consultant engaged to

PMP facilitate bureaux
Training /departments to

implement PMP
PMP Manual "“GU'DANCER'ASSISTANCE . Advice

(To be completed this year)

provided by the PCPD

HHEEASEHILEESOE
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Deliverables by the Consultant

PIVIPAVIanualsifor
selected government
bureauy/departments

Gy

loolkits anditraining

Workshops material
mMateridis
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PMP Manuals for government departments
N Cover all components of a PMP

A-1a. Roles and Responsibilities of the
Overview of the Privacy Management Departmental Data Protection Officer and
Programme (“PMP”) Commitment Other Offlcer_s Assisting in the
Implementation of PMP

A-1b. Reporting Mechanism

Organisational

Overview of the Personal Data

A-2b. Policies for Handling Personal Data
(Privacy) Ordinance

A-2c. Risk Assessment Tools
Programme A-2d. Training and Education

e Controls A-2e. Breach Handling

A-2f. Data Processor Management

A-2g. Communication

The tailor-made PMP

Ongoing 1. Oversight and Review Plan
Assessment 2. Review of PMP’s Effectiveness

and Revision

HEEARELESSOE
FPrivacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

Understand the bureau/departments

ereviewing existing policies, guidelines, procedures, etc.

einterviewing key divisions/sections to understand their
operations

swalkthrough of key privacy controls in place within the data
privacy lifecycle

Report

eoverview of current status of the PMP
edetailed findings and recommendations
*a road map for way forward

Worked with the bureau/departments
and prepared the PMP Manual

* tailored templates, outlines/key contents of the
policies and procedures, frameworks and protocol
references.

HHEEASEHILEESOE
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PMP Manuals for government departments @

|b Based on the observations identified

Privacy Commissioner
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PMP Manuals for government departments

Q Set up of Data Protection Office

Specified r0!€5 and

responsibilities of
Data Protection Officer,
Personal Data Privacy Officer
and
Team Coordinator

privacy respectful culture

HHEEASEHILEESOE
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PMP Manuals for government departments

Role Officer
Data Protection Officer [Post/Title of the officer(s) - To be decided by each individual
Personal Data Privacy Officer Bureau / Department. |
Team Coordinator Team 1 [Post/Title of the officer(s) -
Team 2 To be decided by each
Team 3 individual Bureau /
Team 4 Department. ]
Team 5
Team 6
\ Team 7

HHEEASEHILEESOE
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o PMP Manuals for government departments @

* privacy respectful culture «

set up of a clear general

reporting structure &
reporting mechanism with

respect o data breach
handling

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

Team Coordinators

General reporting structure

Privacy Commissiomnear
for Personal Data, Hong Kong



PMP Manuals for government departments

Set up of reporting mechanism with respect to data breach handling

Respective
Deputy Secretary

Respective

Subject officer Team/Section Head

Data Protection Officer

If the data breach is
related to
information systems
and has major impact
on public services

IT team / Security Officer of’ Government Chief
the Bureau / Department Information Officer

HEHEEASEILEES D
Privacy Commissioner
for Personal Data, Hong Kong
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PMP Manuals for government departments

/Steps for Personal Data Inventory Review

- : tep 4:
Step 3: Submit the i .
updated personal Review and Step 5: File

Initiate the Review the = - i finalise the the updated
review ersonal data data inventory to dated ersonal data
S y pe : : the Data Protection ; S e

exercise inventory personal data inventory
: Officer . :
inventory

Action by: Data Action by: Team Action by: Team Action by: Data Action by: Data
Protection Officer Coordinators Coordinators Protection Officer Protection Officer

Step 1: ’ Step 2:

Privacy Commissioner
for Personal Data, Hong Kong




PMP Manuals for government departments

v Specific steps and procedures
Steps for conducting a Privacy Impact Assessment

conduct the PIA " 4

Action by: Data Action by: Data
Protection Protection

Officer Officer & subject
officer

Action by:
Subject officer

Action by:
Subject officer

Action by:
Subject officer

HEBEASEEILEEESLE
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@ PMP Manuals for government departments @
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PMP Manuals for g

Tailored templates

transfer arrangement)?
7) Do the contractual terms cover the
consequence for violation of the contract?

8) Is the Team/Section satisfied that the data
processor had fo{lovmd the contractual
obhyuons in mpect pexsona] datal

1f “Yes”, pl

e e
Team/Section

Name of data processor

Purpose of engaging the data |
L igbosonted [ l| 10) Has the Team/Section performed any
J 1 scheduled audit/inspection on the data

) If the answer to Q(8) above is “No", did
the Team/Section take any actions?

Brief description of personal
data processed/accessed b processor in the past three years|
(including surprise visit)? If the answer is
“Yes”, please state:-

data processor
2: Review of BUREAU / DEPARTMENT % of (@) the year of the audit/inspection
Questions Yes/No T (b) any irregularities identified; and
1) Do the contractual terms cover BUREAU / (c) any remedial actions taken.
DEPARTMENT's right to audit and
inspect how the data pi -
and stores personal data? If the answer is "No", please explain why
an audit/inspection is not required. Vs
2) Do the mn!r:lcl‘t:lnl terms cover the data
rocessor’s cbligation to report
niaattataly BUREAD p 11) If audit/inspection was performed on the|
DEPARTLJF):T for & any loss of documents. data processor this year, has the
securi breaches or signs ‘Team/Section identified any
abnormalitis? irregularities? 1f “Yes”, please state thel
3) Do the contractual terms cover the SI{ sby:h dﬂr i
limitation of uanls or disclosing any| aken e data processor.
personal data receives or gains
knowledge of that slxould be for a purpose| 12) Has an)‘ data breach incidents occurred)
which the personal data is entrusted to it? which involved the data processor? If

“Yes", please provide the corresponding

4) Do the contractual terms cover the sub- -
contract arrangement limitations and Data Breach Information Sheet as|
arrangements? attachment (please refer to Annex Q of the|

PMP Manual).

5) Do the contractual terms cover the timely|
roturn, destruction or deletion of personal,
data by the data processor?

C leted by (Team C di ) i d by (Data Officer)

6) Do the contractual terms cover the data 9 Signat

processor’s  obligations  to  adopt i b

practicable means to protect the data Post Post

entrusted to it (e.g. appropriate security,

measures, personal data protection Date Date

policies and procedures, ndeq\m(e training)

to v staff. or el e ata

LTI T2
F HEBEAEELESSLE
| H K|
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Is for government depar
rotocols

checklist to ensure the
«compliance with PDPO

V(e.g. Preparation of PICS)
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PMP Manuals for government departments 2,

Practical Protocols

@O&W (e.g. collection of identity card,

use of portable electronic
storage devices, handling of
DAR & DCR)

29
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PMP Manuals for government departments @
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Engaging the Data Controllers
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Engaging Through Education

Privacy Commissioner
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for Personal Data, Hong Kong

HEBEAECLEBESNE

ARFE T A SR
Protect,Respect Personal Data

* Website: PCPD.org.hk

About PCPD | Data Privacy Law | News & Events | C: i & | C
- -
I €© A Quick Guide
You

“European Union General Data
Protection Regulation (GDPR) 2016”
booklet

This booklet aims at raising awareness amongst organisations /
businesses in Hong Kong of the possible impact of the new regulatory
framework for data protection in the European Union, as well as
comparing some of the major requirements with those set out in the
Personal Data (Privacy) Ordinance, Laws of Hong Kong (Cap 486)
(PDPO)

| Legal Assi: | & Training | Resources Centre | Enquiry

Keyword Search

B Advanced Search

What's New

Unleashing Potential in Innovation and Technology - Promoting
Data Privacy Protection Award ion C: v of
Ambassador for Privacy Protection Progranmme

Privacy Commissioner Expresses Concerns Over Typeform's Data
Breach Incident (Chinese Version Only)

Privacy Commissioner Meets Central and Western Concern Group
Regarding Legislative C illor Ted Hui's Inci

“Privacy: From Week
2018
SME Privacy i hes to Gather Wisdom and

c ign L
Build Sustainable Competitive Advantage

to » _ Privacy

PCPD Awarded ERB “Manpower Developer”

Deputy Privacy Commissioner for Personal Data and Assistant
Privacy C issi inted

Privacy C issi to Legislative C illor Ted
Hui's Public Inquiries

itoring and ing Legislative C i 1 ion in the
LegCo C lex and hing a Official's Mobile Phone
Privacy C issi to the d Intrusion into
Hong Kong db C; D (Chinese

version Only)

For Individuals For Organisations

EU General Data Protection
Regulation

Think Privacy! Be Smart Online
Using Computers and the Internet
Wisely Mobile App Development
Be Smart on Social Networks Professional Workshops

Your Identity Card Number and
Your Privacy

Online Courses

Introduction to the PD(P)O
Exercising Your Data Access Seminar

Rights under the Ordinance iy Spc e Resotirses

Topic Guides Topic Guides

HHEEASEHILEESOE
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Engaging Through Educati

e Thematic Websites

D e =N

2 momY) suEAARLES
| s
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A one-stop portal for children to learm and undel
personal data privacy, and for teachers and parents
to help those under their care in how to protect
their personal data.

Protect,
Respect
Personal
Data

Latest
News

B Practicg|
arents qn

CHILDREN
ONLINE PRIVACY

Tips for
d TeGChers

issioner Urges loT Manufas
eir Priv

www.pcpd.org.hk/childrenprivacy

Global Privacy and Data Protection Awards
Use of Online Tools

SEBARRILEESQAE

Privacy Commissioner
for Personal Data, Hong Kong

EREE G (B A SR
Protect,Respect Personal Data

Protect Your Data « Intemet « Smartphone « Social Networking = Cyber-tullying « WebCams « loT « Business

Think Privacy! Bes"&, . % %

-
IFREBESR
Be SMART Online

A ene-stop portal te provide ful information and tips Eaucational
ta on your computer and Videos

What's New

11/05/2017 Privacy Commissioner Issues “Physical Tracking
and Monitoring Through Electronic Devices™
Information Leaflet

2410172017 Privacy Commissioner Urges IoT Manufacturers

to Enhance the Transparency of Their Privacy
Protection Measures

Physical Tracking and
Monitoring Through Electronic
Devices Protect, Respect Personal 21/11/2016
Data — Smart Use of Internet

Privacy Commissioner Follows Up on Privacy

Address the personal data
privacy concerns arising from of Things
tracking and monitoring through

Concerns Over the Collection and Integration of
User’s Personal Data by Three Mobile Apps with
An infographic to facilitate users "Call-Blocking” Function

www.pcpd.org.hk/besmartonline
HREASEHIL EES LS

Privacy Commissioner
for Personal Data, Hong Kong



Engaging Through Education

-. SOSIIal MEdIa Www.youtube.com/us:/PCPDHKSAR

ft == 5 " .
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Protect, Respect Personal Data

X m=s=
YOUTUBE &8
==
B ==
B ==

==
=H R EmSE SEE HR WA
E == =

e (BEAERFEB)ES) T AEFREZRER

B ze0- 25 ¢ BAFE (FARE) 561 ) T |Ex 2308 R} 10 @R Be SMART

by Office of the Privacy Commissioner for Personal Online 48 7

=3
O =i=sEE Data (EAZERRLESELE)
Sy = I ZEB81R - PCPD
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About Featured For You [ %] Non-Governmental Organization (NGO)

PCPDHKSAR

II ‘Community See AN
R WA Videos
ot ot ows  PCPD.Org.H¥ 24 Invite your friends to ke this Page
Events
vk 781 people ke this
Posts 3\ 782 people follow this
Community
About See AN
O EEHTEEATTOHWETLI2E

© Send Message

wnwwi.pepd.org hibesmartoniine
# status v

www.facebook.com/besmartonlinepcpd

& Non-Govemmental Organization (NGO}
o
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Engaging Through Education

Seminars, talks, speaking engagements: self-organised or upon invitation

Industry-specific and individual companies/organisations; chambers and
associations

Covering both public and private sectors
In 2017: Conducted 314 professional workshops,
talks, seminars, speaking engagements and meetings
with stakeholder with 25,038 participants

SHEASSLESENE

Commissionear
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Engaging Through Education

* Industry-specific tools and guidance
Guidance Note for Beauty Industry

Online Assessment Tool for Retail Operation

r s @_mwm o THEARELESALE
v——-n-.--.-. wem 'l mwmumgla\g

Proper Handling of =
Customers’ Personal Data =25
for the Beauty Industry AGE

37



Engaging Through Education

* Industry-specific tools and guidance
- at PCPD.org.hk

HotellIndustry,

EF&W

Telecommunications

Privacy Commissiomnear
for Personal Data, Hong Kong




Industries engaged: '

-

Mobile apps
developers

' Retail
sector

Property
management

Beauty
industry

Property
agents

ITelecommunicati0n5| ki P %

Privacy Commissioner
for Personal Data, Hong Kong
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Privacy Campaign for SME
A BT RS

Dedicated Enquiry Services for SME

21101155
© sme@pcpd.org.hk

Privacy Commissiomnear
for Personal Data, Hong Kong



Privacy Campaign

A

SME will be published
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Engaging Through Promotion

* Media promotion

In 2017:

* Press releases: 30

* Responses to media enquiries: 217
* Media interviews: 54

FRmMat  AFRRNUEG  NFRRIALG  AFRRIELG
AFHBAEA
#al¥E King King {i§

e G
L Y N
2 ,’

REUTERS

Hong Kong regulator to begin review of data privacy laws

OOOOOO

FURMEG AF ARG
EDUCATION & COMMUNITY

it
A,

Hong Kong privacy commissioner urges WhatsApp to
keep Facebook sharing procedures simple

B A R

Dffice of the

SsHEEAESEILEESLE
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for Personal Data, Hong Kong



Engaging Through Promotion

[
[ ] - FRIT OO A ANACRSE + FD S R R TAG Fast Facts on the EU GDPR and Hong
DEZE K LLE R AT R Kong PDPO (Major Differences)
e : .

Application
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Engaging Through Promotion
* Publications T Proper Handling of

Customers’ Personal Data
Privac for the Beauty Industry A

- Topic-specific //anagement

A Best Practice Guide
Fd ansnnemenes

BASE R ENE AR
EBETESXIES]

Best Practice Guide

- Industry-specific
I

."ance for Mobile App
idance 01 CCTV Surve! Guidance on Data Breach Meysiopment
Guiod 8 o Handiing and the Giving
and Use of Dro (Ul of Breach Notifica

CODE OF PRACTICH
" voman - IR
e Y : oy - RESOURCIL ..
Y \ MANAGE ST ANLENRCE

vacy Commsoner
for Personal Data, Hong Kong
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Engaging Through Exchanges and Dialogues

e Data Protection Officers’ Club
e Established in year 2000
* Over 550 members from public and private sectors
e A platform for members to share and exchange views

R
£ DATA

ﬂ% PROTECTION
£ OFFICERS’

==
Bt CLUB
=2

45
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Engaging Through Exchanges and Dialogues

e Data Protection Officers’ Club
* Seminars, sharing sessions, visits, etc.

Privacy angd Social Media Marketing




Engaging Through Exchanges
and Dialogues

Data Productivity Councll titied “Why Data Pr = to Hong Kong

&®

8 DATA

5 PROTECTION
x ,
3 OFFICERS'
B CLus
8

Protection
Officers’ Club

Dedicated
website and
e-newsletter

| Downlosd Presantation Materists (Cht )

Commissionear

47
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Engaging Through Exchanges and Dialogues

 Work hand in hand with data controllers for |ssues/data breaches

Two more Hong Kong travel agencies
hacked

By Prudence Lui /' Posted on o Janu

ary, 2018 11:28

EflHack attack on popular Hong Kong travel agent
WWPKG puts customer data at risk

The agency, w rhich speclal ses in Japan to

urs, did not say how many customers were
potentially affected and if data was stolen




Engaging Through Exchanges and Dialogues

* Meetings with chambers, trade associations and professional bodies;
conduct seminars and sharing sessions

 Hong Kong General Chamber of Commerce

* Chinese General Chamber of Commerce

e Chinese Manufacturers' Association of Hong Kong
 American Chamber of Commerce in Hong Kong

e British Chamber of Commerce in Hong Kong
 Hong Kong Association of Banks
* Hong Kong Monetary Authority
* Hong Kong Institute of Chartered Secretaries =

=0 BEYE-EI 2 I
> @l =EEASSLESSLE
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Engaging Through Exchanges and Dialogues

* Meetings and exchange of views with multinational
corporations/associations for the latest developments/initiatives
with privacy implications

Facebook: Revised privacy setting; education programmes
Microsoft: seminars on privacy related topics
Alibaba =H

PayPal _1;..,?-‘: i = 43 -
Visa L4 i?’rﬁt !ﬂ t

Google

50
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Engaging Through Exchanges and Dialogues

 Hong Kong Federation of Insurers (HKFI): Proposed database for
insurance claims

* HKFI is considering to set up a central database to combat fraud.
Historical claims data will be contributed to this central database by
the participating insurers.

 HKFI and PCPD have been in dialogue on this proposed
initiative.

 HKFI has taken into account INS‘U,RANCE
PCPD’s comments and ~

has built in privacy by design in the setup
of the proposed database.

o D .
<> HEHEEASEEILEESLE
-- r_l?';ivgecy Cnnl-url:?issiuner -
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Data Ethics as a Solution

HEHEEASEEILEESLE
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Data Ethics and Trust

/ Data \

N etrcat Oblgtions S

* No Surprise to Consumers
* No Harm to Consumers

= S

& Ty
,-, Privacy Commissioner
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Promoting Ethics - “Legitimacy of Data Processing Project”

BN

Ubiquitous collection and
innovative use bring
challenges to data
protection

New technologies (e.g.,
BD, Al, ML) revolutionise
the ways in which data is

collected, processed
and/or used

Background |
Growing consensus that
“notice and consent”

principle is not fully
effective

Growing public
expectations for data

Privacy Commissiomnear
for Personal Data, Hong Kong




Project
commenced
in Aprili2018

Project Background

PCPD
commissioned
a us
consultancy
to steerthe

Invoelving 23
businesses
from different

SANEPENSON
MEEHNESHN

HONEIKONS; sectors

HEEASEEAEESLE
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Project Objectives

What does “ethical
data processing”
mean?

“Fair data processing”
—what would the
standards be to
describe what being
“fair” means?

_/

What is the direct or
indirect linkage
between fair/ethical
data processing and
legal requirements,
and what aspects of
ethical data
stewardship go

beyond the law? )

What are the
motivators for
business to adopt the
principles and
standards and utilise
ethical data impact
assessments?

J

56
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Participating Organisations

23 participating

organisations
ganisations

2 telecommunications companies
2 transportation companies

1 public utilities company

1 healthcare services provider

1 insurance company

1 credit reference agency

2 trade associations

HHEEASEHILEESOE

9 organisations from other sectors
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Methodology

mmmd |N-person meetings

2 in-person meetings between the US consultancy and the participating organisations:
eunderstanding the level of maturity or “capability of privacy programs” within Hong
Kong business community;
esharing of practical experience of the participating organisations in adopting /
implementing accountability and data ethics;
ediscussing the data stewardship accountability elements and values, business
specific “principles” that support the values, and ethical data impact assessment

*2 in-person meetings (and email discussions) between the US consultancy and PCPD

on project approach and issues

¢1 in-person meeting among all parties to be held in August 2018

=== Teleconferences

¢ 2 teleconferences between the US consultancy and participating organisations
subsequent to the in-person meetings to follow up on the comments gathered at the

meetings
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Deliverables by the
Consultancy
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Compliance
Engaging
|- Accountability ‘/ Culture
Incentivising Ethics/
Trust/
Respect
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