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A Unique and Irreplaceable Attribute of Hong Kong SAR: 

Free Flow of Information and  
Personal Data Protection Regime 
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Personal Data 
Privacy  



Enacted in 1995 
(one of the first 

in Asia) 

Create an 
independent Privacy 

Commissioner for 
Personal Data  

Comprehensive 
personal data 
protection law 

Covers the public 
(government) and 

private sectors 

Referenced to 1980 
OECD Privacy 

Guidelines and 1995 
EC Data Protection 

Directive 

Personal Data (Privacy) 
Ordinance, Cap 486, Laws 
of Hong Kong   
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International Covenant on Civil and Political Rights 

Extended to 
HK in 1976 

 
“No one shall be subjected to arbitrary or unlawful 
interference with his privacy, family, home or 
correspondence, nor to unlawful attacks on his honour and 
reputation.” [Art. 17 of the ICCPR]  
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The Basic Law, Article 39 
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The Basic Law – Examples of Human Rights Protection 

Guarantee freedom of 
speech, of the press 

and of publication, etc. 
[Art. 27] 

Prohibit arbitrary or 
unlawful search of, or 

intrusion into, a 
resident's home or 

other premises 
 [Art. 29] 

Guarantee freedom 
and privacy of 

communication  
[Art. 30] 

Provisions of the 
International Covenant 

on Civil and Political 
Rights, etc. remain in 

force and shall be 
implemented through 

the law of HKSAR  
[Art. 39] 



Hong Kong Bill of Rights Ordinance 
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Article 14 
Protection of privacy, family, home, correspondence, 

honour and reputation 
(1) No one shall be subjected to arbitrary or unlawful 

interference with his privacy, family, home or 
correspondence, nor to unlawful attacks on his 
honour and reputation. 
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“Hong Kong…has many unique attributes…for instance, free and 
open economy, efficient business environment, advanced 
professional services sector, well-established infrastructure and 
facilities, internationally recognised legal system, free flow of 
information and large supply of quality professionals…”  
 
 
Mr ZHANG Dejiang,  
Chairman of the Standing Committee of the  
National People’s Congress of the PRC  
Keynote Speech,  
Belt and Road Summit, 18 May 2016 

Hong Kong’s Unique & Irreplaceable Attributes 
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“In the country’s reform and opening in the new 
era, Hong Kong and Macao still possess special, 
unique and irreplaceable attributes. ” 

 
Xi Jinping, President of China 

Speech at the meeting with Hong Kong delegation 
in the Celebration of the  40th Anniversary 

of  the Reform and Opening Up of the Country 
12 November 2018 

Hong Kong’s Unique & Irreplaceable Attributes 
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Source: Hong Kong Trade Development Council  

Belt and Road initiative: 
• Covers more than 60 countries and 

regions 
• Over 62 % of the world’s population 
• Over 34 % of the world’s 

merchandise trade 
• Around 31 % the world’s GDP 

Belt and Road + Greater Bay Area:  
Flows of goods, services and data 



Greater Bay 
Area 

initiative 

Total population 
70 million  

Across Hong Kong, 
Macau and 9 Pearl 
River Delta cities 

Total area 56,000 
km2 
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Sources:  
# CLP Power & HK Electric 
*Asia Cloud Computing Association: Cloud Readiness Index 2018 

‘One Country, 
Two Systems’ 

Free flow of 
information 

Sound and well-developed 
legal system 

Highly stable power supply 
(reliability > 99.999%)# 

Ranked no. 2 in Asia in Cloud 
Readiness Index 2018*  

“Super connector” between mainland 
China and the rest of the world 



“Outline Development Plan for the 
Guangdong-Hong Kong-Macao 
Greater Bay Area”  International 

Legal and Dispute 
Resolution Centre 

International 
Financial and 
Trade Centre 

Innovation 
and 

Technology 
Centre 

Role of Hong Kong 
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“Outline Development Plan for the Guangdong-Hong Kong-Macao Greater Bay 
Area”  

Facilitation of cross-border and regional mobility 
of people, goods, capital and information  

Joint development of a Greater Bay Area big 
data centre 

Development of plans to strengthen the 
mangement of cross-border use of medical 
data and biological samples 

 
Exploration of establishment of common 
standards, open data ports and development of 
connected public application platforms 
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eBRAM Centre – Belt and Road Online Dispute  
Resolution Platform 

  

Fully 
leveraging the 
characteristics 
of Hong Kong  

  

Resolution of 
disputes under 

the Belt and 
Road Initiative 

  

 
e-Mediation 

Platform 
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Hong Kong’s Role as regional data centre 

No border personal data 
flow 

Facilitation of 
technology development
（e.g. AI, Big Data, etc.） 

Enhance the 
importance 

of data 
protection 
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Common models (legal bases)  
for cross-border / boundary data transfer  

White list Certifications 

Safeguards Consent 

Necessity 

Examples: 
• EU’s adequacy 

decisions 

Examples: 
• APEC CBPRs 
• Privacy Shield 
• Certification 

under GDPR 

Examples: 
• Model contract 

clauses 
• Binding 

corporate rules 

Including necessity for 
conclusion or performance 
of contract, etc. 
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Updates on the International Arrangements for Transfer of Personal Data 

• 13 countries obtained adequacy decisions (e.g. Canada, 
New Zealand and Japan) 

• Discussion in progress with South Korea 
• Chinese Taipei filed a self-evaluation report to EU in 2018 

EU adequacy 
decisions 

• 8 APEC economies joined (i.e. Australia, Canada, Chinese 
Taipei, Japan, Mexico, Singapore, South Korea and the USA) 

• 20+ group of companies certified (mostly U.S. companies) 
APEC CBPRs 

•   4,000+ companies certified 
• European Commission conducted second review – As required, 

U.S. has nominated a permanent Ombudsperson to handle 
complaints on access of personal data by U.S. authorities.   

EU-US Privacy 
Shield 
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Transfer to places specified in “White List”   [s.33(2)(a)] 

Adequate data protection regime in the destined jurisdiction   [s.33(2)(b)] 

Written consent by data subjects   [s.33(2)(c)] 

Transfer for avoidance and mitigation of adverse action against data subjects   
[s.33(2)(d)]   

Use of personal data is exempted from DPP 3 (use limitation)   [s.33(2)(e)] 
Reasonable precautions and due diligence taken by data users (e.g. contract clauses)   
[s.33(2)(f)] 

Section 33 of Personal Data Privacy Ordinance (PDPO) [Not yet in force] 
  Transfer of personal data outside HK is prohibited except under any one of 

the following specified circumstances:- 
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Why is s.33 implementation deferred? 
Concern from businesses about impact on 

operations 

Concern from businesses about difficulties in 
compliance, especially SMEs 

Businesses demanded guidance from PCPD 

Businesses demanded more time to 
implement measures to comply 

e.g. Impact on international trade 
and online sales 

e.g. Lack of resources and legal 
knowledge 

Guidance Note was issued by the 
PCPD in December 2014 
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Why is s.33 implementation 
deferred? Digitalisation 

of data 
handling 

Globalisation 
of businesses 

Exacerbate 
businesses’ 

concerns about s.33 
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Existing protection under PDPO 
without s.33 in operation 

DPP 3 prohibits 
transfer of 
personal data for 
new purposes 
without consent 

S.65(2) holds 
data users 
liable for the 
acts of their 
agents, 
including 
overseas 
service 
providers 

DPP 2(3) requires 
data users to 
prevent their 
processors from 
retaining 
personal data 
longer than 
necessary 

DPP 4(2) 
requires 
data users 
to ensure 
security of 
personal 
data 
transferred 
to their 
processors DPP 1 requires 

specification 
of classes of 
transferees be 
given upon 
collection  
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Existing protection under PDPO without s.33  
in operation 

Contractual restrictions on onward transfer to 
places outside Hong Kong 

 

See Recommended Model Clauses in PCPD’s “Guidance on 
Personal Data Protection in Cross-border Data Transfer” 

https://www.pcpd.org.hk//english/resources_centre/publications
/files/GN_crossborder_e.pdf 23 

https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_crossborder_e.pdf
https://www.pcpd.org.hk/english/resources_centre/publications/files/GN_crossborder_e.pdf


To address businesses’ demand for guidance, PCPD issued 
Guidance Note on compliance with requirements of s.33, 
with a set of model contract clauses recommended 

More concerns raised by businesses in response to the 
Guidance Note 

2014 - 
2015 

Recent work by PCPD and HKSAR Government on s.33 

e.g.- 
• Unclear about the definition of “personal data” and 

“transfer” 
• Difficult for SMEs to impose contract clauses to services 

providers? 
• What if a “White Listed” region is subsequently delisted? 
• Lack of resources to monitor service providers abroad 
• Lack of information about the location of cloud servers 
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Government commissioned a consultant to conduct 
a Business Impact Assessment (BIA) Study on 
implementation of s.33 

PCPD rendered comments to the consultant on the 
interpretation, application and compliance issues of 
s.33 

2015- 
2016 

Recent work by PCPD and HKSAR Government on s.33 

25 



Seven issues of concerns raised by Government’s 
consultant in the BIA Study which require further 
studies 

PCPD engaged a consultant to explore how 
restriction on cross-border data transfer may be 
implemented in light of these seven issues of 
concerns 

2018 

Recent work by PCPD and HKSAR Government on s.33 
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The seven issues of concerns 
 

   1. How "transfer" under s.33 and "personal data" are to be defined 

3. Whether the adoption of existing rules and standards in highly regulated 
industries (e.g., financial industry) would allow a data user to be regarded as 
having met the requirements of s.33 

2. The mechanism for reviewing and updating the "white list" under s.33 
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The seven issues of concerns 
 

4. The ancillary measures or alternatives to facilitate the implementation of s.33 

5. Enforcement issues of s.33 and means to tackle them 

6. The criteria or yardsticks for deciding whether a data user has "taken all 
reasonable precautions and exercised all due diligence" under s.33 

7. Suggestions on the forms of support or guidance from the PCPD to help 
businesses understand and comply with the requirements of s.33 
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Possible future steps 

29 

 
 

Inserting 
additional 
exceptions 

allowing cross-
border / boundary 
data transfer, e.g. 

certification 
schemes 

Providing 
simplified model 
contract clauses 
targeted at SMEs  

 

Differentiating the 
obligations of the 

transferee under the 
model contract clauses 

(i.e. separate set of 
clauses for “data user 
to data user transfers” 

and  
“data user to data 

processor transfers” 
 



Model Contract Clauses Recommended by PCPD 
 

See: PCPD’s “Guidance on Personal Data Protection in Cross-border Data Transfer ” 

1. Obligations of the Transferor 

  3.     Liability and indemnity 

5.   Termination 

2.    Obligations of the Transferee 

  4.    Settlement of disputes 

 6.    Third Party Rights 
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Data Breach 

31 
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https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
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Data 
collection/ 

use 

Data  
security 

Shift of Regulatory Emphasis 

https://www.youtube.com/watch?v=j6fO6JVGGHg
https://www.youtube.com/watch?v=j6fO6JVGGHg
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Data Breach Incidents 



Publicised data breach 2018 (global) 

Hacking,  4,508  

Skimming,  453  
Web,  268  Phishing,  177  Virus/Malware,  160  

 -

 500

 1,000

 1,500

 2,000

 2,500

 3,000

 3,500

 4,000

 4,500

 5,000

Top 5 breach types

• 6,515 breaches 
• 5 billion records 
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Cybersecurity incidents reported to HKCERT 
2009-2018 

0

2,000

4,000

6,000

8,000

10,000

12,000

1,304 1,153 975 1,189 1,694 

3,443 

4,928 
6,058 

6,506 

10,081 
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Distribution of cybersecurity incidents reported to 
HKCERT in 2018 

Botnet;  3,783 
; 37% 

Malware;  
3,181 ; 32% 

Phishing;  
2,101 ; 21% 

Others;  1,016 
; 10% 
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Data breaches reported to PCPD 2013-2018 
(voluntary) 

0
20
40
60
80

100
120
140

61 70 

98 91 
106 

129 

2013 2014 2015 2016 2017 2018 38 



Data breaches reported to PCPD by Government 
Departments 2013-2019  

0

5

10

15

20

25

No. of
notification

2015 2016 2017 2018 2019
 (Jan to Jun)

17 
14 

20 

10 

24 
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Paradigm shift 
from Compliance to  
Accountability & Data Ethics 

40 



Ethics 

Laws 

Accountability 

Communal values 
shared by the public in 

general, guiding our 
daily living 

Legal obligations, usually 
based on communal 

values 

Extended obligation to 
ensure compliance with 

laws 

Ethics, Laws, & Accountability  
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Accountability 

Responsibility to put in place adequate 
policies and measures to ensure and 
demonstrate compliance 

Rationale: Data users are in the best position to 
identify, assess and address the privacy risks of 
their activities  
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-  Accountability 

Measures to 
ensure 

compliance  
[Art. 24] 

Data 
protection by 
design and by 

default 
[Art. 25] 

Data 
Protection 

Impact 
Assessment 

[Art. 35]  

Data 
Protection 

Officer 
[Art. 37] 
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Personal Data (Privacy) Ordinance, Chapter 486 of 
the Laws of Hong Kong (1995) 

 
No general accountability requirement 
  

Some elements of accountability, i.e. “all practicable 
steps” shall be taken to ensure personal data is-   
 
 accurate [DPP 2(1)] 
 not retained longer than necessary [DPP 2(2)] 
 protected against data security incidents [DPP 4(1)]  
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PCPD’s Accountability Framework: 
Privacy Management Programme (PMP) 

• Voluntary accountability framework 
• First published – February 2014 
• First revision – August 2018 
• Second revision – March 2019 
• Pledged organisations: 
 All government bureaus and departments 
 37 commercial and public organisations 

 (e.g. insurance, telecommunications, 
transportation, heath care, public utilities)  
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Accountability 
framework 

Responses & enforcement 

Monitoring & verification 

Training & awareness 

Risk 
assessment 

Leadership 
oversight 

Transparency 

Policies & 
procedures 
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PMP – Main Components 

1.1 
Buy-in from the 

Top 

1.2 
Appointment of 

DPO 

1.3 
Establishment of 

Reporting 
Mechanisms 
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PMP – Main Components 

2.1 
Personal Data 

Inventory 

2.2 
Personal Data 

Policies 

2.3 
Risk Assessment 

Tools 

2.4 
Training, Education & Promotion 

2.5 
Handling of Data Breach 

2.6 
Data Processor Management 

2.7 
Communications 
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PMP – Main Components 

3.1 
Development of Oversight & 

Review Plan 

3.2 
Assessment & Revision of 

Programme Controls 
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Data ethics 

A multi-stakeholder approach in personal 
data protection… 

…with due consideration and respect for the 
rights and interests of all stakeholders, 
including individual data subjects and society 
as a whole 
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Data ethics 
Accountability 

Laws 

Ethics 

Re-emphasise 
conformity to 
ethical, 
communal 
values in the 
whole data 
lifecycle  
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Data ethics Rights and interests of stakeholders include: 

Right to 
privacy 

Freedom of 
thought  

Freedom of 
expression 

Right to 
explanation 

Right to 
equality and 

non-
discrimination 
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Data Ethics 
2017 

2018 
2019 

Ethics on AI - 
1st being 
discussed at the 
ICDPPC meeting 
held in Hong 
Kong 

“Ethical Accountability Framework for 
Hong Kong, China ” published by PCPD 

“Declaration on Ethics and Data 
Protection in Artificial Intelligence” 
made by the ICDPPC in Brussels 
 ICDPPC Permanent Working Group on 
Ethics and Data Protection in AI 
established (co-chaired by CNIL, EDPS 
and PCPD (HK)) 
 

“Ethics Guidelines for 
Trustworthy AI” 
issued by the 
European 
Commission 
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Ethics on AI first discussed in Hong Kong 
(2017) 

“Data users need to add value beyond just complying with the 
regulations. Discussions about “New Digital Ethics”, the relevant 
ethical standard and stewardship have already begun. Surely the 
deliberations will go on. In the not far away future, we may come up 
with an “Equitable Privacy Right” for all stakeholders.” 

Stephen Kai-yi Wong 
Opening speech at 39th ICDPPC (2017) 
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PCPD’s 
Ethical 
Accountability 
Framework 
(2018) 

Values 

Principles & policies 

Assessments, procedures, 
guidelines & oversights 
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Ethical 
Accountability 
Framework 

Values 

• Avoid bias, discrimination and other 
inappropriate actions 

• Identify and assess risks and benefits to 
all stakeholders  

• Mitigate risks 

• Be transparent 
• Provide individuals with control 

3. Fair 

2. Beneficial 

1. Respectful 

56 



Ethical 
Accountability 
Framework 

Principles & 
policies Policy: Translation from Values into 

enforceable procedures 
 e.g. Fair policy: Automated 

decisions are subject to human 
review if they produce negative 
impact on customers 

Principle: An expression of Values in 
business context 
 e.g. Fair principle: No customer should 

be excluded from banking services by 
inaccurate profiling and KYC 
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Ethical 
Accountability 
Framework 

Assessments & 
oversights 

1. Ethical Data Impact Assessment 

• Identify & assess the impact of 
data processing activities on all 
stakeholders 

• Mitigate negative impacts 

2. Process Oversight  

• Independent assessment on the 
integrity and effectiveness of an 
organisation’s data stewardship 
programme 
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Data Ethics - Implementation 

Step 2: Assess the nature, source, accuracy and governance 
of the data 

Step 1: Analyse the business objective and purpose of the data 
processing activity 

Step 3: Conduct impact assessment, i.e. risks and benefits to 
the individuals, the society and the organisation itself 

Step 4: Balance between expected benefits and the 
mitigated risks to all stakeholders 

Privacy 
by 

Design 

Ethics 
by 

Design 
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Process Oversight – Questions to Consider 
Are the accountability and responsibility of data stewardship clearly defined? 

Are the core values translated into principles, policies and processes? 

Does the organisation adopt “ethics by design”? 

Are Ethical Data Impact Assessments properly conducted? 

Are internal reviews conducted periodically? 

Are there any feedback and appeal mechanisms for the individuals impacted ? 

Is there any mechanism to ensure the transparency of the data processing activities? 
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ICDPPC Declaration on Ethics and Data Protection 
in Artificial Intelligence (2018):  

Six Core Principles Fairness 
principle 

Continued 
attention 

and vigilance 

Systems 
transparency 

and 
intelligibility 

Ethics by design 

Empowerment 
of every 

individual 

Reducing 
biases or 

discriminations 
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EU’s “Ethics Guidelines for Trustworthy AI” (2019) 

7 key requirements: 
 
1. Human agency and oversight 
2. Technical robustness and safety 
3. Privacy and data governance 
4. Transparency 
5. Diversity, non-discrimination and fairness 
6. Societal and environmental well-being 
7. Accountability 
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PCPD information leaflet 
Data Ethics for  

Small and Medium Enterprises 
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To all authorized 
institutions 

Encourages them to adopt 
and implement the Ethical 
Accountability Framework 
in the development of 
fintech products and 
services 
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HKMA’s circular on 3 May 2019 



Review of the PDPO 

Mandatory 
Data Breach 
Notification 

Data 
Retention 

Period 

Direct 
Regulation 

on Data 
Processor 

Power to Issue 
Administrative 

Fine 
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Incentivising & Engaging 
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Core values of personal data protection 

• Personal data privacy right is a fundament human right 
 
• Human right is about the dignity of a human being 
 
• A proper balance should be struck between personal data 

privacy right and other human rights where conflicts occur 
 
• Personal data privacy right should not stifle ICT and economic 

developments 
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Regulating for Results 

Enforcer Educator Facilitator 
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Enforcer 

Fair enforcement, taking into account  

• Statutory requirements 

• Privacy expectation 

• Legitimate interest  
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Educator 
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Education campaigns in 2018 

• 18 promotional and education programmes with 262,145 

participants 

• 106 schools joined “Student Ambassador for Privacy 

Programme” 

• 421 professional workshops, talks and seminars 

71 



Facilitator 

Lawful, accountable 
and ethical use of 
personal data 
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A Balancing Exercise 

- Individuals’ Right 
- Country’s Interest 
- Data Protection 

- ICT Development 
- Economic & Trade Development 

- Free Flow of Information 
- Use of Data 
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Hong Kong – 
Smart City 

Smart Economy 

Smart Mobility 

Smart Living 

Smart Government 

Smart People 

Smart Environment 



Wi-Fi  
Connected City 

Hong Kong Smart City Initiatives 

eID FinTech 

Digital Payment 

Open Data 

Big Data Analytics 
Platform 

Smart Tourism 

Multi-functional 
Smart Lampposts 

Intelligent 
Transport System 

and Traffic 
Management 

 Source: Hong Kong Smart City Blueprint  75 
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Government Open Data 

Government’s first 
annual open data plans:  
over 650 new datasets 
will be released in 2019 

By the end of 2019, the 
number of datasets 

available: around 3,300 
 4,000 

Bureaux and 
departments should 
endeavour to release 

their data for free public 
use 
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Privacy Concerns about Use of ICT and Big Data 
 in Smart City Initiatives 

Covert and 
ubiquitous 

collection of 
data 

Unpredictable / 
unexpected use 

of data 

Re-
identification Profiling 

Unfairness & 
discrimination 



Treat Data as Money 

      DATA 
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Download our publications: 
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Contact Us 
 Hotline 2827 2827 
 Fax       2877 7026 
Website  www.pcpd.org.hk 
 E-mail enquiry@pcpd.org.hk 
 Address 1303, 13/F, Sunlight Tower,  
                           248 Queen’s Road East,  
  Wanchai, HK 

Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   
For details, please visit creativecommons.org/licenses/by/4.0. 
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