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In the Smart Lamppost, 
provision is made for 
mobile network 
operators to install 5G 
base stations to 
facilitate the future 
development of fifth 
generation (5G) mobile 
network services in 
Hong Kong and to offer 
free Wi-Fi services.
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• 5th generation of cellular network technology, said to be 10 
to 20 times faster than 4G 

• Low latency (i.e. no time lag or difference between sending 
and receiving signal)

• 5G technology will contribute greatly to our data-driven 
economy. 

• Internet of Things will become more pervasive and successful. 
• Enabling newer applications and technologies, such as virtual 

reality (VR), augmented reality (AR), telemedicine and 
autonomous vehicles. 

• The potential for new business models and novel services 
could be limitless. 3



Negative Impacts on Data Privacy

5G
• Ubiquitous connection
• Location privacy
• Multi-vendor 

environment
• Security issue of mass-

connectivity

4



Ubiquitous connection
• Vision of 5G: “always available” -- constant 

connectivity anytime, anywhere
• Can be achieved by an omnipresent of IoT 

devices, e.g. smart lampposts, smart home 
appliances, connected cars…

• Improve handiness for service users, and large 
amounts of performance data could improve 
service quality
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Ubiquitous connection
• However: continuous tracking and monitoring of 

individuals via the enormous amount of personal 
data generated 

• More stringent measures needed to protect 
people’s anonymity and information, keeping 
personal data from falling into the wrong hands
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Location privacy
• May be readily compromised in 5G 

networks
• “Anytime, anywhere” & personalised

services: constant tracking of location 
data; highly precise logging of geo-
locations

• More cell towers (5G signals on 
shorter range; higher frequencies and 
shorter wavelengths)

• Tracking via cell towers much more 
precise
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leads-stronger-personalization-210112

https://martechtoday.com/location-data-accuracy-leads-stronger-personalization-210112


Multi-vendor environment
• Various entities are involved in the provision 

of 5G services
• May include mobile network operators, cloud 

service providers and third party application 
developers

• Network itself built with multiple types of 
networks, utilising different access 
technologies
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Multi-vendor environment
• Hardware infrastructure and the network 

architecture are described as a “multi-vendor 
environment” by industry experts

• Personal data could be routed to various data 
users/processors, making it difficult to track, 
ensure consent obtained, and maintain 
security
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Security issue of mass-connectivity
• Due to the sheer number of devices, entities, 

and technologies in 5G networks, an increased 
amount of personal data (including sensitive 
data) would be transmitted

• IoT device developers may be tempted to 
compromise security of IoT devices for lower 
costs, higher innovative functionalities and 
shorter time to market

• The mismatch between volume or sensitivity 
of data and data security measures indicates a 
higher risk of unauthorised access and security 
breaches.
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Getting It Right
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Step 1: Analyse the business objective and purpose of the data 
processing activity

Data Ethics - Implementation Privacy 
by 

Design

Ethics 
by 

Design

Step 2: Assess the nature, source, accuracy and governance
of the data

Step 3: Conduct impact assessment, i.e. risks and benefits to 
the individuals, the society and the organisation itself

Step 4: Balance between expected benefits and the 
mitigated risks to all stakeholders
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Risk 
assessment
Policies & 

procedures

Transparency

Training & awareness

Monitoring & verification

Responses & enforcement

Leadership 
oversightAccountability 

framework
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A Balancing 
Exercise

- Individuals’ 
Right

- Country’s 
Interest
- Data 

Protection

- ICT Development
- Economic & Trade 

Development
- Free Flow of 
Information
- Use of Data

Data protection laws 
should facilitate, but 

not constrain 
innovation
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Promoting Hong Kong as a Smart City 
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| Hong Kong’s 
Unique and 
Irreplaceable
Attributes

• Free flow of information

• Protection of Privacy as a 
fundamental human right

• Comprehensive legal 
regime for personal data 
privacy

• English as one of the official 
languages

• Regional data hub in the 
Greater Bay Area
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Contact Us
 Hotline 2827 2827
 Fax      2877 7026
 Website www.pcpd.org.hk
 E-mail enquiry@pcpd.org.hk

 Address Room 1303 Sunlight Tower, 
248 Queen’s Road East,
Wanchai, HK

Copyright

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share
and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.  
For details, please visit creativecommons.org/licenses/by/4.0.
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