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Data Protection & Business Facilitation
Guiding Principles for Small and Medium Enterprises

Introduction

As small and medium enterprises (SME) may not
have their own legal and compliance departments,
they risk breaching the requirements of the Personal
Data (Privacy) Ordinance (the Ordinance) arising from
inadequate knowledge of the Ordinance. To help SME
understand and comply with the Ordinance, the office
of the Privacy Commissioner for Personal Data, Hong
Kong (the PCPD) issues these Guiding Principles after
launching an online tool - Self-training Module on
Protection of Personal Data for SME', with a view to
providing specific examples and practical advice to
SME:

I.  Collecting customers’ personal data
Il Use of customers’ personal data

Il Saf ding customers’ p: I d.

IV. Operating online businesses or services
V. Operating business outside Hong Kong
V.  Marketing of products or services

Vil Recruitment

VIl Installing CCTV for security purpose

1% Collectir personal data for
X. Outsourcing the processing of personal data

¥ Handling data arrece and Aata comrection requests

I. Collecting Customers’ Personal
Data

In handling customers’ purchase orders and service
appointments, SME may collect customers’ personal
data, e.g. name, address, email address and sometimes
Hong Kong Identity Card (HKID Card) number or date of
birth. However, the data so collected must be necessary
but not excessive. SME should pay special attention to
the following:

() Collecting HKID Card number of a customer for
identification

There is a misconception that HKID Card data is the
silver bullet for identity authentication. As HKID Card
number is a sensitive personal data, SME, as data users,
should not require customers to furnish his HKID Card
number campulsorily, unless authorised by law. If SME
intend to collect HKID Card number from a customer,
they must comply with the Code of Practice on the
Identity Card Number and Other Personal Identifiers'
issued by the PCPD and consider whether there are any
less privacy-intrusive alternatives to the collection of
HKID Card number.

“Examples of excessive collaction of HKID Card

number:

X A beauty centre requested customers, with
membership cards bearing their photos,
ta provide HKID Card numbers in booking
appointments online for identification purpose
at their subsequent visits.

mbuidﬂumpnnqpmm gamumm.m\mnmm
‘The course can be accessed via
mmwmm&uﬁmmmmmmm

BRUERBIHRBAFT) - B215238
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Privacy Campaign for SME
e A

Dedicated Enquiry Services for SME

21101155
© sme@pcpd.org.hk
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