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１．IBM supports the APEC Framework.
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Why does IBM support the Framework?

 consistency among APEC economies is very important 
for our business

 it is important for consumer confidence across the region

 the Framework is flexible and recognizes cultural 
differences

 the Framework recognizes the importance of identifying 
harm caused to individuals

 The Framework recognizes accountability.
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IBM  - a Global Company

 Corporate headquarters: Armonk, NY, USA

 Serving customers more than 170 countries worldwide

 Nearly 60 percent of revenue generated outside the US

TechnologyResearch Financing

Services Software Hardware  
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Privacy @ IBM:  Strategic Objectives

 Demonstrate responsibility and leadership on privacy-related 
policies, practices and processes

 Global privacy principles applied across all processes, applications and 
domains

 All personally identifiable information governed by privacy principles:

ⅰ）Fairness,ⅱ）Purpose, ⅲ）Accuracy, 
ⅳ）Disclosure, ⅴ）Security, ⅵ）Access

 Engage in public policy discussions and development

 Lead the industry with privacy-enabling technologies and services
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IBM Data Protection Scheme

Contracts

Employee Client

Safe Harbor (EU/US),  TRUSTe

Local Privacy Laws/Regulations

IBM Global Privacy Principles/Guidelines
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CPO
Canada

IBM Privacy Management

CPO
Corporate/US

CPO 
EMEA

CPO 
AP

CPO
Japan

BT/CIO HR LEGAL COMM
Gov.

Affairs 

SoftwareMarketing

PRIVACY KNOWLEDGE NETWORK 

Server IGS Research
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２．The APEC international implementation 
initiative must have practical application and 
enhance economic opportunities in the region, 
while providing for disparate systems．
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IBM Privacy practices on the web – Notice & Choice in Global Short Form Notice

English

French

Chinese

Japanese
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Lenovo Japan Privacy practices on the web – Notice & Choice in Global Short Form Notice
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Minimum Regulation  
(General Area)

Minimum Regulation  
(Specific Area)

Industry Regulation

Corporate Regulation

Regulatory Scheme in Japan - Building Blocks of Law and Guidelines

Personal Information Protection Act (PIPA)

Government Ordinance

Basic Policy

Ministry             Ministry 
Guideline           Guideline
(Others)              (General)

Industry Guideline

Corporate
Policy,

Guideline
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Individual PI

Controller

PI

Processor

Supervision

Individual PI

Controlle
r

PI

Controller

2. Outsourcing 

1. Third Party Disclosure

Consent

Accountability in Japan PIPA
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３．Business will support the Framework if they 
can see how it works for them and cooperation 
is evidenced among countries.  
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The BIG Question

E-business on demand will make computing easier and 
cheaper.

How to balance individuals' interests in privacy with the 
benefits of information flows within and across borders?
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Individual PI

Controller

PI

Processor

 Excellent customer service;

 Greater economic opportunities;

 More robust economies, 

 Protection from deceptive 
collection and harmful use of 
information

 The APEC Privacy Framework has all the elements to create a 
mechanism for both data travel and data protection;

 Challenge is to find the processes that allow us to take advantage 
of the flexibility in these principles to meet all our objectives.

Clear controller / processor 
distinction,

Protection from harmful use of 
information

APEC Privacy Framework

Business Objectives
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Framework legislation continues to be pursued in key 
countries.

– APEC
– Pending:  India, Malaysia, China, etc.
– Implementation continues:  Japan, Italy, etc.

New technologies & applications becoming 
increasingly mobile, wireless, and not location specific.

– Outsourcing
– RFID, GPS
– Phishing, spyware  & ID Theft

Public Policy Lead
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Ways Forward

 Support and promote a consistent regional data 
protection model.

 Encourage business to adopt practical measures that 
support the Framework, such as short form notices.

 Drive development of pragmatic solutions to the 
implementation of data protection models within and 
outside the Region.


