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« Government:
— Educate and encourage business

— Offer consumers the tools to understand privacy
rights and their role in a competitive market

* Business

— Privacy notices that are easy to understand and
use

— Education on how business creates consumer
value with information

« Consumer organizations
— Oversight and education
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Business + A business needs to understand how it uses
Role information in a manner that creates value while
being compliant with privacy laws and
expectations

 This understanding leads to thoughtful, complete,
and understandable communication

« The APEC Privacy Framework requires
companies to give privacy notices to individuals

— Those privacy notices need to be complete
— Easy to read

www.policyleaders.com
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Research + Research tells us:
Defines the — Notices must be relatively short

Problem .

 No more than seven topics
— They must be in plain language
* No jargon
— In a common format that makes it easy for the
consumer to understand and compare

* Long detailed notices don’t meet those needs

www.policyleaders.com



THE CENTER

FOR INFORMATION

POLICY LEADERSHIP
HUNTON & WILLIAMS LLP

0101010010101

The Solution + A system of notices

— A very short notice when collecting information
with a mobile phone or PDA

— A condensed notice in a common template format
for most uses

— A complete notice, on request, with all the details
 Multi-layered notices are the solution

www.policyleaders.com
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International » Multi-Layered Notices is concept that is being
Standard adopted and recognized around the World

* Meets the requirements of the APEC Privacy
Framework and the OECD Guidelines

* The European Union working party on privacy
adopted a common position on multi-layered
notices

« The international data protection commissioners
endorsed the concept of condensed notices

www.policyleaders.com
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Multi-Layered The Center for Information Policy Leadership
Notice began work on this concept in 2001

History + International data protection commissioners
endorsed the basic concept in 2003

 Berlin Memorandum explored the consensus in
2004

« EU Common position 2004

« US financial services regulator began detailed
research in 2005

www.policyleaders.com
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For use where data is collected and space is
limited
Informs the consumer about:

— The company that has collected the data

— Primary use

— How to get more information
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Short Notice
Example Very

www.policyleaders.com

ASIACO Privacy Notice

e collect information to
market to you and service
your account

o get a full privacy notice or
exercise preferences call
0800 33 3333 or go to
www.asiaco.com and click
on privacy.
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Condensed +  Common template with six critical elements
Notice The party covered by the notice

Data collected from and about the consumer
Uses (purposes) and sharing

Individual choices and how to make them
Other, important information

How to contact the organization

S Ok~

www.policyleaders.com
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IBM Privacy practices on the web This statement applies to IBM Web Sites Worldwide.

Personal information

In general, you can visit us on the internet without telling us who you are or giving us personal information. There are times when
we may need information from you, for instance: to process an order, to correspond, to provide a subscription or in connection
with a job application. We may supplement this information to complete a transaction or to provide a better service.

To fulfill your requests by us or by others involved in fulfillment.

To contact you for customer satisfaction surveys, market research or in connection with certain transactions.
By IBM and selected organizations for marketing purposes if you have permitted such use.

In an non-identifiable format for analysis (e.g., Clickstream Data)

To develop our business relationship if you represent an IBM Business Partner or Vendor

How to contact us

e When we collect information from you, you may tell us that you do not want it Questions about this statement or about
used for further marketing contact and we will respect your wishes. IBM's handling of your information may
e You may also turn off cookies in your browser. be sent to:

prvcy@us.ibm.com, or

Privacy, IBM

1133 Westchester Ave.
IBM is a member of TRUSTe (www.truste.org). IBM abides by the EU/US Safe White Plains, NY 10604
Harbor Framework. To correct inaccuracies in IBM's record of your personal
information respond to the sender or contact IBM at access request@us.ibm.com

Important information

For IBM's complete notice see IBM's Privacy policy.




THE CENTER

FOR INFORMATION
POLICY LEADERSHIP

HUNTON & WILLIAMS LLP

1101010010101 -
10101010000000¢ iy N

MSH Hone | My MSM | Hotnnail | Shopping | Money | People & Chat
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MSH Privacy
Microsoft Corporation
Cine Microsofk Wan
Redmond, Wa 25052

e
www.policyleaders.com

Try MSM Internet Software for FREE!

Corporation. All rights rezerved.  Termz of Uze  Adwertize

MSMN Home | My MSM | Hotmail | Shopping | Money | People & Chat | Search
TRLISTe Approved Privacy
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MSHM Home | My MSM |

msn.

Hotmail | Shopping | Money |

Condensed
Notice

the MSM websikes and servic

YWhen wou register For cerkain MSM services, wou will ask wou Eo
provide personal infFormakion.

The information we colleck mayw be combined with information
obtained From other Microsoft services and other companies.
e keep track of wour inkeractions with our sites and services ko
offer a personalized experience.

Uses of Informaktion

We use Ehe information we collect to provide the services you
request, Our services may include the display of personalized
conktent and adwvertising.

W'e use wour information ko inform wou of other producks ar
services offered by Microsoft and its affiliates, and to send wou
relevant survew invitations.

e do nok sell, rent, or lease our customer lisks to third parkties, In
order to help provide our services, we occasionally provide
information ta other companies who work on our behalf.

How Eo Contack Us

For more information about our privacy practices, go to Ehe Full
privacy statemenkt on our website ak; hkbp: fprivacy . msn. comy,
O wrike us ak:

FISM Privacy
Microsoft Corporation
Dne Microsoft Way
Redmond, Wa 98052

Send us e-mail.

www.policyleaders.com

Try MSM Internet Software for FREE!
MSM Home | My MSM |

Hotmail

| shopping | Money People 8 C

This nokice summarizes the Full FSH Privacy Statement,

People & Chat

This notice and the full statement apply ko

(=1

Your Choices
To make choices about how we communicate with wou; oo to the
MSM Communications Preferences page.

To subscribe or unsubscribe to newesletters, go ko
newsletkers. msn. com,

To view and edit wour personal information, go to the edit details
section,

Important Information

For information about specific MSM services, be sure to read the

relevant supplementary information seckion of the Full privacy
statement.

We use Microsofk \MET Passport to provide regiskration and sign-in
services on M5k, To learn more about Ehe Passpork service, read
the Microsoft .MET Passpork Privacy Statement,

To review additional measures we take in relation to children’s
privacy, go ko the children’s section of the Full privacy skaktement.
For more information on how to help proteck wour personal com-
puker, wour inbox, wour personal information and wour Family
online, wisit our online safety resource center.

hat

Search Feedback

| Help
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Condensed Procter and Gamble Company Scope

Privacy Notice Highlights This statement applies to the Procter & Gamble Company and the www.pg.com website.
Notice

Example

Personal Information

¢ We collect information you choose to submit during your registration.

e We use common internet technologies such as cookies on our websites and emails.

¢ We sometimes obtain additional information about you, such as your demographic and lifestyle information, from other sources.
¢ For more information about our information collection practices please click here.

Uses

¢ We use the information you submit to provide you with the service you requested.

¢ We use information about you to provide you with helpful and targeted offers from P&G products and services. Click here for more information.

e We do not share, trade, or sell information about you with other marketers without your permission. We may share your information with vendors
we've hired to send you the offers you signed up for. Click here for more information.

Your Choices How to Contact Us

e You may request to be removed from our programs by clicking this link. For more information about our privacy policy, go to the
¢ You may request access to personal information you have submitted to P&G by privacy statement on our website at:

clicking this link. http://www.pg.com/privacy_full.html

Or write us at:

P&G Privacy Team

Important Information P'f\lngrocter & Gamble Plaza

e The PG.com website has been awarded the Better Business Bureau OnLine® Cincinnati. OH 45202
Privacy Seal. Please click here for more information. ’

¢ We take steps to protect the information you provide against unauthorized

Www.policyleaders.com access and use. For more information click here.
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Privacy Policy Highlights

For nore information, read our full privacy policy.

Condensed

PERSONAL INFORMATION

N ' * We collect informetion directly from you and from - -
Otl ce your transactions with us and others. These statements apply to the Chase family of conpanies owned by
« e obtain information, such as your credit report, J.P.Morgan Chase & Co and to our consumer customers.

Exa m p I e from information providers.
bses |

« \We manage information to serve you.

» e share information about you within the Chase family to provide you with other products and services.
¢ e share information about you with other companies for offers of their products and services.

¢ e share information about you with our service providers, credit bureaus and law enforcement.

YOUR PRIVACY CHOICES

* You nmay direct us not to share information about you for non-finandial offers.

* You may direct us to limit certain information sharing within our family of companies.

* You may direct us not to contact you with offers.

* To meke any of these choices, subrrit your privacy choices online or contact us at 1-800-574-7168.

IMPORTANT |NFORMATION

* Review helpful information on identity theft or how to get help if you become a victim.

o View our full privacy policy.
¢ View our online consumer information practices.

HOW TO REACH US

e Contact us via email.

o Call the toll-free Chase Privacy Hotline at 1-800-574-7168.

e Submit your privacy choices online.

www.policyleaders.com For more information, read our full privacy policy.
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1. Map data process . Capture the key elements
2. Review laws in condensed notice
3. Write internal policy 7. Revise complete notices
4. Translate internal policies so the order is the- Same
into complete external as condensed notice
policy 8. If the business collects
5. Test the language data via PDAs develop
' short notice
9. Conduct final test
10. Publish
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Going
Forward
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* The Center stands ready to work with APEC
Economies to implement Multi-Layered Notices

— Mabrams@hunton.com
- +1.972.781.6667




