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% oo o o om Trend of Security Incidents (No. of Cases)

Coutiotimian REEYREED

HKCERT SB4fEu2BHiBlsds

m Others Efth 1 2,536

m Defacement #1425

8,346 8,393
= DDOS 43 B4 = BE B AR 75 1 82 7,725 7,752
Malware BE# 4
® Botnet iERMA4E
m Phishing #4895
2020 2021 2022 2023 2024
Bl¥h-22 & -§hi &8 £ E 7] 3
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% cmergencyressence - Top Five Industries Targeted by Phishing in 2024

Coordination Centre
HKCERT SZEEE2FHIBERL

i 22%

21%
%

8

9%
7%

Blfh-2t 2 -Fh & £ E 71
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—— | 23%

2024F R AEITHEERHIRNED HRET

Banking, Finance and E-payment

iR1T - ERKREFZT

Social Media/Instant Massager

L 3Z 4R B/ BN B A RH R 14

E-commerce

BFEH

Tech
BiREE

Public Service

NIRRT

4
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S Emetgeney responce e Trend of Phishing URL
HKCERT Seass s Gl BB FE RAYURLEEY

48,894

Increased more
than 1.5 times
1B MNEA1.5E

19,004
15,102 15,736

- 2020 2021 2022 2023 2024
Blfh-2t 2 -Fh & £ E 71 5
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Quishing (QR Code)

=348 ﬁ-mmmlsﬁlll' L

b ]
BLERSERRL L.

FE4EhE e
(SR SR

AE TRTRIE

22 (Phishing)

Zishing (Zoom)

*hkpc’

*ENRB

Vishing (Voice)

.,“

Deepfake e
S AGEMEE |

B'% Deepfake B/ 5
=R AREERET

EICEO s e
BmSL008

BAZENREER AIZEBHEE I
EE L ZEESET
28-11-202417:50| L 2

"B/ EamEREERE
ABEHEE mEE T RESSET
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#i—ft 8IS (Phishing) “hkpe’

Smishing (SMS)
16:419 il 56 G = EEHE Q

< 0

cainiao

([ RBRE: NORSEIM )
mAa% ﬂﬂﬂﬂtﬂﬁ%
HARES -

1" F)3E
(R
m), 814 » 3{EE*

BAR -

ﬂl@lBAﬂ!iiiiii

K 3 1ZB B [4) J

EI=FSH

U A 0 BRREB
B - BRESERR B> BHE > =%

phcnotycomi BafEdl | FRANRRECER W HABERVaniR(FA
; Hik SABIEHRSMSRIE
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#— XA EE (Phishing) “hkpc’

SEO Poisoning (I EZ23E{EdH)

Go gle whatsapp download X 4§ @ Q #t _éﬁ/\{ﬁ?ﬂnﬁn]PHD Pizza tR ZAE A FEX2.587T ﬂ*ﬁt]ﬁi%

QN2 BEFE DB DE BDEE (22 I

£13,450,000,000 EE=2ERF (038 7)

BT RETESEECIERES - TObE sERIF mETEEES

BT - hitps:/iwww.whatspo.com/ ~
whatsapp 3 AR - whatsapp R TLAR

ATEFEENTEETIEEHE  #TESTIAEULIRREES - —FETEUBDAS
EHSNAER  TETZEMHRNEE -

https: /iwww. whatsapp.com » download ~ EEESEES
WhatsApp Download

S - https://www.whatspo.com/ v p- n fﬁ)ﬂ q&ﬁlPIZZO
whatsapp P30 - whatsapp PTUR ' .

Blfh-2t 2 -Fh & £ E 71 8
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?ﬂZ Il:l:ll X |E_| E/\J i‘li”:jj_ ﬂ A a a as in father K K k as in class x X h as in loch
A) WWW.example.Com Bg b as in but J_‘[M_]Im | as in love ]—[I:E ts as in its
B B v as in van M M | m as mother q q ch as in chess
B) www.example.com = . g pa— = .
ke F r g as in get H H n as in name H_[ 111 sh as in fish
(/J \$E I— '/m‘i\' 1) ﬂ d as in dress O 0 o as in bottle H_[ 11T shsh in fresh chat
E € ye as in yesterday H II | pasin paper 'B b "hard sign"
E ¢ YO as in yonder P R r as in error bI BI |iasinhill
& =~ . L
C ) WWW . examp le . COImn K JK | zhasin measure C C | | sasinsmile b b "soft sign"
(u ” and (len @E%Eﬁ? R ) 3§ Z as in zoo 1T tas in ten 39 e as in bet
%1 151 ee as in meet Y Yy u as in cool 1O IO |y in Yugoslavia
IL;I ﬁ y as in toy (I) @ fasin farm 4 A ya as in yard
Bl¥h-2k 2 - ¥h & £ &E 7] 9
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f2 FE4A %8 (Botnet)

- "bot, @ "robot, WM - L "net,
B2 " et N4 ARV AR 45 |

- REXERREIER  #2K "ERERE
o, BERA "EBRERE.  EMXERE
Hll - BiarEiEAReS ( &5 C&RC 5 C2 ahk
2% ) - [DEmEMELIESETLE -

- EEEA S — A - EEEEAIRER

BX - ELEEE R PC » Mac » Linux f@ikss -
=

RS « WEEFHS -

iR A As T E(F (B /R A Tom-b BIfE .
http://commons.wikimedia.org/wiki/File:Botnet.svQg)
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iE A4S (Botnet) “hkpe’

RS — i
BEZE | "911S5., ERAKWENRZA? FERIKA1900SIPitit

gEezze | [911 S5| IERARMIRELE S §5=.m”mu #i‘aﬁﬁfmnﬁ ohCh B EE
A?  E/ELSTRIT19008 Pt NeREBEPERMALZE "911 S5,

(TP | RRZ | 04-11-2024 08:26 |

/ RRERBERMEE "91185, \

EEMRBE 2RO T
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0 #HZE RS (Ransomware) - FRERW INZERS E6
SEEE -  —HELEEZEWINR  JHREMEEEMEEZKN
MPUR R R B IS RPN 8

Q B E M FBINER - BIREAZNERES
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Payment will be raised on

51672017 00:47:55

Time Left

Your files will be lost on

52012017 00:47:55

Time Left

Contact Us

==

E D

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

R S I

Send $300 worth of bitcoin to this address

bitcoin

proar [12¢9YDP gwueZ9NyMgw519p7AABIsjr6 SMw

WannaCry (2017)

Blfh-2t 2 -Fh & £ E 71
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72 (Ransomware)

LR (olV3 [MPORTANT FILESEX4ISTOLEN AND ENCRYPTED!

contact s axpired, and wa do nol responed you

*hkpc’

ENB

"v

'3 LOCKELFIL

All your files stolen and encrypted
for more information see
RESTORE-MY-FILES.TXT
thatis located in every encrypted folder.

YOU Can communicaio witr

ontact data oo our websila via Tor of Biave Browser

Lockbit (2019 —2024)
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%
2t (Troi “hkpc’
AKEREIL (Trojan) PS
= 7130 Q 8 1O | hiket @ Q
A v EEY ER Ogfe £EV R E Ry HEV @Ev ESv 22EE f e Br il TOPick TV Band 182% TOPSchool EEALEQ
B 2024002418131 (ERER=x] SRiEEE [EW] F&EEapp IBESHR
BIEABEAER FREEITA4000A BEFSHAIS H11487
150 A e 105
B9 (2FE (DSE2025 ) AWR ST SUEESE ) BHAEE ) SE5005) SREE -
I ——
@ A% - ®
\EERENE \
% Ej:éfﬁ, s328uie 1!
g " SRR | DBEER. T ¢
0 ‘ﬁﬁ App Yy
B2l Fh - ﬁ‘ @_' th &8 £ E 71
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The server has infected by ransomware

4 4

Where is backup?

On the server

‘ Copyright @ 2025 HKPC All rights reserve



HEinRAl: 3-2-1

&

Three different Two different media One offsite copy Of which is: No errors after

offline air-gapped automated backup

or immutable testing &
recoverability

3 & NEl R &l Zl—‘ 2 EAEB 1 hEMED verification
IR

copies of data

Source: veeam
18
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https://www.veeam.com/blog/321-backup-rule.html

TIME IT TAKES A HACKER TO
BRUTE FORCE YOUR PASSWORD

.

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase
Letters Letters, Symbols

Number of Numbers Lowercase Upper and
Characters Only Letters Lowercase Letters

Instantly Instantly Instantly Instantly Instantly
Instantly Instantly Instantly Instantly Instantly

ENTER VERIFICATION CODE Instantly Instantly Instantly 1 sec 5 secs
l . . l l l 29 J Instantly Instantly 25 secs _ 1 min 6 mins

- s Instantly 5 secs 22 mins 1 hour 8 hours
B . Instantly 2 mins 19 hours P 3 days 3 weeks

L3
: Instantly 58 mins 1 7 months 5 years

2 secs day 5 years
25 secs
4 mins 2m years

41 mins 9m years 200m years

6 hours 43m years 600m years 15 bn years
2x 2bn years 37bn years 1tn years

4 weeks 100bn years 2tn years 93tn years

9 months | 23m years 6tn years 100 tn years 7qd years

-Data sourced from HowSecureismyPassword.net

19
Copyright @ 2025 HKPC All rights reserved




Wi T RRER *hkpg

Z
=
L~
=
=Z
Z
Z
Z
=
=
Z
Z
[
=
>
z
-
E
|

20
Copyright @ 2025 HKPC All rights reserved



RE T Z2EE . (Zero Trust)BE[E

"KAGEE - BERL .




UNITED 33

FRHRM‘W

e Sl P

m n\l:l ﬁi (Cyber SECU rlty)
J..‘ HEEES) E (Cyber Re5|I|ence)
<



EBMERZERFHEP O (HKCERT)  “hkpe

To = B AnmmZ R - BE] RSk

1. REZXEASNERAMEBEM @
2. REMHN(SMS) 128z q)

3. HKCERT BYFERZIERS = ( {5140 Facebook * LinkedIn
A YouTube )

L =
7B TE) !
https://www.hkcert.org/tc/form/subscribe/entry

(]
Blgi- 222 3 & % & 7 ‘ 2
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https://www.hkcert.org/tc/form/subscribe/entry
https://www.linkedin.com/company/hkcert/
https://www.facebook.com/hkcert/
https://www.youtube.com/channel/UCikgMGiCM83ZOLvNnX6LksA

A =Es A

Check Your Cyber Security Reac X aF
Cc

oo
oo

A fh LEKC

25 hkcert.org/tc/resources/check-your-cyber-security-readiness
M Inbox - alex.cm.cha..

8 >

A RAVAR

= -

2

RZARIT .

=]

o X
a * = 0
© WhatsApp @) Facebook [ Linkedin  * HKPC Intranet - Ho.. [ B%EA - BA »
ENBLRRER [E3) MicrosoftEdge SERH
A
HKCERT

NG o O, @EELEES] =

B2 )

LGreen - New Productive FOrces

«2=

PhERESBWEETEE

sig i NKPS
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. “
QRGAMGIGHY

F#BASRIRAAPP

£ Download on the
¢ App Store
GETITON
' Google Play

-epsp | cyberdef

25
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FEIIRHEBZELEI “hkpc

* ISO/IEC 20000 Lead Auditor

* ISO/IEC 27005 Lead Risk Manager

* ISO/IEC 38500 IT Corporate Governance Manager

* ISO/IEC 38500 Lead IT Corporate Governance Manager
* ISO/IEC 27001 Lead Auditor

* ISO/IEC 27005 Lead Risk Manager

(1SC)? - PROFESSIONAL SECURITY

CERTIFICATION

* Certified in Cybersecurity (CC) Official Training
* Certified Cloud Security Professional (CCSP®)
Official Training

* Certified Information Systems Security
Professional (CISSP®) Official Training

MIIBI[E SECURITY SERIES

Practical EMM-MDM on Android Devices for better Security
& Productivity
* Practical EMM-MDM on iOS Devices for better Security &

* Pentest "Kungfu" - Advanced Cyber
Security Exploit Workshop
* Python "Kungfu" for Cyber Security

Testing, Threat Intelligence and Prod_uctivity . . . .
Automation * Mobile Security for Android & iOS Devices Meets
Productivity

* Cyber Security Workshop : RED / BLUE
Team Pentest Kungfu Series

EC-COUNCIL - ETHICAL HACKER SERIES

* Certified Ethical Hacker (CEH)
 Certified Ethical Hacker (CEH) & Practical

* Better Mobile Security & Productivity for Android Devices
* Better Mobile Security & Productivity for Apple iOS Devices

CLOUD SERIES & SECURE CODING

* Securing Public Cloud Deployment
* Securing Paa$ Cloud Deployment
* Building a Cyber Security, Cloud Protection and Privacy Framework

CHECK POINT SERIES [COMING SOON)

* Check Point Certified Security Administrator (CCSA) * Securing Your E-Commerce Web Application Against Cyber Threats
* Check Point Certified Security Expert (CCSE) * Secure Coding and Application Security Workshop
Blfh-zf 2 -Fh & £ E 71 27
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Hong Kong Computer
Emergency Response Team
Coordination Centre

HKCERT &RME&LZ2FHIFAB L

hkcert@hkcert.org
(852) 8105 6060

Bl ith - 2% & - ih &8 E & 7]
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TENB

*hkpc ax

SENB

cybersec@hkpc.org
(852) 2788 5678
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“hkp

FENB

ESEENBHF
Hong Kong Productivity Council
HEEENRER

HKPC Building, 78 Tat Chee Avenue, Kowloon, Hong Kong

BENEEZRISREENANE
Tel: +852 2788 5678 Whatsapp: +852 5283 4131
www.hkpc.org
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HKPC Building, 78 Tat Chee Avenue, Kowloon, Hong Kong
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Tel: +852 2788 5678 Whatsapp: +852 5283 4131
www.hkpc.org
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