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in the Chamber of the Legislative Council Building

Agenda Item | — Report on Public Consultation on Reiew of the Personal
Data (Privacy) Ordinance

Background

1. In August 2009, the Constitutional and MainlaAtfairs Bureau
(CMAB) issued the “Consultation Document on Revieinthe Personal Data
(Privacy) Ordinance” (“Consultation Document”). Thmublic consultation
ended on 30 November 2009. For the consultationceses the Office of the
Privacy Commissioner for Personal Data (“PCPD”) piegpared and submitted
to CMAB in November 2009 a paper entitleBCPD’s Submissions to
Consultation Document on Review of the Personah@Btivacy) Ordinance”
setting out PCPD’s point of views on various pr@ssA copy of the paper is
enclosed.

2. On 18 October 2010, the Administration releasieel “Report on
Public Consultation on Review of the Personal D@avacy) Ordinance”
(“Consultation Report”) setting out the views re@el and the Administration’s
proposed way forward on various proposals. In tlighf the widespread
concerns in the community about the transfer ofaruer’'s personal data by
some organizations for direct marketing purpodes,Administration has also
formulated some new proposals to enhance the piamteof personal data
privacy. Views are invited on the specific arrangets and details of the 37
proposals to be taken forward until 31 Decembef201

3. The PCPD welcomes the Administration’s determamain affording a
higher level of personal data protection in Honghgan pursuing 37 proposals,



the majority of which was made by the PCPD to théAB in December 2007.
However, the PCPD is concerned that some proptsatep up protection of
personal data privacy are not to be pursued orntak@ward in the

Consultation Report. The major ones are as follows

Areas Proposals

Revamping  Regulatory| Proposal 1 —Collection and Use of Personal Data
Regime of Direct | in Direct Marketing—
Marketing (b) Requiring data user to obtain explicit and
voluntary consent of data subject to use
personal data for direct marketing purppse
(“Opt-in” regime);
(c) Setting up a territory - wide “Do-not-call”
register;
(d) Conferring on individuals a right to be
informed of the source of personal data by
direct marketers.

Sanctioning Power Proposal 39 — Granting Criminal Investigatign
and Prosecution Power to the PCPD
(Considered together with the powers to Search
and Seize Evidence and to Call upon Public
Officers for Assistance (Annex 5 of the

Consultation Report))

Proposal 40— Empowering the PCPD to Award
Compensation to Aggrieved Data Subjects

Proposal 42 —-Empowering the PCPD to Impose
Monetary Penalty on Serious Contravention of
Data Protection Principles

Tackling privacy concerns|Proposal 5 - Direct Regulation of Data
caused by data processord’rocessors and Sub-contracting Activities
and outsourcing activities




Harnessing Impact on Proposal 38 — More stringent regulation an
Personal Data Privacy Sensitive Personal Data
Caused by Technological
Advancement

Major Areas of Difference in Views between the Admmistration and the
PCPD

Revamping Regulatory Regime of Direct Marketing
Proposal 1- Collection and Use of Personal Data in Direct Matikg

(@) Requiring data user to obtain explicit and wtdmy consent of data
subject to use personal data for direct marketingpgse (“Opt-in”
regime)

4. The opposing reason given in the ConsultatiopoReis that the
“opt-in” proposal will add burden to the operatiasisenterprises carrying out
direct marketing activities, and the setting upaoferritory-wide Do-not-call
register on person-to-person telemarketing goesorizkythe protection of
personal data privacy.

5. However, there are clear voices expressed idhsultation exercise
and the recent Octopus incident that more stringamilation on the collection
and use of personal data for direct marketing diets/should be imposed. The
PCPD takes the view that introducing an “opt-injiree is consistent with the
overwhelming public expectation for greater selfedeination.

6. While the Administration has made a new proposatrengthen the
regulation on the collection and use of persondh da direct marketing
activities, it remains an “opt-out” approach inttktze customers are invited, at
the time when they provide their personal datargawizations, to “opt-out”
from direct marketing promotion activities. Theabgy of the PCPD’s
approach, on the other hand, is that the data ctishjpreference is made
known directly and without doubt.



(b) Setting up a territory-wide “Do-not-call” re¢gs;

7. The setting up of a territory-wide “Do-not-caliégister to deal with
person-to-person telemarketing calls involving peed data will further curb
the problem of inconvenience caused by these callbe PCPD keeps an
open mind on whether this should be an independgister created and run
by the PCPD or that this should be incorporatedtha Office of the
Telecommunications Authority’s Do-not-call registear that of any other
public agencies.

(©) Conferring on individuals a right to be inforche@f the source of
personal data by direct marketers

8. The PCPD had suggested to the Administratioheedo impose an
obligation on a direct marketer to disclose therspwf the personal data upon
the data subject’s requést.The Australian Law Reform Commission made a
similar recommendation in its Report 108 — For Ytformation: Australian
Privacy Law and Practice. The Australian Governimeas accepted the
recommendation that individuals should have thetrig be so informed by the
organization if they have not had a customer mtsthip with the
organizatiorf As a result of the Administration’s new proposals direct
marketing and Proposal 2 (Unauthorized Sale ofdhatsData by Data User),
it is pertinent that a direct marketer will be reeqd to disclose the source of
their personal data when so requested by a dajacsub This will facilitate
the data subject to trace the culpable ones orestesp contraventions of these
new offences by the relevant data users.

9. The PCPD is aware of the concerns of direckaetars including that
on employment opportunities. While an ‘opt-in’ ieg@ may cause the
number of callers employed to detune, the qualitshe calls, both in terms of
their acceptability to the recipients and the sasadr closing a sale, is likely to
improve. That direct marketing activities will lmeoe more cost-effective and

! See page 155, Issue 2, Annex to the PCPD’s Infimm&aper on Review of the Personal Data
(Privacy) Ordinance and p.60-61 of PCPD’s Submissio Consultation Document on Review of the
Personal Data (Privacy) Ordinance (available at
http://www.pcpd.org.hk/english/review_ordinance&$lOdnreview Information_Paper_e.pdf and
http://www.pcpd.org.hk/english/review_ordinanc&$lPCPD_submission_ReviewPDPO _e).pdf

2 Recommendation 26-6 Australian Government Firstg&tResponse to ALRC Privacy Report
(available ahttp://www.dpmc.gov.au/privacy/alrc_docs/stagel gost response.pylf




less annoying is a benefit of PCPD’s proposal odiet overlooked.

Sanctioning Power

10. The recent Octopus incident has seen the coitynup in arms
demanding punishment for violation of the Persddaia (Privacy) Ordinance
(“PDPQO"), reflecting clearly the gap between pubégpectations and the
current powers of the PCPD. In short, there isnadequacy of enforcement
power of the PCPD if public expectations are to rbet. Although the
Administration finally decided to take forward tiR&CPD’s proposal to relax
the restrictions for the PCPD to issue enforcenmerice under section 50 of
the PDPO (Proposal 8 — Circumstances to Issue &arfment Notice), that
alone is insufficient to step up the current regimesanctioning data user in
serious breaches of data protection principles.

Proposal 39— Granting Criminal Investigation and ProsecutiBower to the
PCPD (considered together with Powers to Search @eide Evidence and to
Call upon Public Officers for Assistance)

11. The Administration proposed to maintain statu®. Their main
reason is that PCPD’s proposal may result in adbshecks and balances and
it would be more appropriate for such power to stigate in and prosecute
criminal offence be vested with the Police and Department of Justice
respectively.

12. Our view, however, is that the granting ofgaution power to the

PCPD will not usurp the Secretary of Justice’s powaliscretion to prosecute.
PCPD’s proposal entails only the PCPD carrying tht prosecution work.

The discretion whether or not to prosecute alwayanid shall remain reserved
for the Secretary for Justice. Under PCPD’s propasay prosecution to be

initiated by the PCPD shall only be carried outhwthe consent of the

Secretary for Justice. The power and function okpcution, if vested with the
PCPD, entail the due presentation of facts by {G€[P to the Court. It does

not place the PCPD in a position to decide or jutthgeculpability of any data

user. That power, as always, stays with the Jaidici

13. It should be noted that the PCPD is an indd@en privacy
enforcement authority. It is empowered under tH2P® to investigate
infringement of personal data privacy by both thblje and the private sectors.
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Granting criminal investigation and prosecution posvto the PCPD will help

avoid criticism of favouritism where the Police @ther government

departments are involved in the case as data ubateed, some complainants
prefer the cases to be handled by the PCPD rdtharthe Police. In PCPD’s
experience, when asked to give consent for refefrabmplaint to the Police

for criminal investigation, some complainants wordtlise immediately.

14. Another opposing reason given by the Admiaigin is the low
number of referrals and successful convictiondhenpast years which does not
justify granting the power to the PCPD. It shouroted that whether or not
to prosecute, or whether a prosecution resultsi@eessful conviction is not in
the hands of the PCPD once a case is referredThet.fact is that cases of
contravention of the PDPO are generally not comsul@ priority in the array
of offences within the purview of the Police bothterms of seriousness and
urgency.

15. If the number of cases is one consideratighigiregard, it should be
noted that with the Administration’s agreementdket forward the proposals
on 6 new offences and the extension of time topl@gecution and relaxation
of the PCPD’s discretion to issue enforcement eotithere is a strong
likelihood that the prosecution figures will incegasubstantially in the near
future. Listed below is the 6 new offences to teated :-

Proposal 1 — Collection and Use of Personal DataDirect
Marketing

Proposal 2 — Unauthorized Sale of Personal Daadts User

Proposal 3 — Disclosure for Profits or Maliciousirposes of
Personal Data Obtained without the Data User’s
Consent

Proposal 18 — Repeated Contravention of a Datateron

Principle on Same Facts
Proposal 19 — Repeated Non-compliance with Enfoece Notice
Proposal 27 - the Offence on Misuse or ExcessigeeriRion of
Personal Data in Business Mergers or Acquisition

16. The PCPD believes that it would be in the bestrest of the
community for enhancement of personal data privamtection to confer
criminal investigation and prosecution powers oe RCPD. While the
community may not have been ready to support thagpgsal last year, the
situation may be different now in consequence ef@ittopus case which may
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only be the tip of the iceberg. The PCPD furthemsiders that the following
proposals to strengthen the sanctioning powere@PCPD should be adopted
to enhance deterrent effect.

Proposals 40 and 42 Empowering the PCPD to Award Compensation to
Aggrieved Data Subjects and to Impose Monetary Benan Serious
Contravention of Data Protection Principles

17. The enforcement action to be taken againdrawention of the Data
Protection Principles (“DPP”) in Schedule 1 of #1@PO are limited to serving
on the relevant data user an enforcement noticgupuat to section 50(1) of the
PDPO directing it to take steps to remedy the ewetntion. It is only where
the data user refuses or fails to comply with theoeement notice that the
data user may then be prosecuted. Proposals 4042and adopted, will
address the public concerns about the sanctionimgers which aim at
assisting aggrieved data subjects and penalizitegudsers for blatant disregard
of personal data privacy rights.

18. The major opposing view cited in the ConsidtaiReport is that in
the common law system, it is not appropriate tat wesa single authority a
combination of enforcement and punitive functionee PCPD would like to
point out that Proposal 40 is modeled on sectiomfsthe Australian Privacy

Act and Proposal 42 is modeled on section 55 ofuKeData Protection Act

Both Australia and United Kingdom apply the comntenw system.

19. Proposal 40 (Power to Award Compensation tagrikged Data
Subjects) will directly address the concern of jmlong remedy to the
aggrieved data subjects without them having to lgough prolonged and
tedious legal process. Theaustralian Privacy Acprovides that if conciliation
to resolve a complaint fails, the Australian PrivgCommissioner may, (a)
make a declaration directing the respondent to tsileps remedying the
contravention; and (b) award damages to the comgtai The PCPD may
carry out settlement by conciliation and adopt Emapproach before making
adjudication on the compensation. This way of hiagdls also consistent with
the current judicial approach (post Civil Justicefdtm) of adopting mediation
between prospective litigants as a default arramgem

20. It is mentioned in the Consultation Report tiggrieved data subjects
would be given sufficient assistance to claim consagion under section 66 of
the PDPO by virtue of Proposal 7 (Legal Assistatc®ata Subjects under
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section 66)However, it is to be noted that Proposal 7 arrareggscan only
be selectively applied and cannot replace Propt&aRlccording to the model
of the Equal Opportunities Commission (“EOC”) qubie the Consultation
Report, the relevant legislation empowers the E©@@dcede to a request for
legal assistance under certain conditions only, ifgtance, where the case
raises a question of principle. Hence, an aggriedai subject will not be
assisted if any one of the conditions is not fldél If the aggrieved data
subject initiates civil action by himself, what Imas to face is usually an
organizational data user who has ample resourcesritest the civil action.
Therefore, the PCPD takes the view that both Prapos and 40 should be
taken on board in order to provide sufficient arficient assistance to the
aggrieved data subjects. These two proposals efiegate direct and effective
deterrent effect on data users against infringeroérihe PDPO. The PCPD
further proposed that an additional power be coateon the PCPD to carry
out mediation of a complaint including settlememnt & monetary sum. At
present, there is no express provision under the@for the PCPD to carry
out mediation of a complaint.

21. In circumstances involving serious and blatdigregard of the
personal data privacy rights, the issuance of doreement notice directing
data user to take remedial steps is consideredffizisat. Proposal 42
(Empowering the PCPD to impose Monetary Penalt$fenous Contravention
of Data Protection Principles) will equip the PCR2h the power to impose
monetary penalty on the data user to achieve thessary deterrent effect. By
reference to the United Kingdom model, the PCPD s®&ye on a data user a
monetary penalty notice where the Commissioneaiisfeed that (a) there has
been a serious contravention of the data protecpanciples; (b) the
contravention is of a kind likely to cause substmtamage or distress; and (c)
the data controller knows or ought to have knowrsla of contravention of a
kind likely to cause substantial damage or distress he failed to take
reasonable steps to prevent the contravention. arheunt of penalty to be
determined must not exceed the maximum amountezepibed. For reference,
under the current UK legislation regime, the maximmonetary penalty that
the UK Information Commissioner may impose is £6800,

22. With this power, data users will face sigrait monetary punishment
in serious contraventions of the data protectiongples. Examples of cases
that the proposed sanction may be imposed are:-

(@) The Octopus incident where personal data okrttwan 2 million
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(b)

()

members were transferred, without the members’'ntaly and
express consent, to a third party for direct mamnkeactivities for
monetary gains;

The Hospital Authority’s data loss incident wenedical data of
patients held in USB flash drives were lost onmasioccasions;

The IPCC incident where personal data relatmgomplaints
against the Police were leaked out on the Internet.

Tackling privacy concerns caused by data processarsd outsourcing

activities

Proposal 5 -Regulation of Data Processors and Sub-contractioviies

23. It is the original proposal of the PCPD tongridata processors into
the regulatory regime under the PDPO because thentudefinition of “data
user” expressly excludes them by virtue of secB¢i®). The PCPD proposed
a two-limb regulatory model:-

(@)

(b)

that data processors should recalirect regulation under the
PDPO; and

that data user should be required to cgetractual or other
means to secure its data processor’'s complianceith the
relevant obligations under the PDPO.

24. The proposal aoflirect regulation by imposing separate obligations
on data processors to comply with DPP 2(2), 3 aisdtd require them to:-

(@)

(b)

()

ensure the personal data will be used onlytlier purpose for
which such data were so entrusted or for direelgted purpose;

take all reasonably practicable steps to engugesecurity and
safeguarding of the personal data under its custoaty

take reasonably practicable steps to eras@parslata no longer
required for fulfillment of the purpose for whidhet personal data
were so entrusted.



25. The PCPD is concerned that the proposal far jpieocessors to be put
underdirect regulation of the PDPO is not accepted. In particular, thé®BC
does not consider it sufficient protection for dsitdojects by simply relying on
data users to regulate their sub-contractors. As wbserved in cases in
which, for instance, bank client records, which eveupposed to have been
properly disposed of ended up as wrapping paped loig florists in markets, it
is clear that unless data processors are brouglardhe direct oversight of the
PCPD, data subjects will remain vulnerable relyamgonly contractual and self
regulation.

26. The regulatory regime of direct regulationdata processors has been
promulgated in overseas data privacy protectionsld@ar many years. For
instance, the United Kingdom followed thEuropean Union Directive
95/46/ECand theUK Data Protection Act 1998pecifically provides for the
definition of “data processor” which essentially means any person who
processes the data on behalf of the data contrbissfar as personal data are
entrusted to the processor for processing, it saslume the role of data
controller. The United Kingdom data protection piples impose duty on data
controller to implement appropriate technical angaaizational measures
including (i) the choosing of a data processor mlog sufficient guarantees in
respect of technical and organizational measur@ergmg the processing of
the data; and (ii) the taking of reasonable stegnsure compliance with those
measures by the data processor. Also, Informatiora&y Principle 4 of the
Australia Privacy Actstates that if it is necessary for the recordstainimg
personal information to be given to a person innemtion with the provision
of service to the record keeper, it should “dwerything that is reasonable
within its power to prevent unauthorized use orcldisure of information
contained in the records”

27. With regard to the concern expressed in thesQltation Report that

data processors do not have any knowledge of theenar the use of the data
and the procedures involved in data processingcareplicated, it is to be

noted that the risk of any data privacy breachhenpart of the Internet Service
Providers and web-based service providers is notlgnaypothetical or remote.
Web-based service providers, suctGamgleandYahoq handle vast amount of
data in their services rendered to customers ewgrydBesides, the proposal
only requires the ISPs to ascertain the purposeiidch they collected the data
from the users of their Internet-related service$he proposal does not
require them to ascertain the original purposenfioich the data were collected
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by the users of the services.

28. It should be noted that this proposal not @agks to regulate Internet
or web-based data processors but also other outsgurgents. An example is
found in a real case where it was reported in #hgsnthat the contractor of a
law enforcement agency did not properly shred camiial waste papers
entrusted to them. Consequentially, the waste pagentaining sensitive
witness statements were sold as recycled paper.

29. Direct regulation on data processors and outgay activities will
impose on the data processors concerned explitgadions under the PDPO
so that they will face regulation from the PCPDedity.

Harnessing Impact on Personal Data Privacy Causeg bechnological
Advancement

Proposal 38 -More stringent regulation of Sensitive Personal ®at

30. The proposal to give recognition to specifategories of personal
data as sensitive personal data is well recogninelér the data protection laws
in overseas jurisdictions. The overseas modelsh(sisctheEuropean Union
Directive 95/46/ECthe UK Data Protection Act 1998he Australian Privacy
Act 1988 also prohibit the collection, holding, processamgd use of sensitive
personal data except under prescribed circumstances

31. Article 8 of the European Union Directive 9%G/HBC Guidelines on
the Protection of Privacy and Transborder Flow efsBnal Data provides that
“Member States shall prohibit the processing of peat data revealing racial
or ethnic origin, political opinions, religious omphilosophical beliefs,
trade-union membership, and the processing of datecerning health or sex
life.” Also, the UK Data Protection Act has treat#ite commission or alleged
commission of an offence and any proceedings ngjdt an offence alleged to
have been committedds sensitive personal data. In its public consaftathe
Administration has modified the PCPD’s original posal by singling out only
biometric data as sensitive personal data as ta star

32. The proposal to give special treatment fossime personal data is in
accord with Article 8 of the EU Directive 95/46/Eireby enabling the PDPO
to pass the EU adequacy test, namely it is a meisge under the EU
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Directive that member states must ensure similallprotection of personal
data in the country to which the data will be tfan®d. Hence, adoption of the
EU approach will enable uninterrupted exchangeess@nal data with the EU
member states which is conducive to the sustainadth in trade and business
activities in Hong Kong.

33. Special care is warranted in the handling mécgl categories of

personal data in view of the gravity of harm thaynbe caused to the data
subjects if such data are mishandled. With the texaérsharing of health data
through the e-health programme, the implicationthat huge amount of

sensitive personal data of the general public Wl centralized and made
available to various data users. Also, the perseaisitive personal data being
mishandled is greatly increased as a result ofnt@olgical enhancement (e.g.
transmission through the Internet and storage & g electronic means). The
wide dissemination of the photos concerninggbg lifeof prominent artists a

few years ago causing significant damage to thivichaals concerned is a case
in point. Measures should be taken now to give éngirotection of sensitive

personal data before another outbreak and commanityy.

34. Most of the views expressed in the ConsultaReport agreed with

the general direction of providing a higher degoéegorotection to sensitive

personal data. The consultation has been focusediametric data, to the

neglect of other sensitive personal data. If thielip could be invited again to

give submissions on other types of personal dag&tdpic can be discussed in
a thorough and more balanced manner, and the sesalild better meet the
aspirations of the community.

Other Areas of Difference in Views

35. Further, the PCPD takes different views fréma Administration on
other proposals which are briefly set out in théaeslule for easy reference.
The Schedule also sets out the major differencastiomed in the preceding
paragraphs for completeness.

The Privacy Commissioner’s appeal

36. The Privacy Commissioner urges the commurityespond to the
CMAB’s invitation for views on the review of the P® and in light of this

12



PCPD submission.

37. The PDPO is enacted to protect the persontd ¢aivacy of
individuals. It is now the general public’s goldepportunity to voice their
needs and preferences, so that the provisionseodPBPO could be brought in
line with their expectations and international siznals.

Office of the Privacy Commissioner for Personal®at
12 November 2010
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Schedule

Table for Major Difference in Views

Personal Data (Privacy) Ordinance, Cap. 486 = “PDPO
Office of the Privacy Commissioner for Personald>at'PDPO”

Administrative Appeals Board = “AAB”

Data Protection Principles in Schedule 1 of the BBP'DPPs”
Government’s Stance — Where it is stated “Partkeiaor Taken”, it means the Government proposdedke forward or
partly take forward the proposal.
— Where it is stated “Not Taken”, it means the &uonnent proposed not to take forward the proposal.
— Where it is stated “Proposal Not Pursued”, iangethe Government did not pursue the proposal
in the Consultation Document.

Proposal No | Name of Proposal Government’s proposed way forward PCPD’s Views
in (Government’s Stance)
Consultation
Report
1 Collection and Use of|- To increase the penalty level for misuse|of These requirements seems only
Personal Data in Direct personal data in direct marketing under apply where data users obtained
Marketing S.34(1)(b)(ii). personal data directly from data
(Partly Taken) subjects but not from other source.

To introduce specific requirements on dg

ata Should

consider PCPD’s othe
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user who intend to use personal data
Direct Marketing (“DM”) purpose: (1
Reasonably specific Personal Informati
Collection Statement (“PICS”)
classes of transferee, kinds of data, et
(2) Presentation of PICS (understandal
reasonably readable); (3) Option to chog
not to agree to DM or transfer of persor
data (bundled consent issue).

Not appropriate to: (1) pursue th
“subscribe/ opt-in” proposal (reason: w
add burden to operations of enterpris

carrying out direct marketing activities);

or (2) introduce a territory-wide
do-not-call  register against dire
marketing activities (reason: it goe

beyond the protection of personal dg
privacy)

(i.e.

for proposals:  “opt-in”  regulatory

regime, “do-not-call” register and

on right to data subject to request da
user to disclose the source
C.); personal data.

e,

DSe

al

e
I
es

\ta

Unauthorized Sale of
Personal Data by Data
user (new)

To introduce requirements in the PDPO
require a data user to comply with certg
conditions if it is tosell personal dats
(whether collected from the data subjeg

to The word“sell” should be given &
in wider definition to cover situatior
.  where data user merelhared the
2ct personal data with its busines
to partners whether for monetary ¢

directly or obtained from other source)
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another party for a monetary or in kind in-kind gain.
gain.
Disclosure of Personal- To make it an offence for a person who The Government should also logk
Data Obtained without discloses for “profits or malicious into providing civil remedies. PCPD
the Data User’s purposes” personal data which he takes the view that both criminal
Consent for Profits or obtained from a data user without the sanction and civil remedies (such as
Malicious Purposes latter’s consent. injunction order) should be provided.
(Partly Taken) (Elaborated at the end of this Table[")
Regulation of Data- To require data user to use contractual -or Indirect regulation means that the
Processors and other means to ensure that its data data processors will only be subject
Sub-contracting processors and any sub-contractars, to civil sanction e.g. breach of
Activities whether within HK or offshore, comply contract or loss of business. Direct
(Partly Taken) with the requirements under the PDPO. regulation on data processors
also necessary.
- Not intend to impose direct regulation ¢on Justifications: -
data processors. The reasons are: - e many data leakage incidents
e« data processors in Internet-related show that the cause was the lack
businesses do not have knowledge| of of security safeguards on the part
the nature or use of the data and of data processors;
procedures  involved in data e Google’s Street View incident
processing are complicated and hence illustrates the importance af
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the proposal may impede free flow
information on internet; and

e encourage more data processors
get around the regulation by shiftin
work procedures to overseas a
hence undermining competitiveness
HK.

Of strengthening regulations an
Internet Service Providers (ISP3)

to and web-based services

g providers in respect of data

nd privacy protection;

of ¢« a data processor in

Internet-related business is only
required to ascertain the purpose
for which the data were entrusted
to it by the data user, but not the
original purpose for which such
data were collected;
e requires data processor {o
comply with  DPP  2(2)
(retention), DPP 3 (use) and DPP
4 (security) only;
e introduction of new obligations
on data users in sub-contracting
activities (using contractual qr
other means to ensure
compliance by sub-contractors)
should not obviate or substitute
the need for direct regulation gn
data processors.

Personal

Data Securit

- To start with a voluntary privacy breag

h Should introduce mandatory data
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Breach Notification
(Partly Taken)

notification system

Reasons: -

e  privacy breach notification system
not yet mature; and

e onerous burden on data users.

S

breach notification in phrases.

Justifications: -
« Mandatory data breac
notification is the world trend

overseas examples: over 30

states of the US, Canada and a

recent recommendation by the

Australian Law Reform

Commission to introduce

mandatory system in Australia;

e« PCPD already issue
“Guidance on Data Breacl
Handling and the Giving o
Breach Notification” in  June
2010 with a template o
notification.

11

Additional Grounds for
Refusing to Investigate
(Partly Taken)

Only to include the additional groun
under s.39(2) that the cause of compla
is not related to personal data privacy.

d

lint be added to s.39(2), namely (i) tk

The following grounds should als

complaint relates to any actig
which is currently or soon to b
under investigation by anothe

regulatory body; and (i) the

complaint relates to documen

18
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which have been or will likely be o
are intended to be used at ahy
proceedings or inquiry.

=

Justifications: -

e for ground () - avoid
duplication of effort and the
Ombudsman Ordinance contains
similar provision (s. 10(1)(e)(ii))
and

e for ground (i) - avoid
unnecessary appeals to AAB |if
PCPD can rely on this express
provision other than the genergal
ground under s.39(2)(d).

17

Power to Obtain
Information to Verify a
Data User Return
(Taken)

Proposal taken to ensure accuracy o
Data User Return

f-a The PCPD also proposed to |

conferred with the power to specif
from time to time and by notice |
the Gazette, the “prescribe
information” to be reported in a dat
user return.

<

o o -

After Octopus Cardincident, it is
likely that the public will require for
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more details to be provided by data

users in the data user return the use

of personal data for direct marketin
purposes and the relevant types

g
of

personal data transferred for those

purposes.

18

Repeated
Contravention of a
DPP on Same Facts
(Taken)

Proposed that the penalty should be the
same as that for breaching enforcemgent
notice, i.e. liable to a fine at level 5
(HK$50,000) and imprisonment for twpo
years upon conviction.

Proposed higher penalty level taking

into account the more culpab

nature of repeated contraventions

when compared with

non-compliance of an enforcement

notice.

Currently, under section 101E of the
Criminal  Procedure  Ordinance
Cap.221, a director or other officer

of an organizational data user may
be prosecuted and made guilty of the

offence under the PDPO where it|i

proved that the offence wa
committed with the consent @

connivance of a director or other

officer concerned in the manageme
of the company. In order to give

20
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clear message to the public, it

further proposed to add a subsecti
to s. 64 of PDPO to the effect that
director or other officer
organizational data user

offence under the PDPO.

of an
may be
prosecuted and made guilty of the

IS
on

[0
of

nt
of
on

19 Repeated - Proposed a fine (i.e. at Level |6 Proposed higher penalty taking in
Non-compliance  with (HK$100,000) with same term qgf account the more culpable nature
Enforcement Notice imprisonment (i.e. two years), and in the such offence  with  first-time
(Taken) case of continuing offence, a daily fine pf non-compliance of an enforceme

HK$2,000. notice and the new offence ¢
repeated contravention of a DPP
same facts under Proposal 18.
23 Response to Data Access To exempt the Police exclusively from the Exemption should not be grante

Requests in Writing anc
Within 40 Days
(Taken)

requirement of giving written respong
within 40 days after receipt of data acce
request for criminal conviction record
the requestor has a clear record.

hE
PSS

lightly. The sole reason for allowin
exclusion - “labeling effect’- doe
not provide sufficient justification
and should, if it does exist, be mo
properly addressed by looking int
the root of the problem, i.e. wheth

d

U

re
(0]

er

DPP1(1) has been breached

by

21



excessive collection of personal da

[a.

30

Transfer of Personal-
Data of Minors Relevant
to Parental Care and
Guardianship
(Taken)

This proposal was made by the

Administration.

There is no equivalent or similar

exemption under overseas priva
legislations.

A Dbetter solution is to tackle th
situation as identified in the propos

by way of other child protection

laws.

Consideration should be given to the

type of the exempted personal data,

the degree of disclosure and t

ne

relevant circumstances at the

material time.

A robust mechanism should be bu
in to guard against misuse.

Should consider allowing minor

who attain certain age to make thei

own decisions in relation to th
disclosure of the personal data.

35

Definition of Crime undey-
s.58
(Taken)

To add a definition of “crime” to ensur
that law enforcement agencies und
multilateral and bilateral cooperativ

ler
e

Proposed that the draft definitig
should be confined narrowl
according to s.5(1)(g) of the Mutug

22
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agreements or arrangements may prov
personal data to their overse
counterparts for criminal investigations
detection of crimes overseas, and t
assistance can be provided to forei
jurisdictions in verifying personal data i
connection with requests for leg
assistance.

ide Legal Assistance in Criminal Matters
as Ordinance (Cap. 525), which
or provides that the Secretary for
nat Justice may refuse such request for
gn legal assistance from overseas where
n the request relates to an act |or
al  omission that, if it had occurred in
Hong Kong, would not have
constituted a Hong Kong offence.

38

Sensitive Personal Data
(Not Taken)

Not intend to introduce a more stringer
regulatory regime for sensitive person
data at this stage (because of 1
consensus on the coverage and regulat
model).

1t - Most of the views expressed in the
al  Consultation Report agreed with the
n0 general direction of providing higheg
ory degree of protection to sensitive
personal data.
- Protection level of special categories
of personal data should be brought| at
par with the standard stipulated |n
the EU Directive 95/46/EC.
- The consultation should not he
focused on biometric data.
- The public should be consulted
again.

=
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39

Annex 5

Annex 5

Granting Criminal
Investigation and
Prosecution Power to th
PCPD

(Not Taken)

Power to Search and
Seize Evidence
(Proposal Not Pursued)
Power to Call upon
Public  Officers  for
Assistance

(Proposal Not Pursued)

Status quo should be maintained and t
PCPD should not be given the power
investigate into and prosecute criming
offence cases.

Grounds for opposing the proposals: -

existing arrangements have worke
well;

PCPD would have excessive powg
resulting in loss of checks an(
balances;

will give rise to conflict of interest
as PCPD is the enforcement authori
of the PDPO;

more appropriate for DOJ to follow
up on prosecution;

confusion over PCPD’s role; and

overlapping of structure and wast
of resources.

to
Al

ty

investigation an

he PCPD should be granted with
criminal

prosecution power, together with

power to search and seize evidence

and power to call

upon publi

officers for assistance

Grounds for supporting the
proposals:-

speedy investigation as PCRD
possesses first-hand information;

PCPD is proficient in
interpreting and applying th
provisions of PDPO;

save time on referring cases
Police;

avoid criticism of favouritism
where Police or othe
Government departments a
involved as data users;

avoid duplication of efforts of
PCPD and Police;

will not prejudice Secretary fo
Justice’s discretion to prosecut
and

D

to

[
re

L)
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o number of

prosecution will

various offences added.

cases for

increase
substantially if new proposals
are taken on board and with the

40 Empowering the PCPD - Notintend to implement this proposal. | - Power under this proposal should
to award compensation granted to the PCPD.
to aggrieved data
subjects - Reason: in common law system, it is- Justifications: -
(Not Taken) undesirable to vest in a single authority e«  Modeled on s.52 Privacy Act
both the enforcement and punitive Australia;
functions (LRC’s view in “Report on o direct deterrent effect again:
Reform of the Law Relating to the infringement;
Protection of Personal Data” (‘LRC'S e LRC's said view was premise
Report”) issued in August 1994 on an assumption not existin
considered) under current provisions @
PDPO.
42 Empowering the PCPD - Notintend to implement this proposal - Power under this proposal should

to Impose
Penalty on
Contravention of Datd

Monetary

Serious
I - Reasons: -

D

Protection Principles

granted to the PCPD.

- The proposal is modeled on s.55

of

e undesirable to vest in a singl

0 the Data Protection Act UK. The

25



(Not Taken)

authority both the enforcement a
punitive functions (LRC's view in
LRC’s Report considered);

e under common law system, th
roles of investigation, prosecution an
adjudication should be performed b
different institutions for checks ang
balances; and

e Mmore appropriate to specify seriou
contravention a criminal offence.

nd UK Information Commissioner alsg
published a“Guidance about the
Issue of Monetary Penaltie
prepared and issued under s. 55C
of the Data Protection Act 1998

=< a ®

- The power will greatly enhance th
effectiveness of the PDPO ar
s PCPD may impose sanction
appropriate case where serio
contravention is involved. It will
take long time for legislative
amendment to make a specif
contravention an offence.

n

1)

ic

44

Fee  Charging for
Handling Data Access
Request

(Not Taken)

- Not intend to implement this proposal

- Reasons: -

o difficult to prescribe appropriate
and standardized levels of maximui
fees for all chargeable items; and

e not appropriate to include a fe
schedule that requires adjustme
from time to time.

- Proposal is to follow LRC's
recommendation in LRC’s Report.

meant to be exhaustive.

- Justifications: -
e avoid unnecessary complaints
m if fees charged at the prescribed
level,
e« chargeable items in the
nt proposed fee schedule are not
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Annex 5

Territorial Scope of the
PDPO
(Proposal not pursued)

- To provide that the PDPO does not apply For practical and other reasons, the

to an act or a practice that the datamere presence in Hong Kong of| a
processing cycle (i.e. the collection, person who is able to control hijs

holding, processing and use of which) business operations overseas shquld

occurwholly outside Hong Kong.

not render him a data user subject to
Hong Kong law. It would be unfair
to the person if the Hong Kong law
and overseas law both govern the
handling of the data not originated
from Hong Kong, particularly wher
there is a conflict of laws situation.

D

- The LRC report was prepared 15
years ago in 1994. Personal data
privacy protection is an evolving
concept in human rights and
electronic trade and commerce and
should be reviewed in light of ta
development in Hong Kong and
overseas.

Annex 5

Power to Conduct
Hearing in Public

- Not propose to change the current syste

m- Proposed that flexibility should be
introduced to allow PCPD to decide

27



(Proposal Not Pursued) whether a hearing should be
conducted in public having regard fo
all circumstances.

- Reasons: - - Justifications: -

e LRC considered that a public e public hearing with the
hearing could act as real disincentive complainant to remain
to the lodging of complaint; and anonymous can address LRCfs

e PCPD's power to publish arn concern;
investigation report under s. 48(2) of o  Octopus Card casproved the
PDPO may take care of the publicis effectiveness and  resultant
right to know and be informed. educational value of conducting

public hearing.

Annex 5 | Time Limit for | - Not appropriate to take forward the With the rapid development in
Responding to PCPD’s proposal to shorten the time limit for technology and telecommunication,
Investigation/ responding to PCPD’s investigation| / the time limit should be reduced.
Inspection inspection report (from 28 to 14 days) as it
(Proposal Not Pursued) takes time to circulate report for comments Especially, if the case involves

and seek legal advice. serious public concern such as the

Octopuscard case.

*New (not | Civil Remedy  for| - N/A - To address the concern whether civil

proposed in | Injunction Order remedy such as injunctive relief

28



the
Consultation
Report)

should be provided to data subject.

May make reference to the
Australian Privacy Act 1988, b
which the complainant or th
Australian Privacy Commissioner
may enforce a determination magde
by the Australian Commissioner for
civil remedy including injunction
order.

Do <

Civil remedy for injunction order i$
available under the Equal
Opportunity Commission regime in
Hong Kong.
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