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Executive Summary

1
Background

In August 1999 the Law Reform Commission’s Sub-committee on Privacy produced a Consultation Paper titled "Civil Liability for Invasion of Privacy". The LRC invited interested parties to submit responses to the paper by 30 November 1999.  The Office of the Privacy Commissioner for Personal Data (“PCO”) has prepared a submission for consideration by the LRC.

The following is a summary of the main recommendations contained in the PCO’s full submission.

2
Main Recommendations of the Submission

The submission focuses largely upon recommendations 1 ( 6 of the LRC's Consultation Paper and their impact upon the work of the PCO. In particular, we offer our views in relation to the proposed creation of two new torts that would provide a civil remedy to "the invasion of the solitude and seclusion of another" and "the public disclosure of private facts". In addition, we put forward our current thinking in relation to the proposed codes of practice concerning "surveillance in the workplace", and "the use of personal data in advertising materials".

2.1
The Proposed New Torts

We agree that the existing law is insufficient to provide legal redress for the infringement of privacy of the types described. In particular, technological developments have created, and continue to create, new threats to privacy. Examples of this include not only various forms of surveillance technology, but also the Internet, which creates a ready channel for the public disclosure of private facts. Consequently, it is necessary for the law to develop to cope with the needs of society.

In order for the two new torts to become useful channels of redress, however, any factors likely to limit their usefulness need to be identified and addressed before their inception. Similarly, any undesirable side-effects should be avoided as far as possible. Practical alternative redress mechanisms should be considered and compared with the proposed two new torts in terms of their respective costs, user-friendliness and effectiveness.

Regarding the tort of public disclosure of private facts, its unqualified application to the press would create tension with the freedom of the press. The PCO recommend further consideration be given to making some allowance for the media under that tort, bearing in mind also any likelihood that, pursuant to the Consultation Paper on the Regulation of Media Intrusion, alternative channels for regulating the press may become available in due course.

2.2
LRC Proposed Code of Practice on Surveillance in the Workplace


The LRC's recommendation invites the PCO to draft a code that covers all forms of surveillance in the workplace. We have reservations as to whether this is feasible given the rate at which technological developments occur in surveillance equipment. Our recommendation is that the code should initially be restricted to the more common forms of surveillance in the workplace, such as the monitoring of employees' E-mail, the use of CCTV, etc.


The PCO have developed a draft Code of Practice on Human Resource Management and have recently issued it for public consultation. It may therefore be possible to enhance the draft by introducing clauses that offer guidance on workplace surveillance, and the issues arising from the collection and use of personal data using surveillance systems.

LRC Proposed Code of Practice on the Use of Personal Data in Advertising Materials

The LRC have also recommended that the PCO give consideration to drafting a code of practice relating to the use of personal data in advertising materials. In principle we are in agreement with this proposal. However, we believe it would be more appropriate for the advertising industry to take the lead in developing the code that should include, as an integral part, provisions relating to privacy and personal data.  The Privacy Commissioner for Personal Data would be in a position to endorse relevant parts of the code pursuant to powers granted under the Personal Data (Privacy) Ordinance. The PCO wishes to offer any assistance to appropriate professional bodies e.g. The Association of Accredited Advertising Agents of Hong Kong, in the drafting of the code.

2.3
Technological Developments in Biometrics and the Internet

In our submission to the LRC, we have included a review of technological developments in two areas: biometric identification and the Internet. More specifically we have exposed some of the risks posed to personal data privacy. The information is provided for reference by the LRC and serves to indicate the PCO’s continuing efforts in promoting awareness of privacy and personal data issues associated with new developments.

__________________________
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1
Background to the Submission  
 

1.1
The LRC’s Consultation Paper, Civil Liability for Invasion of Privacy, argues the case for the creation of two statutory torts pertaining to invasion of privacy. The proposals would enable plaintiffs to pursue a civil remedy to torts of intrusion upon the seclusion or solitude of another, and public disclosure of private facts. Under the recommendations put forward by the LRC, if the plaintiff’s case were upheld, the court could apply a number of penalties e.g. damages or an injunction.

1.2.
The LRC made a number of observations concerning invasion of privacy. The more significant of these are summarised as follows.


1.2.1
There has been a marked increase in the incidence of invasion of privacy in the HKSAR committed, among others, by employers, and the media. In the latter case, newspapers and weekly entertainment magazines have increased their coverage of gossip and salacious material. In order to file a story some members of the press have resorted to practices that amount to persistent invasions of privacy. 

1.2.2
Advances in surveillance technology have not merely expanded the capacity to invade the privacy of others, but to do so with the data subject being totally unaware of the intrusion e.g. pinhole cameras and parabolic microphones.

1.2.3
The pervasiveness of intrusion upon privacy suggests that there is an imbalance between competing rights e.g. freedom of the press and a reasonable expectation of privacy. 

1.2.4
It is argued that the individual’s right to privacy will be further eroded by expansion of the Internet and E-commerce. Technological innovation, poor Internet security, and low awareness on the part of users have already combined to produce the phenomenon of E-crime e.g. electronic theft of identity. 

1.2.5
The protection of the right to privacy has been upheld with sophisticated socio-political, legal and philosophical arguments in many jurisdictions and international forums e.g. The European Commission. It has also been enshrined in Article 17 of The International Convention on Civil and Political Rights (“ICCPR”) which imposes a duty on the HKSAR government to protect the right. 

1.2.6
It is suggested that as Hong Kong moves towards a more democratic form of government there is a need to ensure that the privacy and private life of those individuals that have, or seek, a role on the public stage is protected by a legal safety net. Being a public figure does not confer upon the media any special right to know everything about him/her, or resort to intrusive means to achieve that end.

1.2.7
Invasion of privacy and continuous surveillance are known to have an adverse effect upon some individuals. Clinical symptoms such as neurosis, reducing well-being and heightened stress have been reported. 

1.3
In Section 2 we review the main purposes served by the PCO’s submission.

2
Purpose of the Submission   

2.1
The PCO have an obligation to uphold and promote the provisions of The Personal Data (Privacy) Ordinance (“the Ordinance”) which are concerned with regulating privacy pertaining to personal data. We regard our submission as one way of fulfilling that duty.

2.2
Our intention is to inform and influence the thinking of the LRC in the preparation of a final report. The proposals we advance address privacy issues in the following areas:

(
the proposed new torts,

(
the proposed codes of practice,

(
technological developments in biometrics and the Internet.


The Proposed New Torts

2.3
We wish to inform the LRC of our views regarding the creation of statutory torts that seek to offer civil remedies to intrusion upon the solitude and seclusion of another, and the public disclosure of private facts.

2.4
Secondly, we wish to place on record our response to observations made by the LRC regarding the powers of the PCO, and the provisions for compensation made under Section 66 of the Ordinance.


The Proposed Codes of Practice

2.5
Surveillance in the workplace has become more prevalent. The PCO see potential for abuse in workplace surveillance systems insofar as the collection and use of personal data are concerned. We seek to address the issues by drafting a code of conduct on the more common forms of surveillance in the workplace e.g. CCTV, telephone call and E-mail monitoring.

2.6
Secondly, we advocate working with professional bodies in the advertising industry to draft a code of practice on the use of personal data in advertising materials.

2.7
We wish to convey to the LRC that we think it would be beneficial to collaborate with the Broadcasting Authority in the development of a code of practice that would include appropriate provisions on the use of personal data in broadcast advertisements. 

Technological Developments in Biometrics and the Internet

2.8
The PCO have monitored technical developments in a number of fields. In this submission we focus on two topics, biometrics and the Internet, which we believe have enhanced potential in terms of the unauthorised collection and use of personal data.

2.9
Developments in biometrics have made available security systems that identify unique human characteristics e.g. finger or hand prints and retina details. Biometric systems have the potential for abuse unless designs incorporate Privacy Enhancing Technology (“PET”). We wish to register our concerns with the LRC regarding the possible breaches of privacy, including identity theft that may accompany the wider deployment of biometric technology in the HKSAR.

2.10 
We regard the Internet as a very insecure environment and maintain that personal data transmitted on the Internet will continue to be compromised. In many instances users will be totally unaware of the fact that personal data has been intercepted until long after the damage is done. The indications are worrying in that the growth of E-commerce, which is beneficial to the interests of Hong Kong, will likely exacerbate the problem of identity theft resulting in a concomitant increase in E-crime.

2.11
In Section 3 we review and respond to the LRC’s recommendation to create two new torts and the legal issues they present insofar as the PCO are concerned.

3
A Legal Response to the Proposed Creation of Two New Torts 
General

3.1
Chapter 7 of the Consultation Paper discusses the need for increased protection of an individual's privacy in his right to seclusion or solitude. Chapter 8 discusses the need for increased protection of an individual's privacy regarding his "private facts". In this connection, it is pointed out in Chapters 3 and 4 that, owing to the development in technology and other factors, the existing legislation and the common law are not sufficient to provide adequate protection against privacy intrusion in those areas.

3.2
To this we agree. Indeed, in our handling of complaints under the Personal Data (Privacy) Ordinance, situations are sometimes encountered where there appears to be no legal remedy for the complaint of infringement of privacy.  

3.3
As a solution to this, the Consultation Paper proposes the creation of 2 new torts, namely, "intrusion upon the seclusion or solitude of another" and "public disclosure of private facts" (Recommendations 1 and 3). In this connection, the Consultation Paper admits that both of these new torts will cover some situations already covered by the PDPO, particularly in the case of the 2nd tort. However, it is argued under paragraph 6.18 that it is not a ground to rule out the creation of a new cause of action, simply because it overlaps partly with an existing cause of action.  

3.4
To this latter point we also agree. On the other hand, we think it is more relevant to consider how effective the new causes of action are likely to be in filling the existing "gap" in the law, and what other outcome (if any) their creation may lead to. In our examination of these issues, reference will be drawn from our experience with the Personal Data (Privacy) Ordinance, as appropriate. 

Section 66

3.5
As of now, there already exists a channel for bringing a legal claim in respect of infringement of privacy in relation to personal data. This is provided under section 66 of the Personal Data (Privacy) Ordinance, as follows:

“(1)
Subject to subsection (4), an individual who suffers damage by reason of a contravention –

(a)
of a requirement under this Ordinance;


(b) 
by a data user; and

(c)
which relates, whether in whole or in part, to personal data of which that individual is the data subject, 

shall be entitled to compensation from that data user for that damage.
(2)
For the avoidance of doubt, it is hereby declared that damage referred in subsection (1) may be or include injury to feelings...”

3.6
The cause of action under section 66 was specially created by statute, with the view of providing legal remedy in addition to or as an alternative to a complaint to the Privacy Commissioner for Personal Data. The main difference in consequence, however, is that a plaintiff under section 66 may recover compensation for damage suffered (including injury to feelings), which the Commissioner has no power to award pursuant to a complaint.  In these regards, its situation is somewhat similar to that of the proposed new torts.

3.7
Although section 66 has been in operation since December 1996, the experience so far tends to cast doubt on its usefulness.  In particular, as far as we are aware, there has only been 1 case of a claim made under section 66 to the District Court (CJ 7812 of 1997), which claim was dismissed for clearly lacking merits. This figure contrasts sharply with the experience of our Office during the same period, in which we received over 1,000 complaints about contravention of the requirements of the Ordinance, many of which were substantiated and resulted in remedial action being taken.

3.8
In our opinion, the following are some of the possible factors to explain why section 66 has been invoked so rarely:

3.8.1
Generally speaking, given the alternative, most citizens will perhaps be more inclined to lodge a complaint to an informal tribunal than to bring a lawsuit, in view of the trouble and expense of the latter.


3.8.2
On the other hand, a lawsuit will be the logical option where serious loss or damage is involved, hence substantial compensation is in issue. Yet, compared to most other causes of action, a claim in infringement of privacy seems far less likely to involve serious (if any) loss or damage.  Furthermore, as of now, there is simply no precedent indicating the criteria by which, and the generosity with which, the court is likely to assess and award damages for a claim under section 66.

3.8.3
Another factor a person will consider before bringing a lawsuit is whether he thinks he has a good case. This depends on how clearly the alleged act falls within the definition of the legal wrong in question, which, in the case of section 66, is the contravention of the relevant requirement of the Ordinance. However, our experience in handling complaints shows that, insofar as the requirement may consist of a data protection principle, its meaning may be rather loose, hence subject to a wide range of interpretation. In any event, the courts are not bound to give notice to the interpretation of those principles by our Office. Given the dearth of legal precedents, therefore, it is hard to predict the outcome before deciding to bring a lawsuit under section 66.

The New Torts

3.9
To the extent of the similarity between section 66 and the new torts, some of the above considerations which affect the former may also affect the latter.

3.10
In particular, in a way comparable to the data protection principles (although maybe not to the same degree), the meaning of the 2 new torts seems also to be rather loose. For example, key expressions in the new torts like "the solitude or seclusion of another", "seriously offensive and objectionable to a reasonable person of ordinary sensibilities" and "matter concerning the private life of another", are apparently not expressions with clear judicially-defined meanings. The same applies to some of the defenses.

3.11
Theoretically speaking, given a long enough period, there is always the possibility that any uncertainty in the meaning of a statute will be removed by judicial interpretation. However, given the above considerations, one would expect the development of such case law to be slow in the case of the new torts, as in the case of section 66.

3.12
On the other hand, the uncertainty in outcome is less likely to be a major concern for a plaintiff who can well afford, and does not mind, to incur the trouble and expenses of bringing a lawsuit, if only on principle.  Without making too serious a prediction here, it seems possible that the new torts may unintentionally end up, for practical purposes, being laws for the protection of the "rich and famous".

The Press

3.13
One final comment we have regarding specifically the tort of "public disclosure of private facts" is its potential effect on press freedom. Since it is in the nature of the business of the media to disclose private facts, the potential liability in tort arising from such disclosure may pose a constant threat to the media. This may be especially so in view of the fact that, unlike the commonly-understood tort of defamation, the exact boundaries of the new tort is far from clear, making the fear of overstepping all the more relevant.

3.14
In this connection, we note that under the current Recommendations, there is no special exemption for the media.  The closest thing to this is the defense proposed under Recommendation 18, that "the matter publicized was a matter of legitimate concern to the public". However, while Recommendation 19 contains a list of matters to be deemed matters of legitimate concern to the public, "news reporting" is not on that list. 

3.15
This lack of special allowance for the media contrasts somewhat with the position under the Personal Data (Privacy) Ordinance. In particular, section 61 provides for an express exemption in relation to personal data disclosed to or held by the media. In addition, regarding the collection of personal data by the media, although there is no exemption as such, yet it is acknowledged in Paragraph 18.47 of the Law Reform Commission Report on Reform on the Law Relating to the Protection of Personal Data (Topic 27), in relation to the requirement of fairness in manner of collection, that:

“... “fairness” is a flexible notion.  It follows from the above that what is “fair” for a news-gathering investigative journalist may be less so for an individual not so engaged. We think that this flexibility should be sufficient to accommodate the media  ...”

3.16
In view of the above, it appears to us that in proposing the creation of the new tort, the issue of press freedom may deserve further consideration.


Conclusion 

3.17
Our views on Recommendations 1 and 3 may be concluded thus:

3.17.1
We agree that the existing law is insufficient to provide legal redress for the infringement of privacy of the types described. In particular, technological development has created, and is continuing to create, new threats to privacy. Examples of this include not only various forms of surveillance technology, but also the Internet, which creates a ready channel for the public disclosure of private facts. Consequently, it is necessary for the law to develop to cope with the need of society. 

3.17.2
In order that the 2 new torts should indeed become useful channels of redress, however, any factors likely to limit their usefulness need to be identified and addressed before their inception. Similarly, any undesirable side-effects should be avoided as far as possible. In addition, any practical alternative redress mechanism should be considered, and compared with the proposed creation of the 2 new torts in terms of their respective cost (both to victim and to the taxpayer), user-friendliness, and effectiveness.


3.17.3
As currently framed, the new torts and their defenses seem to be open to a wide range of interpretation. Unless and until their meaning become clear, it seems that they will be invoked only infrequently. To minimize any uncertainty in the law, therefore, it seems important to define the torts as clearly as possible in the statute, rather than relying on the process of judicial interpretation, which may turn out to be very slow. 

3.17.4
Regarding the tort of public disclosure of private facts, its unqualified application to the press would create tension with the freedom of the press. Further consideration may therefore be given to making some allowance for the media under the that tort, bearing in mind also any likelihood that, pursuant to the Consultation Paper on the Regulation of Media Intrusion, alternative channels for regulating the press may become available in due course. 

3.18
In Section 4 we submit our response to the LRC’s recommendations that the PCO become involved in issuing new codes of practice. The codes would offer guidelines on surveillance at work, the use of personal data in broadcast advertisements, and the use of personal data in advertising materials.

4
A Response to the Proposed New Codes of Practice


4.1
The LRC has made recommendations regarding the development of three codes of practice that would address personal data and privacy issues. In principle the PCO is in agreement with the proposals outlined. However, we would take this opportunity to explain the way in which we feel the PCO could make the best contribution to the drafting of the proposed codes.


A Code on Surveillance in the Workplace 

4.2
Technological developments have made surveillance in the workplace a common feature of many employees’ working lives. Not only are systems more cost effective but component miniaturization has made them much less obtrusive and easier to install. Until relatively recently surveillance systems were synonymous with video surveillance used for security reasons. However, as Section 7.71 of the LRC’s Consultation Paper points out, technology has enabled employers to use surveillance equipment for a much wider range of purposes. It is the combination of the diversity of applications and their potential intrusiveness that gives rise to concerns regarding workplace surveillance.

4.3
Modern Human Resource Management literature places great faith in the notion of mutual trust between employer and employee. It would seem therefore to be something of a contradiction that a greater number of employees are subject to a greater range of surveillance systems at their place of work. The employer who installs surveillance equipment may have genuine employment-related reasons for so doing but the very existence of that equipment in the workplace means that there is opportunity for intrusion into the privacy of the individual e.g. where CCTV is installed in locker rooms or the public areas of toilets.

4.4
Software applications have also made the monitoring of private communications at work a matter of routine e.g. phone, LAN/WAN or the Internet. In the process employers have unprecedented opportunity to check communications traffic and gain access to personal data and private facts. 

4.5
The issues of intrusiveness and privacy of personal data aside there is evidence, in the psychological literature on work and well-being, that employees subjected to perpetual surveillance may exhibit heightened anxiety, stress, and in some instances, psychologically-induced illness. Although the methodology (self reports) deployed in gaining these insights has been the subject of debate, the consensus seems to be that surveillance at work can be detrimental to the interests of both employee and employer.

4.6
Workplace surveillance highlights an issue where the interests of employers and employees may conflict. It is important to address the concerns of both parties and this suggests that  a balance must be struck between the two. 

4.7
It is the PCO’s view that a code of practice on surveillance at work would have distinct benefits. Firstly, a code, preceded by public consultation, would be the type of initiative that would stimulate community awareness and debate. Secondly, it would enlighten employers and employees by indicating best practices pertaining to surveillance in the workplace.

4.8
Although the PCO support the LRC in the recommendation that a code of practice should be issued we wish to qualify our position.


4.8.1
It is our view that a code of practice on surveillance should initially be restricted to common forms of surveillance in the workplace e.g. CCTV, telephone and E-mail monitoring.


4.8.2
Secondly, we feel that the code should reflect the way in which advances in surveillance technology have made surreptitious monitoring potentially more invasive of privacy in the workplace.

4.9
There is one form of surveillance in the workplace that a Code of Practice issued by the PCO cannot regulate. This concerns the situation where video cameras are used for scanning purposes, but there is no permanent video record. Since the term “data” as used in the Personal Data (Privacy) Ordinance includes only recorded information, this form of surveillance without involving the collection of personal data is outside the jurisdiction of the PCO, hence cannot be the subject-matter of the Code. 


A Code on Personal Data in Broadcast Advertisements

4.10
The recommendation made by the LRC is that the Broadcasting Authority should give consideration to adopting in their Codes of Practice on Advertising Standards provisions governing the use of personal data in advertisements broadcast by the licensed television and sound broadcasters in Hong Kong. The PCO supports this recommendation. The Privacy Commissioner for Personal Data would be available to advise on the drafting of the proposed code in relation to personal data pursuant to the powers conferred by the Ordinance.

A Code on the Use of Personal Data in Advertising Materials

4.11
The PCO agree in principle with the recommendation advanced by the LRC that a code of practice on the use of personal data in advertising materials should be issued. The PCO are of the view that that this code would benefit from being drafted by professional bodies representing the interests of the advertising industry in Hong Kong e.g. The Association of Accredited Advertising Agents of Hong Kong. The Privacy Commissioner for Personal Data would be available to assist and advise those professional bodies.

4.12
In Section 5 we review the impact of technological developments in biometrics and the Internet and their impact upon privacy issues.

5
The Impact of Technological Developments on the Privacy of Personal Data 




5.1
In this section we review recent developments in biometrics and the Internet, and assess some of the risks they pose to privacy and personal data.

Biometric Applications and Privacy

5.2
The PCO’s review of the LRC’s consultation paper led to a discussion of technologies that have the capacity to intrude upon the privacy of the individual.  In this section of the submission we wish to place before the LRC some of the concerns raised by biometrics. We feel this is timely because biometric security systems have already been installed in Hong Kong e.g. fingerprint scans. 

5.3
More generally, biometric applications are gaining in popularity around the world. For example, Spain has instituted a national fingerprint system for unemployment benefit and healthcare entitlement. In the USA, cash can be withdrawn from some ATM’s which establish the identity of a customer through the scanning of facial features instead of the presentation of an ATM card. 

5.4
Biometrics engages mathematical and statistical techniques in the process of collecting, processing and storing unique details of a person’s physical characteristics. The systems currently available fall into two categories.


5.4.1
Those that measure the physical characteristics of an individual e.g. fingerprints, hand geometry, voice or retina details.


5.4.2
Those that expose the emotions or state of mind of the individual e.g. fear or happiness.

5.5
There are many more product formulations available in the first of the two categories. However, experts are of the view that breakthroughs in state of mind technology could raise  new anxieties.  In  theory  it  would 

eventually be possible to ‘read’ affective states, the disposition and emotions of an individual. Some observers see this as a matter of great ethical concern and have drawn parallels with the controversies that surround research on genetics.

5.6
Biometric systems usually have three inter-related components: a sensor, verification device, and template database. Individuals need to register with the system before using it. During registration a human characteristic is translated by the sensor into a digital configuration known as a bit pattern. To verify an individual as ‘secure’ the system accesses a database template and compares the presented bit pattern with that stored in the database. This results in either a match or a rejection of the individual. The process of searching for a match has been accelerated by using chipcards in conjunction with the template database. The most advanced systems provide an instantaneous match or rejection of the individual.

5.7
Currently developments are focused upon reducing the probability of false acceptance/false rejection rates and Privacy Enhancing Technology (“PET”) to be used in parallel with the system. The fact that privacy-compliant designs of biometric systems are being developed suggests that perceptions regarding the integrity of the systems have been taken seriously. 

5.8
Biometric systems have given rise to the following concerns.

5.8.1
Illicit access to centralised template storage and verification components that could render the system insecure.

5.8.2
Access to potentially sensitive personal data that records unique characteristics of an individual.

5.8.3
Access to a sub-set of individuals that share something in common e.g. a medical characteristic.


5.8.4
In certain cultures the sensing of some human characteristics in biometric systems is considered objectionable e.g. the recording of fingerprints. Fingerprints are recorded for one purpose, and one purpose only; the prevention and detection of crime.

5.9
The most serious consequence of these potential privacy violations is the prospect of identity theft, where the template database and verification processes are compromised. This raises the prospect of identities in the system being stolen for ulterior purposes e.g. illegal access, mis-representation, fraud etc.

5.10
These concerns aside, biometric systems raise important legal questions which have been addressed by The European Commission among others. For example, the European Data Protection Directive (“the Directive”) identifies a category of ‘sensitive data’. If biometric data is classified as sensitive data the Directive prohibits its processing unless specific exemptions apply.   

5.11
Systems designers are responding to these concerns by incorporating PET with a view to reducing the risks cited. PET intended for biometric applications has developed along two avenues.


5.11.1
PET as an integral feature of the design of the system.


5.11.2
Alternatively, PET is in the possession of the individual who can personally engage it to protect privacy or maintain anonymity.

5.12
Further precautions can be taken to integrate PET into biometric systems for the purposes of protecting personal data e.g. by decentralising the verification equipment and template database, encryption, and irreversible conversion of the human characteristic recorded. However, because of the diversity of biometrics these safeguards cannot presently be built into all types of system.

5.13
Biometric systems appeal to the system owner because they hold out the prospect of greater security. However, unless the system works in conjunction with PET there is a potential risk that personal data may be compromised. At present biometrics seem to be one of those fields of technology that makes the case for the collection of personal data being proportional to the benefits and risks of so doing.

5.14
Under the provisions of Section 8 of the Ordinance the Privacy Commissioner for Personal Data is empowered to ‘ ..... undertake research into, and monitor developments in, the processing of data and computer technology in order to take account of any likely adverse effects such developments may have upon the privacy of individuals in relation to personal data.’ In this regard, the PCO have been in close liaison with the appropriate authorities concerning new technological development projects such as the electronic road pricing scheme of the Transport Department and the next generation identity card project of the Immigration Department. The PCO will continue to monitor the development of biometrics applications in Hong Kong.

5.15
 The PCO’s position on biometrics can be summarized as follows.


5.15.1
The PCO encourage those individuals and organisations contemplating the use of biometric systems to consider whether the end purpose could equally well be served by equipment that does not rely upon the identification of unique personal characteristics. 


5.15.2
Secondly, the PCO maintain a position that privacy assessment impact studies should invariably precede any consideration of the purchase, or installation of, biometric systems in Hong Kong.


5.15.3
The PCO advocate biometric systems designed with PET features to minimize security and privacy risks in respect of personal data collected and processed by these systems.


5.15.4
The PCO strongly encourage organisations contemplating the use of biometric systems to adopt a consultative and transparent approach. For example, the use of smart cards, that encode personal data, should be preceded by a careful communications exercise designed to inform users of the following:

(
a description of the personal data to be collected and its use,

(
the manner of data collection,

(
reasons why the information is necessary and relevant,

(
a description of data contents on the card,

(
reasons to disclose data to third parties, and who those parties are,

(
a description of the security measures taken to protect personal


data on the card and other databases from unauthorised access,

(
the rights of the card holder.

5.15.5
In the longer term it may well be necessary for the PCO to draft a code of practice on biometrics that would offer practical guidelines to those that install and use these systems.


5.15.6
The PCO will continue to attach importance to biometrics and privacy issues. This will reflect in further enhancement of programmes designed to arouse public awareness and understanding. 

 5.16
Insofar as the Ordinance permits, the PCO are working towards the goal of ensuring that only privacy-compliant biometric systems are installed in Hong Kong. Ultimately we would like to see a certification authority that would approve biometric systems. However, until that authority is in place, the PCO will exercise a combination of caution and vigilance towards biometrics.


The Internet and Privacy

5.17
Privacy and the Internet amounts to a classic paradox. Unless precautionary measures are taken Internet users should have very limited expectations of privacy. There is some way to go before there is general community understanding of this, and related implications. A simple illustration of this caution is provided by personal messages carried on the Internet. While popular perceptions may lead users to hold contrary views, the fact remains that E-mail sent on the Internet has more in common with a public broadcast than it does with a secure and private communication. 

5.18
Internet insecurity raises many issues and complex problems that require ingenious solutions. In the short to medium term it is unlikely that the problems will be resolved by any one country, least of all one agency in one country. Local ‘solutions’ do not cure global problems, consequently the issues of Internet insecurity, and the strategies for addressing them, have to be formulated in international forums. Although this process is in hand the parties to discussions have often operated from fundamentally different positions regarding the free flow of information. As a result, getting to agreement in the international arena is going to be a protracted process.

5.19
The absence of security on the Internet raises three issues that are of particular concern to the PCO. 


5.19.1
The Internet is constantly being accessed for information for business and other purposes. In many instances this is perfectly legitimate but the illicit interception of E-mail by the unscrupulous means that dossiers can be compiled and customer profiles created without users being aware. Such activity contradicts the letter and spirit of DPP 1 – the collection of personal data, and DPP 3 – the use of personal data. 


5.19.2 As numbers using the Internet increase, and as features such as E-commerce impact upon the daily lives of members of the public, it is likely that intercepted personal data will be used for illicit purposes. E-crime is an unfortunate by-product of insecurity on the Internet and all predictions are that it will increase. Although crimes committed on the Internet in Hong Kong are rare, a recent police report is pessimistic about the future.



5.19.3
Internet user visits to Web-sites are routinely tracked (clicktrails) and stored in databases that index the users preferences as indicated by the sites he/she visits. This practice of collecting personal data without the knowledge of the individual concerned might amount to an unfair collection of data that is inconsistent with the requirements of the Ordinance.

5.20
The PCO’s response to Internet malpractices has been to develop strategies designed to educate the community in terms of their potential vulnerability. Booklets published by the PCO have targeted data users and individuals. For users there is advice on best practices. In the case of the individual some of the risks of exposing personal data on the Internet are explained, along with advice on how to avoid unintentionally exposing personal data. 

5.21
To further promote the awareness of privacy risks associated with the Internet, the PCO’s current initiatives on the matter include:


5.21.1
A revision and updating of two booklets, Internet Surfing with Privacy in Mind and Personal Data Privacy on the Internet.


5.21.2
Intensification of programmes designed to educate the public towards the privacy risks associated with using the Internet.


5.21.3
Maintaining close contacts with Privacy Commissioners in other jurisdictions, and keeping abreast of developments on the world stage


5.21.4 Liaison with public sector agencies and private sector organisations in the HKSAR that share similar concerns regarding the Internet.


5.21.5
Seeking expert opinion from members of the PCO’s Standing Committee on Technological Developments.


5.21.6
Working closely with professional bodies to agree joint positions e.g. The Hong Kong Internet Service Providers Association.


5.21.7
Filing submissions to government bureaus and departments that are engaged in trying to bring about a more secure Internet and E-commerce environment in Hong Kong.

5.22
One view worth reiterating is that the most obvious deficiency of efforts designed to address privacy issues on the Internet is that they have been piecemeal. Uncoordinated strategies at national or international level present unscrupulous or criminal elements with opportunities that will be seized upon. We can perhaps heed this warning and modify our approach accordingly.

5.23
In the case of biometric systems and Internet security there can be little doubt that developments have moved ahead of measures designed to safeguard personal data. There is therefore an urgent need to close the gap by concentrating efforts and education on PET, encryption, digital key systems etc. if we are to effectively counter identity theft and predicted increases in E-crime.

5.24
We conclude this submission by responding to a number of recommendations made in the Consultation Paper.

6
A Response to Selected Recommendations made in the Consultation Paper

6.1
Recommendation 1


We recommend that any person who intentionally or recklessly intrudes, physically or otherwise, upon the solitude or seclusion of another or into his private affairs or concerns, should be liable for the statutory tort of invasion of privacy, provided that the intrusion is seriously offensive and objectionable to a reasonable person of ordinary sensibilities.


The PCO has expressed legal reservations regarding the wording of the proposed tort and its intention. The LRC’s attention is drawn to specific observations made regarding the press.

6.2
Recommendation 2


We recommend that the Privacy Commissioner for Personal Data should give consideration to issuing a code of practice on all forms of surveillance in the workplace for the practical guidance of employers, employees and the general public.      


The PCO supports this recommendation in principle. However, it is our view that the code of practice should initially be restricted to common forms of surveillance in the workplace. Consideration will be given to incorporating clauses pertaining to surveillance in the workplace in the Code of Practice on Human Resources Management to be finalised and issued by the PCO.

6.3
Recommendation 3


We recommend that any person who gives publicity to a matter concerning the private life of another should be liable for a statutory tort of invasion of privacy provided that the disclosure in extent and content is of a kind that would be seriously offensive and objectionable to a reasonable person of ordinary sensibilities and he knows or ought to know that such disclosure is seriously offensive and objectionable to such a person.


The PCO has expressed legal reservations regarding the wording of the proposed tort and its intention. The LRC’s attention is drawn to specific observations made regarding the press.

6.4
Recommendation 4 


We recommend that for the purposes of the statutory tort of invasion of privacy based on public disclosure of private facts recommended above, matters concerning the private life of another should include information about an individual’s private communications, home life, personal or family relationships, private behaviour, health or personal financial affairs.


Regarding the tort of public disclosure of private facts, its unqualified application to the press would create tension with freedom of the press.

6.5
Recommendation 5



We recommend that the Broadcasting Authority should give consideration to adopting in their Codes of Practice on Advertising Standards provisions governing the use of personal data in advertisements broadcast by the licensed television and sound broadcasters in Hong Kong.


The PCO supports this recommendation. The Privacy Commissioner for Personal Data is available to assist the Broadcasting Authority in drafting a revised Code of Practice on Advertising Standards that incorporates provisions governing the use of personal data in broadcast advertisements. 

6.6
Recommendation 6 


We recommend that the Privacy Commissioner for Personal Data should give consideration to issuing a code of practice on the use of personal data in advertising materials for the practical guidance of advertisers, advertising agents and the general public.


The PCO supports this recommendation in principle. However, it is our opinion that the Association of Accredited Advertising Agents of Hong Kong (“the 4A’s”) would be a more appropriate forum in which to develop a code of practice on the use of personal data in advertising materials. The Privacy Commissioner for Personal Data will offer to assist the 4A’s in drafting the code.

6.7
This concludes the PCO’s submission to the LRC. 
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