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Personal Data Privacy 
Challenges in the Digital Age 
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Source: China Consumers’ Association ‘Report on Personal Data Leakage 
from APPs’ (August 2018) 
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What data do APPs ask 

permissions for? 

67.2% respondents 
think smartphone APPs 
collect unnecessary 
personal information 
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• Making the least privacy-friendly 
settings as the default settings  

• Making the alternative privacy 
settings difficult to navigate 

• Using eye-catching buttons for less 
privacy-friendly options 

• Emphasize the positive aspects of 
less privacy-friendly options, 
glossing over potential privacy risks 

• Falsely claim that not accepting the 
default option would affect the 
functionality 

Source: Norwegian Consumer Council – “Deceived by Design” (June 2018) 

Apps used “dark patterns” to discourage 
users from exercising their privacy rights:  



 Home surveillance cameras have 
become popular with consumers 
looking to keep an eye on their 
homes, children, or pets while 
they are away. 

 Users can log in from anywhere in 
the world. 

 Vulnerable to hacking 

 Back doors in the software of IP 
cameras that will lead to 
recordings or image leaks.  

Source: https://www.scmp.com/news/hong-kong/education-
community/article/2079135/beware-hackers-when-using-spy-
cameras-home-hong 
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More data collected in the digital age, more 
needs for outsourcing data processing 

There may be unknown/little control over 
data storage locations 

Outsourcing arrangements may be rapidly 
changing or loose 

Amplifying privacy and security risks 
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 Advancement in technology making 
re-identification of anonymised 
dataset possible, e.g blurred images 
captured by CCTV which contain 
unique facial features and medical 
records 

 By linking unencrypted parts of the 
records with publicly known 
information, anonymised personal 
data can be re-identified.  7 Source: https://www.gettyimages.hk/ 

https://www.gettyimages.hk/
https://www.gettyimages.hk/


– some examples in Hong Kong: 

Source: SCMP (29 Nov 2018; 18 Apr 2018), HKFP (9 Apr 2019) 
8 



Possible reforms of the Personal 
Data (Privacy) Ordinance to align 
with international regulatory 
standards and to cope with the 
digital challenges 
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(1) Expand the definition of ‘personal data’ 
under PDPO: 

Possible amendments to PDPO : 

Personal data may include: 
• Information practicable to ascertain an identity (direct/indirect); and 

• Information relating to an identifiable person 
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Definitions of “personal data” 
PDPO Overseas (e.g. AU, CA, EU) 

 
 
 
 

 
 
 
 

Criteria:  
• Practicable to ascertain identity 

Criteria:  
• Relating to or about an identifiable 

individual 

Meaning:  
• Knowing who a person is 

Meaning:  
• Able to single out a person, not necessarily 

knowing who the person is 

Result: 
• Narrower scope of personal data and less 

protection to privacy 

Result: 
• Wider scope of personal data and stronger 

protection to privacy 
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(2) Additional regulation on the retention of 
personal data  

Possible amendments to PDPO (cont.) 

• Disclose personal data retention policy 
• Stipulation of maximum retention period 
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(3) Regulate data processors directly 

Possible amendments to PDPO (cont.) 

Data processors’ obligations on:   
• retention period of personal data 
• security of personal data 
• notification to data users of data breaches without 

undue delay 
• Data processors with a Hong Kong link or a presence 

in Hong Kong will be covered. 
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(4) Mandatory Breach Notification 

Possible amendments to PDPO (cont.) 

• Notify both the PCPD and the impacted individuals 
• High threshold for breach notification – “real risk of significant 

harm” to individuals  
• Set time limit – e.g. 5 days for notifying PCPD; ‘as soon as 

practicable’ for notifying individuals 
• Allow for investigation period for ‘suspected breach’ before 

notification 
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(5) Accountability Principle 

Possible amendments to PDPO (cont.) 

• Include accountability principle in PDPO 
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• To all authorized institutions 

• Expressing support to PCPD’s concept of data 
ethics and stewardship 

• Encouraging adoption of PCPD’s Ethical 
Accountability Framework in development of 
Fintech in order to- 
o Address privacy concerns of customers 
o Enhance customers’ trust in using Fintech 

https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190503e1.pdf 16 



HKMA’s circular on 5 November 2019 

... 
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... 

... 



(6) PCPD’s Powers 

Possible amendments to PDPO (cont.) 

Confer additional powers on the PCPD to: 
• Conduct criminal investigations/prosecutions 
• Impose administrative fines 
• Make prohibitive orders by way of interim 

enforcement notices binding on any relevant 
parties 18 



Intimidating 
message online: 
“Get prepared 
to pick up with 
a linen bag 
after school” 
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 Give the PCPD powers to conduct criminal investigation and prosecution 
of criminal offences 

 Allow PCPD to apply to court for injunction stopping doxxing 

 Expanding the scope of protection to include platforms and webpages that 
have close connection to Hong Kong (the “Hong Kong Link”)  

 Give the PCPD powers to directly issue prohibitive orders by way of 
interim enforcement notices to relevant social media platforms and 
website (e.g. take down doxxing posts, provide personal data of those 
posting doxxing messages)  20 



 
• Lack of global interoperable standards 
• Bring challenges to the operation of multi-

national corporations  more costs on 
compliance  

• Impede Fintech growth  
• Restrictions on cross-border data flow and 

innovative use of data 
• International collaborations to be promoted 21 



• Data Protection Authorities to develop a bilateral or multilateral 
assistance mechanism 

• Regional harmonisation can provide legal certainty  

• Adopting an internationally accepted standard or certification such 
as ISO27701, the world’s first international standard for managing 
privacy information 

• Increasing convergence can facilitate cross-border data transfer and 
reduce friction for multinational companies’ operations 

• Facilitate continued growth of technologies 22 
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