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Policy objectives 
to pursue smart 

city development 
by making use of 
innovation and 

technology 

 
Encouraging open 

data and using 
data analytics to 
improve public 

services 
 

Source: www.smartcity.gov.hk 
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Source:https://smartcity.org.hk/en/about-background.php 
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Promoting Hong Kong as a Smart City  



Personal Data Privacy Concerns in Smart Cities 
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24- hour 
Surveillance  

Open data 
revealing 
personal 

identifiable 
information 

Data 
leakage 

Low quality of 
data resulting 

in bias and 
discrimination  

Unexpected 
uses and 

sharing of 
data 

Indiscriminate 
& excessive 

collection 



Multi-functional Smart Lampposts Scheme 

6 Source: OGCIO, Hong Kong 



Multi-functional Smart Lampposts Scheme

  

Smart devices include traffic detectors,  Bluetooth detectors, panoramic 
camera, meteorological and air quality sensors, 5G base stations 

  
Plan to install 400 smart lampposts in 4 districts but the project 
has been stalled due to public’s concerns on personal data privacy  

  
No facial recognition technology  
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PCPD Hong Kong is one of the members of the Smart Lamppost 
advisory committee 



Multi-functional Smart Lampposts Scheme 
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Increase Transparency & Build Trust 

Make available all information about the smart lamppost : 

• Installation – location, functions 

• Technology   

• Parties involved and their relationship (data users/ data 
processors / law enforcement agencies) 

• Collection, usage, sharing and control of data, retention 
of data 

Deploy more privacy-friendly technologies   



Facial Recognition technology 
What are the risks? 

• Highly privacy intrusive 

• Lack of regulations surrounding 
the use of facial recognition 
technology  

• Misidentification  

• Bias and discrimination 

• Misuse by law enforcement 
agencies 
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Source: https://miro.medium.com/max/8742/1*qseidoEBfxVX6I2KIbHsRA.jpeg 



Cultural Clash between the Mainland of China and the West 
• A vast network of 200 million CCTV 

cameras across the Mainland of China  
 
• For national security and operation of 

the Social credit system  
 

• Ensure safety and convenience - “It’s 
the best way to manage a complex 
country with the world’s biggest 
population. If, as our government says, 
every corner of public space is installed 
with cameras, I’ll feel safe.” says 
Dandan, marketing professional, 
Chinese citizen in an interview 
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Source: https://www.abc.net.au/news/2018-09-18/china-social-credit-
a-model-citizen-in-a-digital-dictatorship/10200278 
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Different perceptions around the world 
   Support  √ 
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Source: 
https://www.fastcompany.com/90269129/singapore-
wants-to-add-face-recognition-surveillance-to-110000-
lamp-posts  

Source: https://www.dailymail.co.uk/news/article-
7529453/Chinese-internet-users-pass-facial-recognition-test-use-
web.html 

https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts
https://www.fastcompany.com/90269129/singapore-wants-to-add-face-recognition-surveillance-to-110000-lamp-posts


Different perceptions around the world 
Oppose X  
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Source: thenextweb.com/eu/2019/08/27/facial-
recognition-in-schools-leads-to-swedens-first-
gdpr-fine/ Source: 

https://www.politico.eu/article/fre
nch-privacy-watchdog-says-facial-
recognition-trial-in-high-schools-is-
illegal-privacy/ 

Source: 
https://www.bbc.com/news/technology-
48276660 



Facial Recognition – Getting it Right 
• Using less privacy intrusive alternatives if possible  

• Conduct Privacy Impact Assessment – make sure the 
deployment is necessary and proportionate  

• Be transparent – give notice (including class of transferee) 

• Ensure adequate security measures are in place to prevent 
leakage 

• Do not retain the data longer than necessary  

• Having written policy and procedures in place for its 
deployment 13 
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How to Manage Privacy Risks  
in Smart Cities? 



Contact Us 
 Hotline + 852 2827 2827 

 Fax       + 852 2877 7026 

 Website  www.pcpd.org.hk 

 E-mail enquiry@pcpd.org.hk 

 Address 1303, 13/F, Sunlight Tower,  

                            248 Queen’s Road East,  

  Wanchai, Hong Kong, China 
Copyright 

 

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY 4.0) licence.  In essence, you are free to share 

and adapt this PowerPoint, as long as you attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.   

For details, please visit creativecommons.org/licenses/by/4.0. 
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