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fifgk A - SRV REfR ST IR EER

Brefdy mEnE= EER FEMEXHY T & HA
it FeHRAs
Android |  iOS
A e B i
innoBand-D innoBand 3 N Half Limited 2016 4 2016
4H12H 4H13H
v.1.1.6 v.14.1
iHeHa Dao HeHa PEEREERHS AR | 20164 20164
A 4F11H | 4A13H
v.2.5.0 v.2.5.0
Archon Archon Millennium Pacific | 20164 2016
Touch Fitness Concept Limited 4H27H 4H13H
Wristband v.3.4.60 v.3.1.62
Digicare ERI DigiCare I (E B ATAEIR | 20164E 20164F
Fitness N 4H14H 4H13H
Activity v.1.7.4 v.3.1.2
Tracker
ELAH BT- MyWay Fit FEEFHIRAE | 20164 20164F
009 5H17H 5H17H
v.3.3.60 v.1.3.4
SR RE(E B iy
Fitbit Alta Fitbit Fitbit, Inc. 20164 20164
5H12H 5H12H
v.2.24 v.2.21.1(488)
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fifsk B - fIETTEIHIRS

Basic info Wearable [0 Health-related device O Smart TV O Appliance 0 Smart meter O Connected car [0 Other I Please state
Device type

Device/ Device name: Name of organisation: Sector: Relationship of org to Country of relevant
company device: company:

details

Collection, Does the website/app have a privacy policy? Oy CIN

use & Do privacy communications indicate what personal information is collected by the device? Oy [CIN

disclosure Are privacy communications specific to the device? Oy ON

of data

Do privacy communications state that personal information is disclosed to other companies and for what purpose?
0y CON O Don’t know

If the company does share information with other companies, is the user told which companies? [OY [N [CIN/A

Are users told to change the default settings for the device? Oy [CON
How do users consent to the collection of their personal data? [ Through literature [0 On the device itself
[0 During registration O Other ..ooeveeeciieees [0 Don’t know
Information | | During registration During use
collected
Name | User | Address | Phone Email DOB/ | Weight/ | Medical Other Location | Health/ Photo/ | Unique | Other
name number | address | age height details (please Fitness Video/ | device | (please
(e.q. state) info (e.g. | Audio |ID state)
Mandatory diabetic) heartrate) | file
Optional
OM M M OM M M OM OM OM M OM OM OM OM
Not Collected o 0o 0o o 0o 0o o o 0o o 0o 0o 0o 0o
CONC | ONC | ONC CONC CINC CONC | ONC CONC CONC CONC CONC CONC CINC CONC
Explanation | (0Y ay ay ay ay ay | Qay ay ay ay ay ay ay ay
for how info | (N ON ON ON ON ON | ON N N N N ON CON CON
is used
Storage of Do privacy communications make reference to the storage of personal information collected by the device? Y [CON

information
and
safeguards

Is personal information stored and/or transferred in an encrypted form? 0y ON [ODon’t know

Do privacy communications mention the use of security safeguards to keep unauthorised users from accessing the device or data?

(e.g. password protections or authentication questions?) Oy CON
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Storage of
information
and
safeguards

Is the data stored in the same country as the manufacturer/relevant data controller? [OY [N [CODon’t know
Does the company use third parties to store data? Y CON [ODon't know

(If company is contacted directly) Did the company conduct any risk assessment procedures to identify potential privacy risks
associated with the device? Y CON [ODon’t know

Contact
information

Do privacy communications include contact details to allow a user to contact the company about privacy related matters? (Y [N

Deleting
personal
information

How many steps are required to delete personal information from the device? .........ccooiivinnnen.

Are deletion instructions clear and easy to follow? Y CIN [CIN/A

If a user sells their device, does the company provide tools to help clear the device of personal data? OOY [CON [ODon’t know
If a user loses their device, are tools available to delete/remove personal data from the device (i.e. remote wiping)?

OY ON ODon’t know

OPTIONAL

DC response

Did the data controller respond within the deadline? Oy ON
Did the response address all questions? Oy ON
Was the response clear and easy to understand? Oy ON

INDICATOR

Based on the
above responses

1) Do privacy
communications
adequately explain
how PI is
collected, used
and disclosed?

2) Are users fully informed
about how personal
information collected by the
device is stored and are
there safeguards to prevent
loss of data?

3) Do privacy communications
include contact details for
individuals wanting to contact
the company about a privacy-
related matter?

4) Do privacy
communications
explain how a
user can delete
their
information?

5) Did the data
controller provide a
timely, adequate
and clear response?

RESPONSE
Answer: Y or N
(see advice
below)

Comments: Any positive observations identified during the Sweep (in
relation to the communication of privacy information to customers) -
whether related to the questions or not.

Any additional concerns identified during the Sweep — whether related to
the questions or not.
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